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Executive Summary
This report examines the notional development of a universal “Privacy Box” of privacy
settings and information for users of online services and applications. The primary
objective is to contribute to the privacy by design discourse by examining it from the
consumer perspective. The research gauged consumer interest in a standardized set of
privacy settings or information which would apply across various platforms, including
internet browsers, tablets and smartphones. This report also included consumer input on
the features of the Privacy Box, such as its appearance and whether it should be
mandatory for users and organizations.
The bulk of the primary research for this report consisted of four focus groups conducted
with Canadian internet users in Ottawa and Toronto in October 2016. The report also
includes a literature review of research on online privacy and user behaviour, and
developments in privacy by design; and interviews and consultations with stakeholders
including academic researchers, industry representatives, and the Office of the Privacy
Commissioner of Canada.
Many Canadians still value privacy for privacy’s sake. They do not always agree with
companies collecting and using information about them, particularly when the extent of
these tracking activities is not clear. Focus group participants were especially concerned
about the collection of certain types of sensitive information such as location,
employment and sexual orientation.
However, most Canadians feel they have little or no control over online tracking. A 2016
public opinion survey commissioned by the Canadian privacy commissioner found that
74% of respondents felt they had less protection of their personal information in their
daily lives than they did ten years ago. One in two Canadians also disagreed with the
statement that they felt they could control how their personal information was collected
and used by organizations. One focus group participant described the situation as trying
to stop an ocean of water from rushing towards him “with an eye dropper.” Most focus
group participants also believed that online services and applications were collecting and
sharing their information without their knowledge and consent.
While privacy experts and online services say there are already many privacy tools
available, many consumers appear to feel they either have no choice or control over the
tracking and sharing of their personal information, or that existing privacy tools do not
help. Most focus group participants found privacy tools difficult to understand or use.
Very few understood, or had even attempted to read, privacy policies, and many found
privacy statements and settings were often modified by companies without their
knowledge. Some participants also noted the sheer volume of websites and applications
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they used, saying it was practically impossible to manage every website’s individual
privacy settings.
When presented with the concept of a “Privacy Box” initiative, focus group participants
were generally receptive of the idea of a one-stop shop for default privacy settings and
information. In particular, participants emphasized the importance of the right to be able
to choose when to share their information and to determine how that information is used
or disclosed to other parties.
Many focus group participants agreed that consumers like “free” services and would be
reluctant to pay for an online service or give it up in order to protect their personal
privacy. However, many still believed there should be limits to online tracking. They said
that companies should not indiscriminately track all online activities, and that users
should be free to prohibit tracking of certain activities they considered “private”. Focus
group participants also drew a distinction between online display advertising itself –
which many agreed was a common revenue-generating model – and the blanket
collection and sharing of personal information for multiple purposes including
behavioural advertising. In particular, focus groups were most concerned about limiting
the disclosure of personal information to companies and parties unrelated to the original
service they used.
Focus group participants generally preferred a Privacy Box which was prominent,
straightforward, and easy to understand, with a limited number of options. While some
participants wanted greater control over whether organizations collected their information
at all, most were more concerned about the sharing of their data with third parties. They
were also concerned about prohibiting the collection of information they believed was
sensitive or private. Many were also interested in accessing the specific pieces of data
recently collected from them by organizations.
PIAC’s research supports the development and implementation of a standard Privacy Box
that:
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 Allows consumers to prohibit tracking of their location. The box may
also give consumers the opportunity to further tailor specific types of
information they do not want collected or tracked.
 Allows consumers to prohibit sharing of data collected with third
parties.
 Provides summaries clearly identifying: (a) the third parties with
which user data is shared and where those parties are located, and (b)
specifically how user data is used.
 Provides a way for users to access data recently collected from them,
by organization.
Privacy by design is and will become increasingly significant in order to protect the
privacy of Canadians and ensure that they have true choice and control, and can provide
meaningful consent to the collection, use and disclosure of their information. As
innovation continues to be a central policy goal of the Canadian federal government,
policy makers should provide greater support and funding for privacy by design.

PIAC Recommendations
Recommendation 1
The “Privacy Box” developed in this report should be taken into account by all
companies and private organizations with an online presence, ideally coordinated
by an industry-level association (such as Advertising Standards Canada or the
Network Advertising Initiative).
Recommendation 2
The Office of the Privacy Commissioner of Canada should issue guidelines on the
adoption and implementation of a “Privacy Box” by online services and
applications, with a particular focus on private organizations. It should also place
a greater emphasis on privacy by design generally, including: (a) publishing
research reports and papers; and (b) issuing clear guidelines and examples or
creating a privacy by design standard.
Recommendation 3
Privacy by design requirements should be incorporated into the federal Personal
Information Protection and Electronic Documents Act (PIPEDA).

vi

Recommendation 4
The Government of Canada should set aside public funding for privacy by design
research and initiatives, particularly those undertaken by non-profit organizations
and academic researchers.
Recommendation 5
Federal law and policy makers should consider removing permission to obtain
implied consent for the collection, use and disclosure of personal information
under PIPEDA. Prohibiting bundling of privacy terms with the general terms and
conditions to which a user must agree in order to access or use an online service
should also be considered.
Recommendation 6
The Office of the Privacy Commissioner of Canada should re-examine the
effectiveness and relevance of privacy policies as means of providing key pieces
of privacy information to individuals.
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I.

Introduction

What is “privacy by design”? According to former Information and Privacy
Commissioner of Ontario, Ann Cavoukian, privacy by design “advances the view that
the future of privacy cannot be assured solely by compliance with legislation and
regulatory frameworks; rather, privacy assurance must become an organization’s default
mode of operation.”1
Privacy by design does not merely signify security design, which seeks to safeguard and
protect collected information.2 Rather, privacy by design recognizes that the collection,
use and disclosure of information is influenced by laws and regulations, technology,
cultural norms, economics and—as is the key subject of this report—users.3
While privacy by design has been widely discussed by regulators, policy makers and
industry stakeholders, few studies have focused on the consumer point of view on
privacy by design. This includes issues such as control and choice over the collection of
personal information, and ease of access to and use of privacy tools.
This report from the Public Interest Advocacy Centre (PIAC) examines the possible
development of a universal “Privacy Box” of privacy settings and information from the
perspective of the consumer. The goal of this study was to gauge consumer interest in a
standardized set of privacy settings or information which a user could complete once,
and which would apply across various platforms, including internet browsers, tablets
and smartphones. This report also included consumer input on the features of the
Privacy Box, such as how it should appear and whether it should be mandatory for users
and organizations. While a Privacy Box could be applicable to both public and private
organizations, PIAC focused particularly on private commercial organizations in this
study.
The first section of this report explores Canadian views on and valuing of privacy, and
how those views change depending on context, relationship or type of information. Do
consumers believe in privacy for privacy’s own sake? In what ways have privacy
expectations changed, particularly over the internet? The second section examines
current privacy laws and tools available to protect the privacy of individuals. Are these
1

Ann Cavoukian, Privacy by Design (2013), online: IPC <https://www.ipc.on.ca/wpcontent/uploads/2013/09/pbd-primer.pdf> at p. 1.
2
Ann Cavoukian, Stuart Shapiro & R. Jason Cronk, Privacy Engineering: Proactively Embedding
Privacy, by Design (January 2014), online: IPC <https://www.ipc.on.ca/wpcontent/uploads/Resources/pbd-priv-engineering.pdf> at p. 5.
3
Ibid.
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tools effective and widely used by consumers? The third section elaborates on PIAC’s
findings regarding the Privacy Box, including consumer reception of the box, important
tools or information which should be included, and features and appearance of the box.
The final section summarizes the discussion and key issues which emerged in the
research for the report, and presents PIAC’s final recommendations.
The bulk of the primary research for this report consisted of four focus groups
conducted with Canadian internet users in Ottawa and Toronto by Environics Research
Group in October 2016. Three groups were conducted in English and one in French.
Participants were only required to be regular users of the internet with no specific
demographic requirements. Two groups were divided by age—one composed of 40 to
70-year-old participants, and the other of 18 to 39-year-old participants. This report also
includes a literature review of research on online privacy and user behaviour, and
developments in privacy by design; and interviews and consultations with stakeholders
including academic researchers, industry representatives, and the Office of the Privacy
Commissioner of Canada. Many thanks go to all stakeholders who participated in this
study.
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II.

Do Consumers Value Privacy?

PIAC’s research shows Canadian consumers value online privacy but believe that the
ability to have any real privacy on the internet is quickly diminishing.
A 2014 report on big data and privacy prepared by the President’s Council of Advisors
on Science and Technology in the U.S.A. (U.S.) found that:
Big data is big in two different senses. It is big in the quantity and variety of
data that are available to be processed. And, it is big in the scale of analysis
(termed “analytics”) that can be applied to those data, ultimately to make
inferences and draw conclusions. By data mining and other kinds of analytics,
non-obvious and sometimes private information can be derived from data that,
at the time of their collection, seemed to raise no, or only manageable, privacy
issues. […] Even in principle, however, one can never know what information
may later be extracted from any particular collection of big data, both because
that information may result only from the combination of seemingly unrelated
data sets, and because the algorithm for revealing the new information may not
even have been invented at the time of collection.
The same data and analytics that provide benefits to individuals and society if
used appropriately can also create potential harms – threats to individual
privacy according to privacy norms both widely shared and personal.4

The International Data Corporation estimates that worldwide revenues for big data and
business analytics will increase from $122 billion in 2015 to more than $187 billion by
2019.5 In Canada, the Information and Communications Technology Council estimates
that the big data service market generated about $1.1 billion in revenue in 2015 and is
expected to almost double by 2020.6
This means that the personal data of Canadians holds value, and that that value is likely
increasing. Given that Canadians could spend years, decades – and in the case of
children, possibly their entire lives – on an online service such as a social networking
website, the amount of personal information collected from a user could be staggering.
4

Executive Office of the President, President’s Council of Advisors on Science and Technology, Report
to the President on Big Data and Privacy: A Technological Perspective (2014), online: HSDL
<https://www.hsdl.org/?view&did=755569> at pp. ix-x.
5
International Data Corporation, “Worldwide Big Data and Business Analytics Revenues Forecast to
Reach $187 Billion in 2019, According to IDC” (23 May 2016), online: IDC
<https://www.idc.com/getdoc.jsp?containerId=prUS41306516>.
6
Information and Communications Technology Council, Big Data and the Intelligence Economy:
Canada’s Hyper Connected Landscape (2015), online: ICTC <http://www.ictc-ctic.ca/wpcontent/uploads/2015/12/BIG-DATA-2015.pdf> at p 4.
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2.1

Canadians do value privacy

Bennett and Bayley state that individuals understand and value privacy, although
privacy expectations and norms change. Published in the book, Exploring the
Boundaries of Big Data, by the Netherlands Scientific Council for Government Policy,
they write:
Privacy opinion polls have a long, and controversial, history. Their
methodologies and their usefulness have varied dramatically. However, there is
a common theme that runs through them. The mass public can generally draw a
line between legitimate and illegitimate requests for personal data. Most people
know how to apply a ‘none of your business’ test. The line will vary over time,
and according to a host of demographic and cultural variables.7

Privacy of one’s personal information is important to most Canadians. The Office of the
Privacy Commissioner of Canada’s (OPC) 2016 public opinion survey of Canadians
found 92% of Canadians are concerned about the protection of personal privacy.8
Figure 2-1. Concern about protection of personal privacy

Source: Office of the Privacy Commissioner of Canada, 2016

7

Colin J. Bennett & Robin M. Bayley, “Privacy Protection in the Era of ‘Big Data’: Regulatory
Challenges and Social Assessments” in Bart van der Sloot, Dennis Broeders & Erik Schrijvers, eds.,
Exploring the Boundaries of Big Data (Amsterdam: Amsterdam University Press, 2016) at p. 209.
8
Office of the Privacy Commissioner of Canada, 2016 Survey of Canadians on Privacy: Final Report
(2016), online: Priv.gc.ca < https://www.priv.gc.ca/en/opc-actions-and-decisions/research/exploreprivacy-research/2016/por_2016_12>, Figure 2.
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“Privacy actually does have a
value for its own sake. If I want to
put it out there, I would have
chosen to put it out there. Even
when you go and shop, do you
mind if we have your postal code?
Yes, I do mind. You don’t need to
have it. Maybe you want it so you
can figure out your demographics
and where your customers are
coming from, but you don’t need
to know. By having your postal
code, they know exactly where you
live."
"On reçoit les choses
gratuitement, mais c’est pas
vraiment gratuit parce qu’en fait,
c’est un cadeau empoisonné, c’est
pas vrai. Ça devrait être
totalement transparent."
"Pour le consommateur,
l’avantage est aller au
commerçant, puis c’est que moi si
je veux bien que j’aie une
expectative de quiétude, mais c’est
pas vrai que je donne carte
blanche à tout le monde pour faire
connaître mes tendances et plein
de choses pour lesquelles je donne
pas mon consentement."

Focus
groups
organized
by
Option
consommateurs to discuss online behavioural
advertising also showed participants were
surprised and concerned when informed of the
extent to which their personal information was
collected and tracked, even from personal e-mail
accounts.9 Some evoked Orwellian or dystopian
future scenarios.
These results are similarly reflected in the U.S.
Surveys conducted by the Pew Research Center
in 2015 which showed:
 93% of Americans said it was important
to be in control of who could get information
about you;
 90% said it was important controlling
what information was collected from you; and
 88% said it was important not having
someone watch you or listen to you without your
permission.10
Consumer willingness to share personal
information did vary depending on the
circumstance. Option consommateurs found that
consumers were more willing to share certain
types of information such as food, entertainment
and hobbies, and averse to others such as medical
information and romantic relationships.11

– PIAC Focus Group Participants

9

Option consommateurs, How Free is “Free”? Setting Limits on the Collection of Personal Information
for Online Behavioural Advertising (2015), online: Option consommateurs <https://www.optionconsommateurs.org/documents/principal/en/File/option_consommateurs_2015_gratuite_english.pdf> at p
31.
10
Mary Madden & Lee Rainie, Americans’ Attitudes About Privacy, Security and Surveillance (2015),
Pew Research Center <http://www.pewinternet.org/2015/05/20/americans-attitudes-about-privacysecurity-and-surveillance/> at p. 17.
11
Option consommateurs, How Free is “Free”? Setting Limits on the Collection of Personal Information
for Online Behavioural Advertising (2015), online: Option consommateurs <https://www.optionconsommateurs.org/documents/principal/en/File/option_consommateurs_2015_gratuite_english.pdf> at
p. 34.
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A national survey commissioned by PIAC for its 2015 report, Off the Grid, found 77%
of Canadians were “somewhat uncomfortable” or “very uncomfortable” with the idea
that a retailer, online application or telecommunications provider might be tracking their
location based on their smartphone or tablet use.12 When asked to identify their main
concerns with location tracking, the most common response (32% of respondents) was
that it was ultimately an “invasion of
privacy.”13 The second most common
“I work in business
response (14%) was that it was “no one else’s
administration marketing and I
business” and 11% were concerned about
know that information is useful
information being “misused, sold or shared.”
and it helps develop new products
and that sort of thing. But at the

The Pew Research Center also found that the
same time, I want to be in control
context for collecting and using personal
of what I am giving out and what
is being used."
information matters, with 52% of Americans
finding it acceptable to disclose health
– PIAC Focus Group Participant
information to a secure online database
accessed by their doctors, while 51% said it
was not acceptable for a free social media
platform to deliver advertisements to them based on their information, and 55% said it
was not acceptable to install a smart thermostat which could monitor movements around
the house and potentially reduce their energy bill.14
Finally, Americans also believed there should be limits to the period for which a
company retained personal information. For instance, 50% of Americans thought online
advertisers shouldn’t save any information on their activities, while only 5% believed
they should retain it for as long as they needed to.15 Responses varied depending on the
type of organization collecting the information, with 22% of Americans saying credit
card companies should retain information on their activities for as long as they needed.

12

Geoff White, Off the Grid: Pinpointing Location-based Technologies and the Law (Ottawa: Public
Interest Advocacy Centre, 2015), online: PIAC <http://www.piac.ca/wp-content/uploads/2016/03/Offthe-Grid-Pinpointing-Location-based-Technologies-and-the-Law-September-8-2015.pdf>, Appendix A,
Figure 6.
13
Ibid., Figure 8.
14
Lee Rainie & Maeve Duggan, Privacy and Information Sharing (2016), online: Pew Research Center
<http://www.pewinternet.org/files/2016/01/PI_2016.01.14_Privacy-and-Info-Sharing_FINAL.pdf> at p.
4.
15
Mary Madden & Lee Rainie, Americans’ Attitudes About Privacy, Security and Surveillance (2015),
Pew Research Center <http://www.pewinternet.org/2015/05/20/americans-attitudes-about-privacysecurity-and-surveillance/> at p. 25.
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Figure 2-2. Expectations on how long organizations should retain records of
activities

Source: Pew Research Center, 2015

Other studies also indicate consumers alter their behaviour and online activities in
response to actual or perceived threats to their privacy. The U.S. National
Telecommunications and Information Administration, for instance, found that 45% of
online households reported that privacy or security concerns in the last year had stopped
them from “conducting financial transactions, buying goods or services, posting on
social networks, or expressing opinions on controversial or political issues via the
Internet,” producing a “chilling effect” on online economic activity and the free
exchange of ideas.16

16

Rafi Goldberg, “Lack of Trust in Internet Privacy and Security May Deter Economic and Other Online
Activities” (13 May 2016), online: NTIA <https://www.ntia.doc.gov/blog/2016/lack-trust-internetprivacy-and-security-may-deter-economic-and-other-online-activities>.
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The reverse is also true. Consumers tend to be more willing to interact and shop with
organizations which implement and promote strong privacy practices. An experimental
study from Tsai et al. concluded that:
… participants provided with salient privacy information took that information
into consideration, making purchases from websites offering medium or high
levels of privacy. Our results indicate that, contrary to the common view that
consumers are unlikely to pay for privacy, consumers may be willing to pay a
premium for privacy.17

Experimental research done by Acquisti, Brandimarte and Loewenstein has also shown
that “although individuals at times give up personal data for small benefits or discounts,
at other times they voluntarily incur substantial costs to protect their privacy.” 18 For
instance, in an experiment where half of participants were given a $10 “anonymous”
gift card (transactions done with the card would not be traceable to the subject) and half
were given a $12 trackable card (transactions done with that card would be linked to the
name of the subject), all participants were then offered the option to switch their card
for the other card. Acquisti et al. found that “five times as many (52.1%) chose [the $10
anonymous card] and kept it over the other card than did those who originally held the
more valuable card (9.7%).”19 Therefore, many consumers recognize and value privacy
when it is available to them.
The OPC’s public opinion survey also indicated that the privacy practices of companies
affect the willingness of the majority of Canadians to do business with those companies.

17

Janice Y. Tsai, Serge Egelman, Lorrie Cranor & Alessandro Acquisti, “The Effect of Online Privacy
Information on Purchasing Behavior: An Experimental Study” (2011) 22:2 Information Systems Research
254 at 266.
18
Alessandro Acquisti, Laura Brandimarte & George Loewenstein, “Privacy and Human Behavior in the
Age of Information” (2015) 347:6221 Science 509 at 510.
19
Ibid.
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Figure 2-3. Extent to which privacy laws and practices affect consumer willingness
to do business with a company

Source: Office of the Privacy Commissioner of Canada, 2016

Canadian consumers therefore largely value and are concerned about the privacy of
their information. Threats of or experiences with privacy breaches affect consumer
willingness to carry out an activity online.

2.2

Canadians do not always feel they have choice or control over privacy

Yet, Canadians largely appear to feel they have less control over the way their personal
information is collected and used today than ever. The OPC’s public opinion survey
found that 74% of respondents – the highest percentage of the OPC’s last eight surveys
– felt they had less protection of their personal information in their daily lives than they
did ten years ago.20 One in two Canadians also disagreed with the statement that they
felt they could control how their personal information is collected and used by
organizations.21 And, only about half of Canadians felt confident they had enough
information to know how new technologies might affect their personal privacy.22

20

Office of the Privacy Commissioner of Canada, 2016 Survey of Canadians on Privacy: Final Report
(2016), online: Priv.gc.ca < https://www.priv.gc.ca/en/opc-actions-and-decisions/research/exploreprivacy-research/2016/por_2016_12>, Figure 4.
21
Ibid, Figure 5.
22
Ibid, Figure 3.
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Figure 2-4. Control over personal information collected and used

Source: Office of the Privacy Commissioner of Canada, 2016

A 2015 survey of residents in the European Union similarly found that only 15% of
respondents felt they had complete control over the information they provided online,
with 31% believing they had no control at all.23 Meanwhile, 71% said providing
personal information is “an increasing part of modern life” and 58% agree “there is no
alternative other than to provide personal information
if you want to obtain products or services.”24
The Pew Research Center has also found that few
Americans believe their records will be kept private
and secure by organizations. Generally, Americans
expressed the most confidence in credit card
companies, government agencies, and telephone
companies—and the least confidence in search
engines, social media and online video sites, and
online advertisers.25

“So, really, in a way, yes, it’s an
invasion [of privacy], however
you have just got to accept it
because what is there that we
could do, to a certain point?"
“Well, that’s the problem with the
internet agreements, is that it’s a
'my way or the highway' kind of a
thing. If you accept it you can use
the internet, if you don’t accept it
you can’t use the internet.”
– PIAC Focus Group Participants

23 23

European Commission Directorate-General for Justice and Consumers, Special Eurobarometer 431:
Data Protection Report (2015), online: Europa.eu
<http://ec.europa.eu/public_opinion/archives/ebs/ebs_431_en.pdf> at p. 6.
24
Ibid. at pp. 28-29.
25
Mary Madden & Lee Rainie, Americans’ Attitudes About Privacy, Security and Surveillance (2015),
Pew Research Center <http://www.pewinternet.org/2015/05/20/americans-attitudes-about-privacysecurity-and-surveillance/> at p. 29.
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Figure 2-5. Confidence records will remain private and secure

Source: Pew Research Center, 2015

Natasha Tusikov, assistant professor at York University, said in an interview that people
generally understand that context matters and might, for instance, alter what they share
with a social network from what they share with a financial institution. However, she
believed consumers could be unaware of the larger implications of how their data is
stored, processed and shared, even on common platforms such as Spotify. Similarly,
Tusikov was of the view that while consumers are generally aware of huge data
breaches such as Target or Ashley Madison, they may have the false belief that so long
as they are not carrying out illegal or disreputable activities, such as cheating on their
spouses, they would not be harmed by the collection, use and sharing of their data.
Tusikov suspects these impressions or beliefs may change in the future with the Internet
of Things and wearable devices, and that consumers may become more aware of the
repercussions of tracking and data collection.
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Focus group participants generally did value
their privacy and ability to control personal
information that was collected from them and
used. Participant opinions varied depending on
the type of information collected. Some
objected to the collection of any information
which they did not voluntarily disclose. Many
participants did not object to the collection of
information such as hobbies, entertainment or
interests. All participants, however, were
generally opposed to the collection of more
“sensitive” types of information such as health
information, financial information, and even
their IP addresses. Participants were particularly
concerned about geo-location or location-based
tracking, and strongly preferred not to be
tracked when they were moving around.
Participants were also very concerned about use
of information collected from them to make
decisions which would affect them, such as
decisions related to employment, insurance or
health.

"There really isn’t any privacy,
even though you are private.
There are certain things you are
not sharing. You are still sharing
tidbits. So, we don’t really have
privacy."
“We were talking about the idea
of permanent imprints. You put
something out there and it’s there
forever.”
“Comme l’information qu’on
demande, qu’on veut, sur
Wikipédia ou Google, c’est super
disponible, mais aussi de l’autre
coté comme on a déjà dit, le
problème sur Internet, que ce soit
sur un compte privé confidentiel
sécuritaire, une fois que c’est sur
Internet, c’est sur Internet pour
toujours."
“It is what it is, I guess. I like
social media. So, at the end of the
day, all of this stuff doesn’t really
matter. I’m still going to be on it.
Maybe, I feel sort of like I’m going
to go home and Google what
happens with my data and watch a
YouTube video. I want to know.”

Regardless of how they felt about online
tracking and privacy, most participants were
aware their online activities were likely being
tracked and felt there was little they could do to
stop it. Many were still surprised, however, by
– PIAC Focus Group Participants
the extent of online tracking and sharing of
information collected from users. Participants
were quoted a 2015 study of popular websites
from researchers at the University of Pennsylvania which found that:
[N]early 9 in 10 websites leak user data to parties of which the user is likely
unaware; more than 6 in 10 websites spawn third-party cookies; and more than
8 in 10 websites load Javascript code from external parties onto users’

12

computers. Sites that leak user data contact an average of nine external
domains, indicating that users may be tracked by multiple entities in tandem.26

While some participants were not completely surprised by these findings, they did not
necessarily expect the extent of online tracking which was taking place, particularly
without their apparent consent or awareness. Participants were particularly concerned
about information being shared with external websites and applications. While they
expected websites they visited to collect information about them, they did not expect
this information to be combined and shared with third parties.
Nonetheless, participants generally felt that nothing could be done to halt or restrict
online tracking and data processing, or to better protect personal privacy. One
participant described the situation as trying to stop an ocean of water from rushing
towards him “with an eye dropper.” Some participants expressed strong distrust in
private online companies—they said that even in a hypothetical situation where a
privacy policy claimed that a company would not use or disclose any personal
information, they doubted whether they would believe that statement. Some participants
took shelter in the fact that there were millions of internet users and extensive sets of
data, reducing the likelihood that they individually would be targeted or harmed by any
tracking activities.

"Il est clair que c’est pas juste ton
information, tu fais partie des
millions et des billions de gens.
T’es tellement petit dans le,
comment on dit, ‘the amount of
information,’ tu sais, ‘the pool,’ tu
es tellement petit que comme
genre si toi tu te fais attraper c’est
comme tu te fais frapper par un
éclair."
“But if you’re just a normal,
boring, every day person, because
there are so many boring people
on the internet, you’ve got it pretty
good. The odds are not that high
in terms of getting hacked and
stuff like that.”

Many Canadians therefore do appear to value
privacy for privacy’s sake. They do not always
agree with companies collecting and using
information about them, particularly as the
extent of these tracking activities is not clear.
However, they feel they have little or no control
over online tracking practices and activities.
They recognize that their data is now a source
of revenue for online companies and that these
companies are unlikely to “give up” their data
voluntarily. Focus group participants also stated
that access to and use of the internet is now
almost a necessity; most felt it was almost
impossible to stop accessing or using the
internet in order to protect their privacy.

– PIAC Focus Group Participants
26

Timothy Libert, “Exposing the Hidden Web: An Analysis of Third-Party HTTP Requests on 1 Million
Websites” (2015) 9 International Journal of Communication 3544.
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III.

Consumers and Privacy Tools

Privacy experts and online services say there are privacy tools that exist and are readily
available, yet consumers appear to feel they either have no choice or control over the
tracking and sharing of their personal information, or that current privacy tools do not
necessarily help. Why is this?

3.1

Existing privacy tools and laws

According to online companies and academic researchers consulted for this report, there
are many privacy tools and practices already available to consumers.
These privacy tools and practices are in large part based on what were originally coined
the “Fair Information Practice Principles” (FIPPs). FIPPS were first proposed in a 1973
report by the U.S. Department of Health, Education and Welfare Secretary’s Advisory
Committee on Automated Personal Data Systems which examined the impact of the
computerization of information on the personal privacy of citizens.27 The principles
proposed by the Committee were:







There must be no personal data record-keeping system whose very existence is
secret.
There must be a way for an individual to find out what information about him
is in a record and how it is used.
There must be a way for an individual to prevent information about him that
was obtained for one purpose from being used or made available for other
purposes without his consent.
There must be a way for an individual to correct or amend a record of
identifiable information about him.
Any organization creating, maintaining, using, or disseminating records of
identifiable personal data must assure the reliability of the data for their
intended use and must take precaution to prevent misuse of the data.28

FIPPs were subsequently adopted in the U.S. Privacy Act of 197429 and amended to
include many of the principles well recognized today, such as: notice to individual users

27

U.S. Department of Health, Education & Welfare, Records, Computers, and the Rights of Citizens:
Report of the Secretary’s Advisory Committee on Automated Personal Data Systems (Washington D.C.:
Department of Health, Education, and Welfare, 1973).
28
Ibid. at p. 41.
29
The Privacy Act of 1974 , 5 U.S.C. § 552a.
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and transparency; individual access to and amendment of individual records; data
minimization and use limitation; accountability and enforcement; and security. 30
FIPPs have become the foundation of privacy protection (or “data protection”) laws
around the world.
Organizations offering products or services to residents of the European Union (EU) are
subject to the EU’s Data Protection Directive31 and will be subject to the new General
Data Protection Regulation32 in May 2018.
The collection, use and disclosure of personal information by private organizations in
Canada are governed on the federal level by the Personal Information Protection and
Electronic Documents Act (PIPEDA).33 The provinces of Alberta, British Columbia and
Quebec also have provincial privacy protection laws which have been deemed
substantially similar to PIPEDA.34 Privacy in the health services sector is also governed
by some provincial acts. The privacy protection principles enshrined in these acts are
generally similar to the FIPPs established in the U.S. In other words, PIPEDA sets out
that an individual’s knowledge and consent – “consent” meaning the individual
understands the nature, purpose and consequences of the activity – is required for the
collection, use or disclosure personal information; and that the collection of personal
information must be limited to that necessary for the purposes identified by an
organization.35 PIPEDA also establishes principles regarding:






Identifying purposes for which personal information is collected;
Circumstances where express consent or implied consent is required;
Data retention and erasure;
Individual access to his or her personal information;
Transparency about data collection and processing policies and practices; and

30

Ibid. See also: Electronic Privacy Information Center, “The Privacy Act of 1974,” online: EPIC
<https://epic.org/privacy/1974act/> (accessed 22 February 2017); and
Ira S. Rubinstein & Nathaniel Good, “Privacy by Design: A Counterfactual Analysis of Google and
Facebook Privacy Incidents” (2013) 28:2 Berkeley Tech. L.J. 1333 at p 1343.
31
Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of such
data.
32
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC.
33
Personal Information Protection and Electronic Documents Act, S.C. 2000, c. 5. [PIPEDA]
34
See: Personal Information Protection Act, S.A. 2003, c. P-6.5;
Personal Information Protection Act, S.B.C. 2003, c. 63; and
Loi sur la protection des renseignements personnels dans le secteur privé, C.Q.L.R. c. P-39.1.
35
PIPEDA, s. 6.1 and Schedule 1, ss. 4.3 and 4.4.
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Security safeguards.

Some organizations now incorporate FIPPs into the design and operation of their
services and platforms through what has become known as “Privacy-Enhancing
Technologies” (PETs), forming the basis for one aspect of privacy by design. PETs and
privacy by design are not identical, however, as pointed out by Rubinstein. Rubinstein
writes,
Although PETs and privacy by design resist precise definition and even overlap
as to their usage, the two ideas are not identical. Their differences may be
summed up as follows: PETs are applications or tools with discrete goals that
address a single dimension of privacy, such as anonymity, confidentiality, or
control over personal information. Frequently, PETs are added onto existing
systems, sometimes as an afterthought by designers and sometimes by privacysensitive end-users. In contrast, privacy by design is not a specific technology
or product but a systematic approach to designing any technology that embeds
privacy into the underlying specifications or architecture.36

As a result, today there are a number of privacy tools available to consumers. The most
common type of privacy tool is the “privacy policy” (or “data policy”) which explains a
company’s privacy practices – including why an organization is collecting personal
information, how it will use the data, and how long it will store the data – to its users.
Most large commercial websites and applications have privacy policies. While the
Office of the Privacy Commissioner of Canada (OPC) provides guidelines on how to
create more transparent and effective privacy policies,37 privacy policies tend to vary
considerably in length, complexity, language and intelligibility, and other factors. PIAC
will examine consumer views and reactions towards privacy policies later in this
section.
However, a range of other privacy tools are also publicly available. Many internet
browsers, such as Firefox, now offer private or “incognito” browsing modes; there are
private search engines, such as DuckDuckGo, Hulbee and StartPage, which do not track
users; and applications such as ad blockers are also growing.
Ann Cavoukian, executive director of the Privacy and Big Data Institute at Ryerson
University, said in an interview that the number of privacy tools available has grown
significantly, particularly in the “post-Edward Snowden” era. She believed that people
36

Ira S. Rubinstein, “Regulating Privacy by Design” (2011) 26 Berkeley Tech. L.J. 1409 at pp. 14111412.
37
See: Office of the Privacy Commissioner of Canada, Ten Tips for a Better Online Privacy Policy and
Improved Privacy Practice Transparency (2013), online: OPCC <https://www.priv.gc.ca/en/privacytopics/privacy-policies/02_05_d_56_tips2/>.
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may be losing hope about protecting their privacy but that “extremely high controls
over personal information” are available to consumers, including encryption and
privacy settings. Natasha Tusikov was also of the view that there are many “postSnowden” privacy tools now, including some that are easier to use (e.g. virtual private
networks) and others that are more difficult (e.g. encryption).
Individual organizations – in particular multinational, data intensive organizations –
have also developed their own privacy tools for users. For the purposes of this report,
representatives of Google Canada and Facebook Canada shared their views on the
privacy options they provide to their users. Facebook referred PIAC to its comments on
the OPC’s consultation on consent under PIPEDA,38 in which it wrote:
We have invested heavily in providing new forms of transparency and control
that are designed to empower the people who use Facebook, while providing
them with the fast, fluid experience they expect from our service. Our approach
to privacy combines (1) products specifically designed to inform people about
data practices; (2) features built into products that enable people to understand
and control how their information is used and shared; and (3) in-product,
contextual experiences that continuously educate and remind people about the
ways we use their information to power our services.

Some of the tools which Facebook makes available to its users include:




Privacy Basics: An interactive guide which answers the most commonly asked
questions about Facebook’s privacy controls.
Privacy Checkup: A tool which gives users a general overview of the people
who can see their posts and activities.
Ad Preferences: A tool which informs users about the advertisements they are
seeing and allows users to remove “interest categories” or advertisements from a
specific advertiser.

Colin McKay, head of public policy and government relations at Google Canada, said
he believed that online users now feel a lack of control as the internet no longer
provides the “practical obscurity” once afforded to public acts. In his view, individuals
still have choice as to whether to perform a public act, but that act now has a longer life
term. Google therefore focuses on providing user control and informational privacy to
its users. These types of tools include:
38

Facebook, Consent and Privacy: Facebook Comments on the OPC Discussion Paper (2016), online:
OPC <https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-consent-underthe-personal-information-protection-and-electronic-documents-act/submissions-received-for-theconsultation-on-consent/sub_consent_32/>.
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Account History Settings: A tool which allows users to manage the types of
information they share with Google including location, device information, and
Google searches and YouTube watch activity.
Google Takeout: Data portability tool which allows users to “take out” their
information from core Google products or services when they decide to stop
using that product or service.
Inactive Account Manager: A tool which allows users to manage data when their
account becomes inactive. Options include having Google delete their data after
three to 12 months of inactivity or allowing “trusted contacts” to receive data
from specific services such as Google Drive or Gmail.

Both Google and Facebook also allow users to adjust privacy settings for individual
games and applications.
The OPC also publishes tips and guidelines to help Canadians protect their personal
privacy. In consultation with PIAC for this report, the OPC said its website now
features a “For Individuals” webpage with information on privacy laws in Canada,
consumer privacy rights, and protecting key pieces of personal information such as a
driver’s licence or social insurance number. The OPC website also includes various
information pages such as “Protecting Your Privacy Online,” “Identity Theft,” and
“Digital Devices,” and the OPC recently published a series of blog posts on online
privacy.
There are, therefore, a number of privacy tools and guidelines available for internet
users.

3.2

Consumer use of privacy tools

Yet, despite the wide availability of various privacy tools, consumers are still concerned
about their privacy and appear either unwilling or unable to take full advantage of these
tools and options. Why is this?
Solove argues that privacy policy makers and regulators cannot rely solely on “privacy
self-management”—that is, creating a set of rights which ultimately gives the individual
the control to make all decisions about how to manage their data. In describing how
privacy self-management has evolved into privacy laws and practices, Solove writes,
Privacy self-management takes refuge in consent. It attempts to be neutral
about substance — whether certain forms of collecting, using, or disclosing
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personal data are good or bad — and instead focuses on whether people consent
to various privacy practices. Consent legitimizes nearly any form of collection,
use, or disclosure of personal data.39

Solove argues that privacy self-management is still a critical component of privacy
regulation but that it does not provide people with “meaningful control over their data”
for several reasons.40
The first problem is cognitive: social sciences research shows that individuals have
trouble making “informed, rational choices about the costs and benefits of consenting to
the collection, use, and disclosure of their personal data.”41 For those who do bother
reading a privacy notice at all, many have false or incorrect assumptions about the way
their data is used, or struggle to apply what they know to complex situations concerning
privacy. For instance, people tend to assess familiar dangers as riskier than unfamiliar
ones.42 Moreover, individuals tend to develop privacy preferences in context rather than
in the abstract.43
The second problem is structural: even when people are fully informed and acting
rationally, there are structural problems such as scale. Even if a user were able to
customize all his or her privacy settings on one service, there are far too many services,
products and applications for an individual to self-manage.44 Since websites also share
information with third parties, aggregation is another structural problem—a user is not
always able to control or manage how individual pieces of data he or she provided
separately to different companies could be combined and analyzed.45
The third problem presented by Solove is the assessment of harm. While a user may be
able to assess the costs and benefits of consenting to the collection, use and disclosure
of data at one point in time, it would be tremendously difficult for that user to foresee
harm which might develop cumulatively over time.46 Similarly, while privacy selfmanagement focuses on individual choices and control, it does not consider the broader
social and cultural impact of individual privacy decisions.47 Therefore, relying solely on
privacy self-management, particularly through the concept of informed consent, is
39

Daniel J. Solove, “Introduction: Privacy Self-Management and the Consent Dilemma” (2013) 126
Harvard L. Rev. 1880 at p. 1880.
40
Ibid.
41
Ibid. at pp. 1880-1881.
42
Ibid. at pp. 1886-1887.
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Ibid.
44
Ibid. at p. 1888.
45
Ibid. at p. 1889.
46
Ibid. at pp. 1891 and 1893.
47
Ibid. at p. 1892.
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“C’est facile d’avoir accès à
l’information, mais est-ce que
c’est un langage qui se prête à
tout le monde? Non, j’ai une
formation en droit, c’est pas,
même avec une formation en droit
j’ai pas, c’est pas évident tout le
temps non plus."
“They come up and I just move
on. I have got no time. If you go to
Tim Hortons and you get a cup
of… are you going to stand
there…? Who reads that? My
coffee just got cold, I’m done,
exactly. Now what do I do?”

likely inadequate to ensure that users’ personal
privacy is protected—and consumers know and
sense this.
Except for larger, sophisticated social
networking websites, which tend to offer users
more granular privacy settings and preferences,
and some devices such as smartphones which
allow users to customize certain privacy
settings for individual applications, the bulk of
commercial websites and applications rely on
informational privacy practices – notably
privacy statements or policies.

However, there is a growing body of research
which shows that privacy policies are largely
“Facebook [privacy policy]. First
ineffective, incomprehensible and inaccessible
of all, it’s hard as hell to find on
for users. Bruening and Culnan find, for
their new layout and it’s always
instance, that where privacy notices (such as
changing. So, that is one thing.
privacy statements or policies) are provided,
And then, it’s like so long. It’s
they have “limited utility”—in other words,
almost like they are not even
telling you what you are looking
they are not drafted in a way which makes
for. They are telling you the basic
them useful to individuals.48 This limited utility
stuff that you obviously already
is created by a number of factors, including
know, and you want to know, but I
difficulty locating the privacy notice;
feel like there is still more…”
significant readability issues; and the drawn– PIAC Focus Group Participants
out length and volume of information which do
not necessarily support an individual’s limited
ability to process information.49 Bruening and
Culnan also find that individuals are getting
less choice, or meaningful choice, related to data processing regardless of the
availability of privacy notices.50 For instance, users may only be permitted to opt out of
certain practices, or must consent to all the data processing activities carried out by an
organization.

48

Paula J. Bruening & Mary J. Culnan, “Through a Glass Darkly: From Privacy Notices to Effective
Transparency” 17:4 North Carolina J.L. & Tech. 515 at p. 542.
49
Ibid. at pp. 543-545.
50
Ibid. at pp. 546-547.
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A comparison and assessment by Reidenberg et al. of the ability of three groups of
users – privacy experts, law and public policy graduate students, and typical internet
users – to understand and interpret privacy policies from companies revealed some
commonalities, but also significant gaps in interpretations of privacy statements,
particularly in regards to data sharing.51 These discrepancies emerged both within
groups (especially among privacy experts) and between the experts and the other two
groups. Reidenberg et al. conclude that:
[T]he disagreements among experts and disagreement between experts and the
other groups reflect that ambiguous wording in typical privacy policies
undermines the ability of privacy policies to effectively convey notice of data
practices to the general public. The results of this research will, consequently,
have significant policy implications for the construction of the notice and
choice framework and for the U.S. reliance on this approach.52

Borgesius writes:
In sum, behavioural economics shows that protecting privacy with the
instrument of informed consent is fraught with problems. It’s only a slight
exaggeration to say: people don’t read privacy policies; if they were to read,
they wouldn’t understand; if they understood, they wouldn’t act. Additionally,
if all competitors exploit information asymmetry and people’s biases, a firm has
to do the same to stay in business.53

According to a 2015 survey of EU residents, only 2 of 10 respondents were “always
informed about data collection and the way data are used” and only 18% had fully read
privacy statements.54 When asked why they did not read privacy statements, 67% said
privacy statements were too long to read; 38% said they were unclear or too difficult to
understand; and 15% said they thought the websites would not honour the privacy
statements anyway.55

51

Joel R. Reidenberg et al., “Disagreeable Privacy Policies: Mismatches Between Meaning and Users’
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54
European Commission Directorate-General for Justice and Consumers, Special Eurobarometer 431:
Data Protection Report (2015), online: Europa.eu
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Figure 3-1. EU consumer attitudes towards privacy statements

Source: European Commission, 2015

Ann Cavoukian was of the view that while the number of privacy tools is growing, the
problem is that currently “the default is not privacy.” There is a lot of “privacy legalese”
and privacy settings may not be easy to locate—consumers want privacy tools to be
easy to find and understand. Michelle D’Souza and Dana Ayotte, researchers at the
OCAD University Inclusive Design Research Centre, made similar comments. They
generally sensed that individuals did not bother reading privacy policies, which were
often wordy and confusing, and may not have time to search for existing privacy tools.
For instance, while D’Souza and Ayotte thought Google’s My Activity options were
sophisticated and impressive, the tool’s “find-ability” was not necessarily good in that
users were unlikely to come across the tool. D’Souza and Ayotte also found not all
privacy tools were user-friendly or self-explanatory – some with open-ended default
settings – making it unclear to users how exposed their data would be.
According to the EU survey, while 57% of respondents said they had tried to change
their privacy settings on an online social network, 42% also said they had not.56 Of
those who had tried to change their settings, 47% found it “fairly easy” and 27% “very
56

European Commission Directorate-General for Justice and Consumers, Special Eurobarometer 431:
Data Protection Report (2015), online: Europa.eu
<http://ec.europa.eu/public_opinion/archives/ebs/ebs_431_en.pdf> at p. 91.
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easy,” while about 1 in 4 respondents found it “fairly difficult” or “very difficult.”57
Those who did not try to change the default privacy settings gave a number of reasons
for not doing so, including trusting websites to set the appropriate default settings; not
knowing how to change the settings; or not having time to look at the available
options.58
Figure 3-2. EU consumers and social network privacy settings

Source: European Commission, 2015

57
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Ibid. at p. 94.
Ibid. at p. 96.
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Many of PIAC’s focus group participants were aware of privacy settings on specific
services, such as Facebook, and did customize them to adjust which audiences could or
could not see their social media activity. Some participants were also aware of other
privacy tools, such as private browsing modes. However, most participants found
privacy tools difficult to understand or use. Very few understood, or had even attempted
to read, website privacy policies, and some expressed frustration at the pace of policy
changes. They found privacy policies and settings were often modified by companies
without their knowledge, and that settings were different from those they had previously
set. Some participants also noted the sheer volume of websites and applications they
visited, saying it was practically impossible to manage or “stay on top of” each
website’s individual privacy settings. Moreover, some participants who had tried to use
private browsing or ad blockers complained that these tools would disable or impair
features of an app or website, and that some websites would not function at all.

“They should make those privacy things shorter.” “Shorter and easier to read.” “A Coles Notes
version of them.” “Yes, regular language that any person could actually understand what it
means that you are giving your consent to.”
“Personally, my experience with Facebook and changing privacy settings has been… on top of
the fact that there are constantly glitches going on, they are constantly changing the parameters
of what you can and can’t do on Facebook. I can absolutely not keep up. To this day, at this
moment, I don’t know what the status of my Facebook is as far as who can see what and what
goes where. I have had conversations that I thought were one person to one person, and then I
get other people commenting on what I said. That was a private conversation, as far as I
thought.”
“There is software you can download on your computer that eliminates all the tracking, the
cookies and stuff… But I find it just breaks your whole entire internet use experience. A lot of the
websites stop working properly."
– PIAC Focus Group Participants
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IV.

Towards the Development of a “Privacy Box”

The primary goal of this research study was to examine consumer perspectives on the
creation of a notional “Privacy Box” which could apply across all platforms, browsers
and applications. This Privacy Box would introduce a standardized set of customized
privacy settings, and allow a user to access standard pieces of information about
privacy, which would apply to all websites and applications the user accesses or uses.
This idea of a universal Privacy Box was explored with the focus groups conducted as
part of this report, as well as with academic, regulatory and industry stakeholders.

4.1

Privacy by design principles

Privacy by design stems from the view that data security engineering alone does not
fully address the challenge of protecting the personal privacy of individuals. In 2002, in
exploring the privacy implications of digital rights management (DRM) systems,
Feigenbaum et al. wrote:
Internet-based distribution of mass-market content provides great opportunities
for producers, distributors, and consumers, but it may seriously threaten users’
privacy. Some of the paths to loss of privacy are quite familiar (e.g., mining of
credit-card data), but some are new or much more serious than they were in
earlier distribution regimes.… privacy-enhancing technology (e.g., encryption,
anonymity, and pseudonymity) that absorbs most of the attention of the security
R&D community cannot by itself solve the privacy problems raised by DRM,
although it can play a role in various solutions.59

Feigenbaum et al. argued that some security-focused privacy solutions, such as
cryptography, were insufficient for various reasons, including:




Cryptography was not necessarily appropriate for commercial distribution,
where not all parties are dichotomously “good” or “bad”, and there can be some
legitimate purposes and trusted sources.
Cryptography was not necessarily easy to use or user-friendly, and could slow
down smaller devices.

59

Joan Feigenbaum et al., “Privacy Engineering for Digital Rights Management Systems,” in Tomas
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There was also a challenge integrating privacy solutions into legacy systems
which did not consider user privacy at the time of design.60

Privacy by design is challenging, since privacy values can change and are often
influenced by context. Irwin Altman, for instance, argued that individuals expressed
their privacy values by being more or less accessible (or “open”) through a variety of
behavioural mechanisms such as tone, personal spacing and posture.61 In his view,
privacy tools should allow individuals to “regulate boundaries” in different interactions.
Helen Nissenbaum viewed flows of information as already influenced on a day-to-day
basis by context. In other words, what individuals shared with their doctor was different
from what they shared with their spouses or a customer service representative at a
store—individuals naturally understand and apply the social norms appropriate to each
context.62 She proposed that privacy solutions should allow users to disclose different
types of information depending on the context.
More researchers have developed and fleshed out privacy by design principles and
engineering guidelines. Ann Cavoukian, for instance, set out seven “foundational
principles” for privacy by design which are now integrated into the Deloitte-Ryerson
University privacy by design certification framework.63 These principles are:
1. Proactive, not reactive; preventative, not remedial.
2. Privacy as the default setting. No action is required on the part of the individual
to protect their privacy — it is built into the system, by default.
3. Privacy embedded into design.
4. Full functionality – positive-sum, not zero-sum. Seeks to accommodate all
legitimate interests and objectives in a positive-sum win-win manner... Privacy
by design avoids the pretense of false dichotomies, such as privacy vs. security.
5. End-to-end security.
6. Visibility and transparency.
7. Respect for user privacy. Requires architects and operators to protect the
interests of the individual by offering such measures as strong privacy defaults,
appropriate notice, and empowering user-friendly options.64
60
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Other privacy by design principles and approaches have also been explored. Both
Spiekermann and Cranor, and Rubinstein and Good, have segmented privacy by design
into different approaches based on the type of privacy solution.
Rubinstein and Good analyze privacy by design from two perspectives: (1) privacy
engineering, “the design and implementation of software that facilitates privacy,” and
(2) usable privacy design, which ensures that “users understand and benefit from wellengineered privacy controls.”65
Spiekermann and Cranor present two approaches to privacy engineering:



“Privacy-by-policy” focuses on implementing the “notice and choice” principles
of fair information practices; and
“Privacy-by-architecture” focuses on “minimiz[ing] the collection of identifiable
personal data, and emphasiz[ing] anonymization and client-side data storage and
processing.”66

Spiekermann and Cranor favour privacy-by-architecture approaches, which generally
provide “higher levels of privacy to users more reliably and without the need for them
to analyze or negotiate privacy policies,”67 and emphasize in particular the “ability to
link personal information to create a comprehensive and identified profile [as] the key
to determining the degree of privacy a person has.”68 Therefore, Spiekermann and
Cranor urge privacy engineers to focus on preventing “linkability” (or identifiability)
between a pseudonym and an individual.
Lederer et al. also published “five pitfalls”69 for privacy designers, including:





Obscuring potential information flow: Organizations should make clear the
nature and extent of potential for disclosure.
Obscuring actual information flow: Organizations should make clear the actual
disclosure of information through the system, including what information is
being conveyed to whom. Lederer et al. cite the use of cookies as an example.
Emphasizing configuration over action: Systems should not require “excessive
configuration” to protect privacy but enable users to manage privacy “semi-
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intuitively.” For instance, configuring privacy preferences often challenges users
to predict their needs and they may ultimately set preferences that do not apply
to specific situations.
Lacking coarse-grained control:
Designs should offer an obvious, top-level mechanism for halting and
resuming the disclosure of personal information. Often a power button
or exit button will do the trick. Users are accustomed to turning a thing
off when they want its operation to stop. Turning off information flow
is an instinctive behavior that affects personal privacy.70



Inhibiting established practice: For instance, individuals may provide
intentionally ambiguous disclosure of information based on social practice.
Designs should not prevent ambiguous disclosure. Location-tracking, for
example, currently only allows users to disclose a pinpoint location or nothing at
all.

Although various privacy by design principles and approaches exist, few studies have
sought the consumer perspective on a specific privacy by design concept or initiative.
The following sections will outline the ways in
which consumers and stakeholders reacted towards
“It is kind of like, you’ve let the
the concept of a Privacy Box.

4.2
box

Consumer attitudes towards a privacy

Focus group participants were presented with the
idea of a “Privacy Box” which would apply to all
websites or applications and which would allow
online users to customize their privacy settings or
view specific types of information related to their
privacy. Focus groups were then asked whether
they would be interested in the Privacy Box and to
elaborate on specific features of the box, both
functional and aesthetic.
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horse out of the barn already sort
of thing. But I do think there
should be something in that
regard, to give people the option.
You should have the option of
being able to choose whether you
want to [share information] or
choose not to. I know it’s kind of a
double-edged sword in regards to
why we’re getting [a service] for
free, but I think you should have
that option. Maybe this is a law,
but I also think there should be
some accountability, because you
don’t know who’s getting this
stuff.”
– PIAC Focus Group Participant

Ibid. at p. 7.
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Generally, focus group participants were receptive of the idea of a “one-stop shop” for
default privacy settings and information. In their view, a Privacy Box tool would be
useful and informative. In particular, participants
emphasized the importance of the need and
“I’d go for it. I’d be happy. It’s
“right” to be able to choose when to share their
almost like, you know, you look
information and determine how that information
after your health, but the vaccine
is used or disclosed to other parties.
helps you against the flu. Maybe
this is like the vaccine, something
a little more.”

“Personally, I’m okay. That’s all I
can tell you. But I do realize there
may be something. Maybe not
today, but in the future, there may
be something that I want to be
private and I should have the
choice.”
“Moi je pense que ça devrait être
légiféré surtout si on a l’option de
choisir ou de ne pas choisir de
partager l’information parce qu’à
ce moment-là il va y avoir un
avantage, et ceux qui veulent
vraiment être ‘in the public eye’ et
puis publique, ils partageront leur
information. Tu sais c’est un choix
que chacun fait, mais tu sais à ce
moment-là ça devient notre
choix."
“Je pense que ce serait un
désavantage de mettre ça, de
donner l’option au client, de
donner une ‘false hope’…
Absolument, si je clique ça, je
crois que c’est sécuritaire ça sera
pas partagé —‘ yeah right.’ Ça va
jamais arriver, c’est impossible.”

Some participants were skeptical of the
effectiveness of a Privacy Box. While they
thought it could be useful, they were convinced
private organizations would “find some other way
around it” in order to collect and profit from
users’ personal information. They believed there
was too much money at stake. Some also
indicated there could be a challenge with
compliance; as the internet is “global,” they were
not convinced any law in Canada could compel
all websites and applications to comply with a
Privacy Box.
Participants were generally aware they currently
access services “for free” in exchange for
advertising (targeted or not) and understood that
preventing a website or application from tracking
them could affect the price of that service. While
many participants believed consumers ultimately
prefer to keep things “free,” they believed users
should still be offered that option or choice.

When asked whether companies should offer the
option of a subscription-based service in
exchange for an agreement not to collect or track
user information, many participants were
skeptical of the idea. They believed few
consumers would elect this option and give up a
– PIAC Focus Group Participants
“free” service. Some participants also had doubts
that companies would honour that agreement.
Other participants, however, did think that a
subscription option would be more “honest” and transparent.
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All participants said the Privacy Box should by default apply to all websites and ideally
across various platforms (mobile, tablet, internet browsers) as well. They were also of
the view, however, that users look for convenience and efficiency, and that users should
be given the option to “opt out” of the Privacy Box if they wished. Many participants
also suggested the box would need to be accompanied by public education campaigns
which would ensure consumers understood the implications of the box.

"Je trouve qu’il doit y avoir une transparence, des restrictions et puis c’est comme n’importe
quoi, je vais donner comme exemple l’alcool, ça existe depuis des années… je veux dire c’est
légiféré d’une certaine façon, jusqu’à un certain point. Quelque chose comme ça devrait être
légiférée. Puis c’est facile de dire, ah ça on va jamais pouvoir contrôler la situation, mais c’est
certain qu’on sera pas capable si on essaie pas."
“The point is, like this gentleman was saying, sometimes you’re suffering from something and it’s
private, and you’re trying to get information. All of us go on the internet, we take it for granted
every single day, but I think you’re going to think about it a little bit more when that pops up.”
“The whole thing with the privacy is that we should also have the option of what we should… like
what you mentioned, to know where our information is going, especially if they are going to make
money off of us or whatever. We should also monitor what we want them to, what information we
want to give them.”
"I think it would be good. I don’t know if there would be different rules for different people, like
not-for-profit membership organizations versus corporate, that are collecting information. You
might want to define them a little bit differently, but definitely, something more upfront.”
“I think it’s a good thing. It gives people the option, assuming that button works. It’s not like
it’s… it’s there, but it doesn’t really work.”
“That privacy box would have to have a good reputation. It must have been around… it would
have to have been around for a while.” “You would have to believe in it?” “Believe in it, yes.” “If
not, you’re just going to skip over it.”
“C’est peut-être une mesure qui est dans le bon sens des choses, je veux dire l’autre option c’est
statu quo et puis clairement ça marche pas. Bon, je veux dire, peut-être que ça viendrait rassurer
la population qui voudrait un peu plus de contrôle sur, ou un peu plus d’information. Mais un peu
au point de vue de [un autre participant] je dirais qu’il y a simplement trop d’argent impliqué.”
– PIAC Focus Group Participants
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4.3

Buy-in from stakeholders and services

One concern surrounding the idea of a Privacy Box is the extent to which consumers
and policy makers can expect sufficient “buy-in” from vendors and industry
stakeholders. This concern has been raised by privacy by design researchers in the past.
Spiekermann and Cranor write:
Today, the privacy-by-policy approach has been embraced by many businesses
because it does not interfere with current business models that rely on extensive
use of personal information. In the absence of enforced legal restrictions on the
use of personal data, the privacy-by-policy approach relies on companies to
provide accessible privacy information and meaningful privacy choices so that
users can do business with the companies that meet their privacy expectations.
However, as Kang notes: “For numerous reasons, such as transaction costs,
individuals and information collectors do not generally negotiate and conclude
express privacy contracts before engaging in each and every cyberspace
transaction. Any proposed market-based solution which does not acknowledge
this economic reality is deficient.”71

Rubinstein and Good write:
[W]e suggest that the main challenge to effective privacy by design is not the
lack of design guidelines. Rather, it is that business concerns often compete
with and overshadow privacy concerns […] So what is happening here? We
believe that Google (like many of its peers) understands privacy requirements
in a flexible manner that nicely accommodates its own business interests. We
believe that the five privacy incidents we examined in Section III.A
demonstrate that Google’s corporate policy permits it to “balance” privacy
requirements against core business goal [sic] like increasing advertising
revenues. Furthermore, this balancing process is almost completely hidden
from outside observers. […] Because business and privacy demands often
conflict, companies would benefit from regulatory clarity. Without well-defined
guidelines about what it means to implement privacy by design, business
considerations will always prevail over privacy: internal privacy champions
will never have enough weight on their side to win the close calls. In contrast, if
regulators developed a reasonableness standard for designing privacy into
products and services, companies would both know what was expected of them
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Sarah Spiekermann & Lorrie Faith Cranor, “Engineering Privacy” (2009) 35:1 IEEE Transactions on
Software Engineering 67 at p. 79.
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and take design requirements more seriously in achieving an appropriate
balance.72

During the preparation of this report, PIAC consulted with various stakeholders on the
Privacy Box and on industry reception of such an initiative. While some, such as the
Office of the Privacy Commissioner of Canada (OPC), were not in a position to
comment on the initiative at the time, the Privacy Box was widely discussed by other
stakeholders.
Generally, privacy researchers supported the concept of a Privacy Box but were less
certain about whether it would be adopted by online services and vendors.
Ann Cavoukian, executive director of the Privacy and Big Data Institute at Ryerson
University, believed the Privacy Box would be a great idea but that it would also require
public education so that users would know where to find it and how to use it. Regarding
features of the box, Cavoukian said the box would need to be simple and direct, and that
purpose specification and limitations on data use would be critical. While Cavoukian
was not opposed to regulatory intervention to promote or require the Privacy Box, she
proposed first approaching the Privacy Box at the business level as a means of gaining
consumer trust and loyalty. The potential problem with a regulatory requirement is that
companies tend to treat it as a negative obligation and may want to implement the
minimum only, as opposed to seeing it as a positive for their business which could lead
them to gaining a competitive advantage.
Natasha Tusikov, assistant professor at York University, also supported the concept of a
Privacy Box and noted that any initiative that boiled down complex “legalese” privacy
documents would be a “step forward.” Tusikov also agreed the box should include
simple, plain language, and was particularly concerned about data sharing with third
parties. She believed in many cases consumers were not aware who these “third parties”
were and how user information was shared or used. Tusikov was concerned about the
degree of industry willingness to adopt the Privacy Box. She believed that companies
tend to like flexibility and although tech companies are advocates of some elements of
privacy by design, they are also extremely concerned about advertising revenue,
especially where they do not charge for a service. Tusikov favoured a stronger role for
government and regulators in privacy by design, citing concerns about giving the
industry too much control in the area. She noted governments already have robust
regulatory oversight over other issues deemed to be important, such as children and
alcohol. If they took the position therefore that children, for instance, should not be
72
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exposed to certain levels of advertising, they could impose greater regulatory
requirements.
The OCAD University Inclusive Design Research Centre is also undertaking a privacy
by design feasibility project which seeks to develop an interface which would allow
individual users to customize their own privacy preferences and agreements and apply
them to online products and services.73 The project focuses especially on protecting
vulnerable users, such as “persons with disabilities, persons who are aging and others
who face discrimination, stereotyping, marginalization or exclusion.” Michelle D’Souza
and Dana Ayotte suggested that the product or interface could be picked up by smaller
industry players first but should eventually be universally applicable. They sensed it
would be challenging to get initial vendor buy-in but hoped that the more knowledge
they could put in the hands of users, the more pressure users could put on vendors.
Ultimately, adoption of the Privacy Box or other privacy tools would likely come about
from a multi-pronged policy approach, including legal and regulatory rules, proof of
concept, and education.
Rubinstein writes:
The endorsement by privacy officials of PETs [Privacy Enhancing
Technologies] and privacy by design presents both exciting opportunities and
serious challenges. While firms could improve their data practices by adopting
appropriate PETs or building privacy into the design of new products and
services, they are unlikely to seize the initiative as long as the economic
incentives remain inadequate and the meaning of privacy by design or PET
remains inexact. In the face of weak consumer demand, a lack of relevant data
to engage in cost-benefit analyses, high opportunity costs for any voluntary
restrictions on collecting and analyzing valuable personal data, and reputational
sanctions that frequently are not compelling enough to drive new privacy
investments, regulatory incentives are required.74

Some of the industry stakeholders interviewed in the preparation of this report
emphasized the need for flexibility rather than a one-size-fits-all approach. They also
pointed out that online companies vary considerably by size, sophistication and business
model.
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Colin McKay, head of public policy and government relations at Google Canada, said
that a principles-based framework creates an environment where a company can
innovate with products and services, whereas a more prescriptive model – such as preselected privacy settings – would challenge innovation because users tend to be more
cautious. He believed it would also be more challenging for start-ups to overcome
“institutionally created parameters.” McKay was of the view that guidance or a code of
conduct of the types of permissions users expected could be helpful, but preset settings
could impact the long-term benefit of a new technology or platform. He also
emphasized that the majority of online services rely on advertising revenue, and that
targeted advertising has become both efficient and extremely valuable to advertisers.
McKay highlighted that ultimately Google wants to be “crystal clear” to its users about
how their information is collected and used, and give them options regarding that
collection and use. He noted that Google has worked very hard in the last year to make
its privacy settings accessible to its users.
Facebook referred PIAC to its comments in the OPC’s 2016 consultation on consent
under PIPEDA, in which it wrote:
Many of the issues and concerns may be managed through the use of enhanced
consent approaches, which focus on innovative and user-friendly ways to
present an organization’s information management practices, and provide users
with clear information regarding their choices with respect to the collection and
use of their data, as well as the ways in which those choices might be
expressed. […] We believe that a model for privacy protection that is flexible
and recognizes a range of approaches to consent that are appropriate to the
context in which data is used, continues to be the best approach for enabling
people to make choices about their information, and an appropriate basis for a
legislative framework.75

Jason McLinton, vice president, Grocery Division and Regulatory Affairs at the Retail
Council of Canada (RCC), pointed out that the RCC represents 45,000 storefronts
whose common theme is retail, and that each member would likely have a different
approach and ability concerning online privacy. He believed that whereas many retailers
have privacy policies in place, others may follow protocols to protect information
instead of having formal policies – representing a range of approaches within the RCC
umbrella. Regarding the notion of a Privacy Box, or a standardized approach to privacy,
McLinton believed the idea was interesting and that the level of interest would likely
75
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vary by member. RCC members have largely, for instance, been able to adapt to
Canada’s Anti-Spam Legislation, especially with guidelines and assistance from the
RCC and the Canadian Radio-television and Telecommunications Commission.

“On the box, maybe you could
actually indicate, ‘I have
children,’ so that means that you
have even more responsibility to
make sure that anything that you
are sending to that household is
really…” “Yes, a shared computer
option, maybe.”
“What about whether you give
them permission to collect and
share your data with third
parties?” “Yes. I think that is the
most important one because then
you actually don’t know who those
third parties [are]… if it’s the
website themselves, you’re like,
sure.”
“Like I was saying before, you
want to see what they don’t tell
you. So, obviously a whole bunch
of websites take your information
and give it wherever, but who and
what are they doing with it? I feel
like that is more informative.”
– PIAC Focus Group Participants

Different industry stakeholders appear to have
different approaches to online user privacy. Some
appear to support the flexibility to develop their
own “privacy by design” initiatives whereas others
might appreciate further guidance and a more
standardized approach. Generally, it seems that
larger, sophisticated online companies prefer to
focus on developing their own approaches to
privacy notification and control, whereas smaller
companies might benefit from an approved or
prescribed standard of privacy settings and
information.

4.4

Privacy Box features

This section explores the features of a Privacy Box
which would be most important to consumers and
stakeholders interviewed in this report.

4.4.1

What should the Privacy Box include?

Focus group participants and academic researchers
believed the Privacy Box could play a critical role
in providing certain privacy settings and key
pieces of privacy information to users. In
particular, focus groups and researchers seemed

most concerned about:
1. Prohibiting tracking of location information.
2. Prohibiting sharing of data with third parties, and the combination of data
through third parties.
3. Accessing information about how data collected is used, including the
identification of third parties.
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4. Accessing information on the pieces of data recently collected from an
individual (organized by company which collected the information).
Some participants also suggested providing a “shared computer” option or other tool
which could indicate the presence of child users on a computer or device.
Privacy Settings: Collection of sensitive information & third party sharing of
information
A number of focus group participants expected websites or applications they used to
track or collect data, including their browsing activity, from them. However, there were
two notable areas where consumers expressed a desire for greater control.
Focus group participants almost universally agreed some personal information, such as
health, employment, sexual orientation and religion was more sensitive and should not
be tracked or collected at all. Participants were also extremely concerned about location
tracking and did not want “anyone” to know their movements or travels.
A poll commissioned by PIAC in its 2015 report, Off the Grid, found that 82% of
Canadians thought it was very important they were asked for their permission before an
online application, retailer or telecommunications provider could start tracking their
location.76 Furthermore, 93% of Canadians thought companies that started tracking a
person’s location before getting their permission should be penalized or sanctioned in
some way.77
Therefore, PIAC recommends that the Privacy Box allow consumers to prohibit
collection of their location information. While the Privacy Box settings could focus on
location information specifically, it could also link to more detailed options which
would allow users to specifically allow or prohibit tracking of other categories of data.
The default, however, should be no collection of sensitive data such as location.
 The Privacy Box should allow consumers to prohibit tracking of their
location. It may also give consumers the opportunity to further tailor
specific types of information they do not want collected or tracked.
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The second area of consumer concern was sharing the data collected with third parties.
Focus group participants suspected their activities were tracked, but had very low
awareness and knowledge of how that data was used or with whom the data was shared.
Many participants expressed surprise and noticeable unease upon learning 90% of
popular websites shared user data with external parties—parties which were largely
unknown to consumers. Moreover, the vast majority of this data is received by a
handful of U.S. companies. Focus group participants were therefore of the view that the
Privacy Box had to focus especially on allowing consumers to prohibit sharing data
collected from them with third parties (in other words, parties outside of the original
website or application they had visited).
 The Privacy Box should allow consumers to prohibit sharing of data
collected with third parties.
Privacy Information: Third party sharing & individual profiles
The Privacy Box also presents an opportunity to share key pieces of privacy
information with consumers with links to
additional information.
Academic researchers in particular suggested the
Privacy Box could be used to more effectively
communicate how data was being used, and with
whom it was shared. Natasha Tusikov pointed out
very little is still known about the “third parties”
which are receiving user data, as well as where
data is processed or transferred. She was also of
the view that at times companies appear to be
intentionally vague about this information, yet it
is important for consumers to know.

"I think it would be really
amazing somehow if you could
somehow put some kind of… like
be cerebral or whatever and just
be able to see how much of your
information really is out there. If
you really had a sense of it, the
volume of what is really out
there…"
“I think it’s good to know,
especially if companies are
making money off of everyone’s
information. We should have the
option to see the information and
be warned of what is being
collected and what websites are
and aren’t collecting from you.”

The Privacy Box could address these concerns by
providing a clear summary of the names and
types of third parties which may receive
information (e.g. advertisers, government
agencies,
online
investigators,
insurance
– PIAC Focus Group Participants
companies, etc.) and where they are located, as
well as how collected data could be used (e.g.
targeted advertising, software development for
the internet of things, etc.). The box could also include links to webpages which could
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provide further information. Those webpages could contain additional information
specific to a company, website or third party (i.e. identifies specific third parties with
which a company such as Facebook shares information).
 The Privacy Box should provide summaries clearly identifying: (a)
the third parties with which user data is shared and where those
parties are located, and (b) specifically how user data is used.
Some focus group participants, in particular younger participants, also expressed
interest in learning about the exact data collected from them. This could include pieces
of information recently collected from them, all the data a company “had” on them, or
what their data profile looked like. Other participants preferred not to know or thought
it could be dangerous to be able to access the information collected from them. PIPEDA
currently allows individual users to request access to the information an organization
has collected from them and stored.78 However, this process is onerous and is limited to
individual organizations; any resulting report may not give a user the full picture of the
way in which various sets of data may be analyzed or combined to create a profile.
The ability to learn and be made aware of pieces of information recently collected from
a user may be helpful and informative. The Privacy Box should provide a way for users
to access data recently collected from them, by organization. In order to protect a user’s
confidentiality, an option could be provided to erase this log in a similar way that
cookies are erased upon closing a browser session. This would entail new
administrative and technical changes for organizations; however, user access to this data
could also greatly improve transparency and trust in online organizations.
 The Privacy Box should provide a way for users to access data
recently collected from them, by organization.

4.4.2

How should the Privacy Box look?

PIAC’s focus group participants were also given opportunities to describe how the
Privacy Box should appear to online users in order to be most helpful or useful. This
included asking participants to describe the box, asking them to draw how the ideal
Privacy Box would look, and soliciting feedback on existing examples of pop-up boxes
or other notice tools.
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Privacy Box should be obvious and easy to access, not hidden
There was nearly unanimous agreement among focus group participants that any
Privacy Box should be obvious and easy to access, not hidden or tucked away in the
corner of a webpage. Participants were asked to comment on three examples of
notification boxes (pictured below).
Figure 4-1. Samples of notification boxes

All participants who spoke preferred the Hudson’s Bay example of a notification box,
as opposed to a scroll bar or a box which was integrated into the content of the
webpage. Some complained that the font of the other two examples from Ofcom and the
Information and Privacy Commissioner of Ontario was too small, and barely noticeable
in the case of the Ofcom webpages. They thought it was important that the Privacy Box
should be obvious and require some action before permitting users to continue to access
a webpage or application.
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“It shouldn’t be a free-for-all
because they’ll do anything and
design it. The box will be to the
right or to the left.”
“I think it has to be a pop-up,
otherwise it’s just going to be
some box down at the bottom,
already pre-clicked ‘yes’ unless
you change it, and you will never
know.”
"Moi ce serait plutôt un ‘basic’, ce
serait deux boîtes, mais il faudrait
activer, il faudrait cliquer sur une
des deux boîtes avant de pouvoir
procéder sur le site, alors ce
serait un peu le panneau de stop
puis… Avec un bonhomme si tu es
pas d’accord si tu veux pas le
partage ou oui partage
l’information et le go…"
"J’avais au beau milieu de
l’écran, une boîte carrée — peu
importe la forme — qui soit rouge
et qui clignote."
"The other thing that you have to
look at is it has to be a responsive
design, for sure, that people can
use it on mobile. The thing is,
people don’t want to take the extra
step. This is a very instantaneous
society. That’s what I find,
especially the younger generation.
It’s like, oh, my god. So, if they
have to actually take time every
single time they click on a website
to complete a privacy box…”
– PIAC Focus Group Participants

Interestingly, many participants compared the
pop-up Privacy Box to notifications warning
users about viruses and urging consumers to
update their anti-virus software. They therefore
appeared to assign a high level of importance
to the idea of a Privacy Box.
When participants were asked to draw their
ideal Privacy Box, characteristics of the
resulting drawings were:
 Pop-up boxes which stood out from the
rest of the webpage, at least the first time the
Privacy Box appears;
 Bold colours, such as red;
 Clear icons, such as stop signs;
 Block letters and large fonts;
Participants did add that the Privacy Box
should be convenient and user-friendly, which
will be discussed later in this section. While
the Privacy Box could be a pop-up box the first
time a user opened a browser or bought a
smartphone, for instance, subsequently it
should be accessed via an icon as part of the
web address bar or through another accessible
tool.
Privacy Box should be easy to use and
remember privacy preferences
Focus group participants and academic
researchers agreed the Privacy Box had to be
simple, straightforward, drafted in “plain
language,” and easy to use. Participants said
consumers value convenience and could be
irritated if a Privacy Box were constantly
popping up while they were browsing the
internet. The familiarity would also detract
from the importance of the box. Focus group
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participants recommended clear wording and preferences without too many options,
with links and opportunities to find more information or further tailor privacy
preferences in another location. They also suggested Privacy Box settings should be
remembered for future activities and should automatically apply to the websites and
applications users accessed. In sum, feedback received from focus group participants
included:





A small number of options or settings;
Plain, simple language;
Memory of customized preferences for future use and activities. There should,
however, be the ability to revisit or modify the settings; and
Access to additional information or settings.

"Tu sais comment il y a beaucoup de sites Internet qui ont des virus et qui sont super dangereux
et notre McAfee… disons que par imprudence il y a un lien puis là ça va déjà créer une page et
là ça va dire ‘oops are you sure you want to go here?’ À cause qu’il y a des ‘possible threats’,
c’est sûr et c’est rouge; oui je veux quitter la page, mais sors moi d’ici. Tu vas arriver sur
quelque chose de même puis si tu embarques ici toute l’information ici va être partagée, est-ce
que tu acceptes, oui ou non."
"It would have to be standardized so you always know where to look, as opposed to trying to find
it on any specific website. It’s always in a different place."
“Just something that comes up right away on your screen that you can’t miss, like updating your
virus software, those things, and then some kind of icon.”
“So, I like the concept of simplicity. So, here is your monitor. Here is your screen. Right next to
the start menu, which everybody cannot miss, is a little lock. You hit the lock and you get a popup.”
“I had two buttons that you could click on. Yes, for remember my profile. I guess, looking at it
from a positive perspective, you’d want to be remembered for what things you were looking at…
Underneath there would be a smaller button that would be more info about what information is
being collected and that kind of thing, and maybe the cookie policy and that. Then you could also
click, no, I’m only browsing. Then they’ll be another button at the bottom that says, privacy
policy, what our commitment is in terms of not tracking you if you click this button.”
“Plain language.” “With check boxes.” “And don’t put it in super script and font nine. Make it
clear. Make it easy. Make it simple.”
– PIAC Focus Group Participants
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In sum, focus group participants preferred a Privacy Box which was visible,
straightforward, easy to understand, and with a limited number of options. The box
could also, however, give users the opportunity to find additional privacy tools and
information. While some participants would like to have greater control over whether
organizations collected their information at all, most were more concerned about
sharing user data with third parties. They were also concerned about collection of
information that was more sensitive and wanted the ability to prohibit collection of this
data at all. Many were also interested in viewing the specific pieces of data recently
collected from them by organizations. Examples of possible Privacy Box designs are
provided below.

Figure 4-2. Privacy Box sample designs
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4.5

Is there a privacy “trade-off”?

PIAC’s research also raised some controversial and widely discussed issues. The most
common debate related to the offering of a “free” service in exchange for user data and
targeted advertising. One argument is that consumers should be receptive of advertising
and the collection of information because they are accessing and using a service at no
additional cost.
Colin McKay, head of public policy and government relations at Google Canada, for
instance, noted that the majority of online services rely on advertising revenue, and are
unable to generate subscription or other revenue streams to support their services.
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Another argument that has been raised is that stringent privacy protections could stifle
online innovation by prescribing business models, a decision which should ultimately
be left to market players.
Many focus group participants agreed that consumers like “free stuff” and would be
reluctant to pay for an online service or give it up in order to protect their personal
privacy. Some also recognized that preventing an online company from tracking users
or collecting user data could create a negative impact on consumers or result in them
not being able to benefit as much from a “free” service. However, many still believed
users should still be offered a different option or choice. Participants were broadly of
the view that there should be limits to online tracking and that companies should not be
free to indiscriminately track all a user’s online activities—users should be able to
prohibit tracking of certain activities they considered “private”.
The offering of a free service in exchange for user data and targeted advertising is
commonly described as a dichotomous scenario—in other words, an “all or nothing” set
of circumstances. However, privacy interests and privacy policy must consider greater
detail and nuance in order to align themselves with the ways consumers view privacy.
Privacy research and studies show that privacy is contextual and that individuals
naturally adopt different behaviours and activities depending on their situations or
interactions. The internet, although perhaps significantly changing the scope and
permanence of individual actions and activities, does not necessarily change individual
privacy values or expectations. Many focus group participants were particularly
disappointed that many online companies did not allow users to access or use a service
at all without agreeing to their privacy policies and practices. This effectively forced
consumers to “choose” between privacy and access to a service.
Throughout PIAC’s research in the preparation of this report, the issue of online display
advertising was distinguished from the issue of tracking and sharing individual user
data. Generally, focus group participants understood advertising was a means through
which online companies derived revenue. However, what concerned them most was not
the advertising itself but the blanket collection and sharing of their information – both
voluntarily and involuntarily provided. That an online service a user contacted or visited
collected some information from them was expected, although focus group consumers
also thought the extent of that collection ought to be limited. However, focus groups
were most concerned about the disclosure of that information to other companies and
parties unrelated to the original company. They did not object to advertising in itself so
much as to the collection and use of their information for multiple purposes, including
advertising. Anonymization of user data appeared to relieve some consumer concerns,
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but many still opposed outright the collection and sharing of some types of information
entirely.
PIAC also asked focus group consumers and stakeholders whether online companies
should be required to provide paid subscription options which would allow users to
access and use a website or application without having any of their online information
or activities tracked. This type of option was for the most part rejected for several
reasons. While some focus group participants recognized the benefit of giving
consumers the option, many agreed consumers would by and large opt for the free
service. Some also had doubts about the extent to which an online company would
honour the agreement. Some industry
stakeholders were concerned about imposing
“J’aimerais que les gens, les sites
business models on organizations. Natasha
soient plus transparents, pour ne
Tusikov, assistant professor at York University,
pas dire plus honnêtes, à savoir si
also pointed out that this type of option could
ils partagent ou non l’information.
create an environment where privacy is treated
Les sites que je fréquente, j’y vais
avec connaissance de cause, ça va
as a luxury good only available to those who
être partagé, c’est un acquis, mais
could afford it.
j’aimerais ça pouvoir restreindre
jusqu’à un certain point oui.
Comme il disait, c’est pas parce
que j’ai quelque chose à cacher,
c’est juste j’aime pas toujours
l’idée qu’il y a quelqu’un pardessus mon épaule."

In sum, online services may rely heavily on
advertising revenue. However, the extent to
which these companies require the collection,
use and disclosure of user data is a separate
issue and an area where greater user choice and
control is needed. Focus groups and some
– PIAC Focus Group Participant
stakeholders appear to favour the approach of
giving consumers the option of withdrawing
consent for the collection and sharing of
information, rather than pursuing other options which would discriminate between
“have” and “have-not” consumers.
Privacy should not be viewed as a “trade-off” or chip to be bartered in exchange for
goods or services. Rather, privacy is in many ways viewed as a right; there are privacy
laws and organizations should not be permitted to contract out of them. While
consumers may be willing to accept tracking of some of their online activities and
information, they do not, as described by one focus group participant, give companies a
“carte blanche” to track and share all their information. Privacy should not be viewed as
an “all or nothing” scenario but should instead accommodate higher privacy
expectations in certain contexts and lower expectations in others. Furthermore, the
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default settings of online services should be privacy-oriented first, rather than
permission for the broad tracking and sharing of all information.
Google, Facebook and some other large sophisticated companies have attempted to
enhance their privacy tools in order to give users greater control and choice over their
personal information. However, consumers visit a array of websites and applications
with a range of privacy practices, and are not able to manage the sheer volume of
individual privacy statements and settings alone. A standardized “Privacy Box” of
privacy settings and information could be beneficial in promoting user choice and
awareness of privacy options.
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V.

Summary and Recommendations

5.1

There is room for the Privacy Box and more privacy by design initiatives

PIAC’s research for this report showed that Canadians still see value in privacy—that
is, privacy for privacy’s own sake. They make
conscious decisions in their day-to-day lives about
“When I approach surfing the web
whether or not to share information about
and that, I assume that everything
themselves.
is being tracked and everything is
being stored. So, I already
understand that. This [Privacy
Box], I would like to have
because, again, I would like to
know exactly what specifically is
being tracked from my habits or
whatever on my computer, and
have options of giving permission
of what can be accessed… that, I
feel, is a lot more important. But
again, the whole privacy thing is
just more like, I think there is a lot
more that I don’t understand
about it as well.”

Privacy continues to hold value no matter the
technology or platform. However, the internet is
changing the way Canadian consumers view
privacy. Canadians do not necessarily value privacy
less but feel they have less control over the
protection of their personal information. The Office
of the Privacy Commissioner of Canada’s (OPC)
2016 survey of Canadians shows 74% of Canadians
now feel they have less protection of their personal
information in their daily lives than they did ten
years go.79 PIAC’s focus groups also revealed a
substantial amount of skepticism and distrust of
– PIAC Focus Group Participant
online companies in relation to how those
companies track and use consumer data. Even
where privacy rules exist, many consumers suspect
companies would “find a way around them”, and
did not believe companies had users’ best interests at heart.

Nonetheless, 90% of Canadians are concerned or somewhat concerned that their
personal information will be used by companies to make decisions about them, and 87%
are concerned that their information will be used by marketing companies to analyze
their likes and dislikes.80 The vast majority (86%) still believe websites should ask for
their consent before using information about their internet browsing activities for
targeted online advertising.

79

Office of the Privacy Commissioner of Canada, 2016 Survey of Canadians on Privacy: Final Report
(2016), online: Priv.gc.ca < https://www.priv.gc.ca/en/opc-actions-and-decisions/research/exploreprivacy-research/2016/por_2016_12>, Figure 4.
80
Ibid., Figures 6 and 7.
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Figure 5-1. Canadian views on targeted online advertising

Source: Office of the Privacy Commissioner of Canada, 2016

Many companies, except for larger more
sophisticated social networks, tend to rely on
“I appreciate that fact that there
privacy policies or privacy statements to inform
is a privacy commissioner that
online users and obtain consent to data collection,
cares about individual rights and
use and disclosure practices. However, a growing
privacy concerns and all of that,
but the internet has been around
body of research shows privacy policies have been
now for 22, 23, 24 years. Now
largely ineffective for consumers for a variety of
you’re worried about our privacy?
reasons, including difficulty locating them, the
Really? Actually? Now? […] Be
length and volume of the information, and vague
real now. If you wanted to
wording which produces multiple interpretations.
implement laws and all of this,
twenty years ago might have been
Some online services provide more granular and
a good time.”
sophisticated privacy settings. While consumers
may make an effort to personalize privacy
– PIAC Focus Group Participant
settings, such as on Facebook, many focus group
participants said they had trouble keeping up with
the sheer number of websites they visited or
applications they used. For those who attempted to use “private browsing” modes or
other universal privacy tools, they found that these tools would often impair the
functionality of the websites they visited.
Is it too late? Some focus groups participants believed that it was “too late” to reign in
the collection of user data and introduce online privacy safeguards. In their view, the
unauthorized collection and use of personal information has already become a
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widespread practice and key source of revenue which online companies would resist
giving up. However, participants also said that if there were a new privacy initiative,
particularly one that would give consumers user-friendly choice and information, they
would support it. Some participants said any effort to regulate privacy would be better
than making no effort at all.
It appears, therefore, that there is a lot of room for privacy by design initiatives,
particularly those which focus on consumer values, experience and control. Focus group
participants and academic stakeholders were widely receptive of a Privacy Box which
would simplify the initial information and tools made available to online users. While
the Privacy Box would not be the “be-all and end-all” solution to user privacy
protection, many focus group participants thought it would be a helpful starting point
and educational tool at a time when there is little accessible information about how user
data is tracked, used and shared. PIAC recommends that policy makers actively support
privacy by design initiatives, particularly those undertaken by non-profit organizations
and academic researchers, through public funding, clear objectives, and concrete
privacy by design guidelines or standards (such as a reasonableness standard).
PIAC’s research supports the development and implementation of a standard Privacy
Box that:
 Allows consumers to prohibit tracking of their location. The box may
also give consumers the opportunity to further tailor specific types of
information they do not want collected or tracked.
 Allows consumers to prohibit sharing of data collected with third
parties.
 Provides summaries clearly identifying: (a) the third parties with
which user data is shared and where those parties are located, and (b)
specifically how user data is used.
 Provides a way for users to access data recently collected from them,
by organization.
Focus groups also clearly expressed the Privacy Box should be obviously located,
straightforward, and easy to use and understand – and include “coarse-grained controls”
(top-level “stop” mechanisms) as recommended by Lederer et al.81 While focus group
participants admitted they valued convenience, many thought it was important for the
Privacy Box to be a clear pop-up box alert which would remember user privacy
81

Scott Lederer et al., Personal Privacy through Understanding and Action: Five Pitfalls for Designers
(2004), online: Berkeley <https://www2.eecs.berkeley.edu/bears/2004/STARS/lederer-personal.pdf>.
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preferences and give them the possibility to access and modify Privacy Box options.
Consumers also thought it would be beneficial and practical to have a Privacy Box
which could operate across various devices and platforms.

5.2

Final recommendations

The primary objective of this report was to contribute to the privacy by design discourse
by examining it from the consumer perspective. PIAC hopes the findings of its Privacy
Box research will be useful to all stakeholders, including companies, policy makers and
researchers. These findings were derived from a large body of research, including
secondary literature, OPC reports and surveys, and comments from individual
consumers through PIAC’s focus groups. These findings should be taken into account
by all stakeholders, as the range and volume of online activities, and the value of big
data, will only grow substantially in the future. In this context, protecting the privacy
rights of individuals is vital. Organizations must continue to learn how to create privacy
tools and practices which meet consumer needs and expectations. Where this is not
achieved by the market alone, regulatory intervention may be needed.
PIAC strongly recommends that its findings – including the development of the Privacy
Box – be considered and adopted by all companies and private organizations with an
online presence. Where consumer privacy concerns are not addressed by market
options, a mandatory “Privacy Box” which would apply to all online services and
applications offered to Canadians may be in the future of privacy law and policy. In
PIAC’s view, public policy makers have an essential role in protecting the privacy of
individual Canadians.
Privacy by design is and will become increasingly significant in order to protect the
privacy of Canadians and ensure they have true choice, control, and can provide
meaningful consent to the collection, use and disclosure of their information. As
innovation continues to be a central policy goal of the current federal government, the
Government of Canada should provide greater support for privacy by design. The
government should provide more public funding for privacy by design research and
initiatives, particularly those undertaken by non-profit organizations and academic
researchers. It should also incorporate privacy by design requirements into federal law,
notably the Personal Information Protection and Electronic Documents Act82

82

S.C. 2000, c. 5.
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(PIPEDA). The European Union’s (EU) General Data Protection Regulation83
(GDPR), for instance, now includes privacy by design requirements. These EU
requirements, which are sufficiently broad and widely applicable, would be equally
appropriate in the Canadian context and should be incorporated into PIPEDA.
Furthermore, federal policy makers and the OPC should place a greater emphasis on
privacy by design by publishing research reports and papers and providing clearer
guidelines and examples, such as creating a standard. Notably, PIAC recommends that
the OPC issue guidelines with respect to the implementation of a Privacy Box by
private organizations. A privacy by design certification process overseen by the OPC
could also be helpful.
Finally, this research also highlights key challenges in current processes for requesting
consent and providing useful information on privacy practices. In this sense, while
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Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC, art 25 (emphasis added):
Article 25
Data protection by design and by default
1. Taking into account the state of the art, the cost of implementation and the nature,
scope, context and purposes of processing as well as the risks of varying likelihood and
severity for rights and freedoms of natural persons posed by the processing, the
controller shall, both at the time of the determination of the means for processing and at
the time of the processing itself, implement appropriate technical and organisational
measures, such as pseudonymisation, which are designed to implement data-protection
principles, such as data minimisation, in an effective manner and to integrate the
necessary safeguards into the processing in order to meet the requirements of this
Regulation and protect the rights of data subjects.
2. The controller shall implement appropriate technical and organisational measures
for ensuring that, by default, only personal data which are necessary for each specific
purpose of the processing are processed. That obligation applies to the amount of
personal data collected, the extent of their processing, the period of their storage and
their accessibility. In particular, such measures shall ensure that by default personal
data are not made accessible without the individual's intervention to an indefinite
number of natural persons.
3. An approved certification mechanism pursuant to Article 42 may be used as an
element to demonstrate compliance with the requirements set out in paragraphs 1 and 2
of this Article.
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PIPEDA now includes a definition of “valid consent”,84 the usefulness of implied
consent should be revisited. Many focus group participants believed companies were
tracking their online activities and information without their knowledge or consent,
whereas online services would likely claim they had already obtained implied consent.
Furthermore, many focus group consumers felt they had no choice but to agree to
privacy policies in order to access a service, but did not fully read or comprehend the
content of those privacy policies. Federal law makers should consider prohibiting
bundling of privacy terms with the general terms and conditions a user must agree to in
order to access or use an online service. PIAC notes the GDPR now prohibits this. 85
The usefulness and relevance of privacy policies as means of providing privacy
information to online users should also be re-examined. While the OPC provides
guidelines on accessible privacy policies,86 the findings of this report question the
effectiveness of these policies and privacy statements in providing useful and helpful
privacy information to consumers. It may be time to focus less on privacy notices and
more on privacy by design centred on user choice, control and experience.
In sum, privacy by design has an important and relevant future and should be publicly
supported and reinforced by policy makers. This report represents one of the first
research forays into privacy by design from the perspective of Canadian consumers.
However, further and greater privacy by design consumer research is needed to build on
the results made here.

84

Personal Information Protection and Electronic Documents Act, S.C. 2000, c. 5, s. 6.1.
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC. See, for instance recital 43:
85

Consent is presumed not to be freely given if it does not allow separate consent to be
given to different personal data processing operations despite it being appropriate in the
individual case, or if the performance of a contract, including the provision of a service,
is dependent on the consent despite such consent not being necessary for such
performance.
See also article 7(4):
When assessing whether consent is freely given, utmost account shall be taken of
whether, inter alia, the performance of a contract, including the provision of a service,
is conditional on consent to the processing of personal data that is not necessary for the
performance of that contract.
86

See: Office of the Privacy Commissioner of Canada, “Privacy policies,” online: Priv.gc.ca
<https://www.priv.gc.ca/en/privacy-topics/privacy-policies/> (accessed 6 March 2017).
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PIAC Recommendations
Recommendation 1
The “Privacy Box” developed in this report should be taken into account by all
companies and private organizations with an online presence, ideally
coordinated by an industry-level association (such as Advertising Standards
Canada or the Network Advertising Initiative).
Recommendation 2
The Office of the Privacy Commissioner of Canada should issue guidelines on
the adoption and implementation of a “Privacy Box” by online services and
applications, with a particular focus on private organizations. It should also
place a greater emphasis on privacy by design generally, including: (a)
publishing research reports and papers; and (b) issuing clear guidelines and
examples or creating a privacy by design standard.
Recommendation 3
Privacy by design requirements should be incorporated into the federal Personal
Information Protection and Electronic Documents Act (PIPEDA).
Recommendation 4
The Government of Canada should set aside public funding for privacy by
design research and initiatives, particularly those undertaken by non-profit
organizations and academic researchers.
Recommendation 5
Federal law and policy makers should consider removing permission to obtain
implied consent for the collection, use and disclosure of personal information
under PIPEDA. Prohibiting bundling of privacy terms with the general terms
and conditions to which a user must agree in order to access or use an online
service should also be considered.
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Recommendation 6
The Office of the Privacy Commissioner of Canada should re-examine the
effectiveness and relevance of privacy policies as means of providing key pieces
of privacy information to individuals.

The Public Interest Advocacy Centre has received funding from Innovation, Science
and Economic Development Canada's Contributions Program for Non-profit Consumer
and Voluntary Organizations.
The views expressed in this report are not necessarily those of Innovation, Science and
Economic Development Canada or of the Government of Canada.
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