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1. INTRODUCTION
Just as human fingerprints can uniquely identify a single person and link that
person with ‘anonymous’ information – a print left at a crime scene – so too do
data subjects generate ‘data fingerprints’ – combinations of values of data
1
shared by nobody else in their table.

The extraordinary rise of social networking and other forms of online activity has brought the
issue of online privacy to the forefront of contemporary public debate surrounding consumer
protection. More specifically the practice of “data mining” has received much media attention, as
consumers’ personal information is being bought and sold at an unprecedented rate. Private
sector companies often aggregate personal information about their customers for internal
purposes and analysis. Some companies may sell their aggregated data for profit. Other
companies’ business models are founded on combining various sets of aggregated data with
sets of publicly available information in order to produce valuable data sets that can help
companies make accurate assumptions about their target customers or engage in “data mining”
practices.
When data is aggregated, personal information may be de-identified or anonymized such that it
no longer fits within the definition of “personal information” under PIPEDA. But several
researchers have recently shown that de-identified data is often not very anonymous and pieces
of data can easily be re-identified or “reattached” to information about an identifiable person.
This practice of re-identification is problematic because oftentimes consumers do not realize
that the commercial bartering of their personal information is a burgeoning and profitable
industry. While some consumers may be aware that information they provide to a website may
be used for marketing purposes, few are aware that targeted online advertising systems and
real-time bidding exist and even fewer consumers understand highly sophisticated data mining
technologies that compile data provided by a consumer with data obtained from outside
sources. Pieces of consumer information that have been rendered ‘non-personal’ and that may
at first glance appear to be insignificant, when combined with other pieces of information can
be used to create a very unique and arguably a very personal profile about an individual.
This study examines the current issues surrounding the industry practice of ‘anonymizing’ or deidentifying personal data and analyzes the privacy risks and functional harms associated with
de-identification and re-identification practices. This study identifies gaps in privacy legislation
and provides recommendations to bridge these gaps to better protect consumer privacy. More
specifically, sections 3 and 4 provide a working definition of de-identification and examine the
consumer interest in this practice. Section 5 offers a brief overview of various de-identification
techniques that currently exist. Section 6 examines organizational privacy policies and practices
with respect to the anonymization of consumers’ personal information (“de-identification”) and
1

BBN Technology, “Anonymization & Deidentification”, online:
http://www.bbn.com/technology/hci/security/anon, cited in Paul Ohm, “Broken Promises of Privacy:
Responding to the Surprising Failure of Anonymization” (2010) 57 UCLA L.R. 1701 [Ohm, “Broken
Promises”] at p. 21.
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the aggregation of non-personal information, focusing on current industry practices and
projected trends for these practices. Section 7 and 8 address the issue of re-identification and
explain the perspectives of leading privacy scholars with regards to this practice. Section 9
discusses the possible harms associated with de-identification and re-identification. Section 10
reviews Canadian privacy legislation within the context of de-identification and section 11
examines international legislative approaches to de-identification and anonymization.

2. METHODOLOGY
A four-prong approach was taken to better understand industry practices with respect to deidentification. First, PIAC reviewed private sector privacy policies from an assortment of private
sector organizations in a range of industries, including search engines, marketing companies,
social networking websites, internet service providers, banks and insurance companies. This
review sought to determine what personal information is collected and how the information is
retained. Particular attention was given to whether an organization’s privacy policy explained its
practices with respect to de-identifying personal information, aggregating personal information
and the subsequent uses of de-identified or aggregated personal information.
Second, PIAC sought broader consultation with industry stakeholders to better understand how
personal information is de-identified and aggregated and how this information is used.
Explanations about a company’s practices for de-identifying personal information and
aggregating non-personal information are not required disclosure in a privacy policy. PIAC
approached a wide range of companies and industry associations for their input.
PIAC also engaged academics and researchers who are experts in the area of personal
information de-identification to gain an understanding of the technology and algorithms that are
used to de-identify personal information. As well, PIAC discussed the parameters that need to
be in place to limit the risk of re-identification and how an organization might evaluate this risk.
Finally, a broad literature review was conducted to examine the harms that can flow from the
use of aggregated non-personal information and re-identification of consumers from deidentified personal information. The literature review examined the likelihood and extent of
functional discrimination against groups of individuals due to social sorting based on aggregate
data.

3. DE-IDENTIFICATION DEFINED
“De-identification” is one method for protecting privacy while permitting other uses of the deidentified information. “De-identification” processes involve the removal of identifiers from
personal information used or disclosed for purposes unrelated to the purpose for which the
information was originally obtained. 2 Computer scientist Latanya Sweeney has defined “de2

Robert Gellman, “The Deidentification Dilemma: A Legislative and Contractual Proposal” (2011) XXI(1)
Fordham Intellectual Property Media & Entertainment L.J. 33-61 [Gellman, “Deidentification Dilemma”].
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identified data” as “all explicit identifiers, such as [social security number], name, address, and
telephone number, are removed, generalized, or replaced with a made-up alternative.” 3
Sweeney importantly notes, however, that de-identifying data does not guarantee anonymity.
“De-identification” is often discussed in the context of personal health information, particularly
for secondary health research purposes. In the United States, de-identification is discussed in
sectoral legislation, specifically in the Health Insurance Portability and Accountability Act
(HIPAA) Privacy Rule. 4 Data is considered de-identified under the Privacy Rule when a number
of specified data elements are removed. De-identified data is not regulated by HIPAA and can
be shared without restriction.
The Canadian Personal Information Protection and Electronic Documents Act (PIPEDA) states
in Schedule 1 that personal information that is no longer required to fulfill an identified purpose
should be “destroyed, erased, or made anonymous.” 5
Arguably, there is an important distinction between the terms “anonymization” and “deidentification.” The distinction is subtle but crucial, as “anonymization” implies that reidentification is virtually impossible. Anonymization means that once the data is stripped of
personally identifying elements, those elements can never be re-associated with the data or the
individual. 6
However, de-identification does not always make re-identification of individuals impossible. In
fact, several academics have noted that de-identifying data provides no guarantee of anonymity.
Sweeney states that the term “anonymous” implies that the data cannot be manipulated or
linked to identify an individual: “[e]ven when information shared with secondary parties is
deidentified, it is often far from anonymous.” 7 She notes three major difficulties in providing
anonymous data. The first problem is that “anonymity is in the eye of the beholder”: the
knowledge a viewer of the data may hold or bring to bear on the data is usually not known
beforehand by the person releasing the data, and such knowledge may be useful in identifying
individuals. The second problem is that when producing anonymous data, unique and unusual
information appearing within the data can be used to discredit the anonymity of the released
data, even when these instances are not unique in the general population: “[u]nusual cases are
often also unusual in other sources of data, making them easier to identify.” 8 The third problem
deals with measuring the degree of anonymity in released data when producing anonymous
data for practical use. Generally, the larger the bin size (or number of records), the more
anonymous the data because as the bin size increases, the number of people to whom a record
See also Electronic Privacy Information Centre website, “Re-identification,”
http://epic.org/privacy/reidentification/.
3
Latanya Sweeney, “Weaving Technology and Policy Together to Maintain Confidentiality” (1997) 25 J.
Law, Medicine & Ethics 98-110 [Sweeney, “Weaving Technology”] at p. 100.
4
45 C.F.R. §§ 164.502(d)(2), 164.514(a) and (b).
5
S.C. 2000, c. 5, Schedule 1, Principle 4.5.3.
6
Valerie Vogel, “Guidelines for Data De-Identification or Anonymization” (July 2010), online:
https://wiki.internet2.edu/confluence/display/itsg2/Guidelines+for+Data+DeIdentification+or+Anonymization.
7
Sweeney, “Weaving Technology” at p. 100.
8
Sweeney, “Weaving Technology” at p. 101.
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may refer often increases, thereby masking the identity of the actual person. However, Sweeney
notes that determining the optimal bin size to ensure anonymity is “tricky” as it depends on the
frequencies of characteristics found within the data as well as within other sources for reidentification. As well, the motivation and effort required to re-identify released data in cases
where virtually all possible candidates can be identified must be considered, especially where
there may be monetary incentive for a private organization to do so. It can be argued that deidentification provides the most value to business because the data is not anonymous.
Companies can then capitalize on the value of de-identified data to provide services to their
clients in order to maximize a return on their investment. 9
However, the terms “anonymization” and “de-identification” are often used interchangably and
the subtle distinction is not always fully appreciated. For example, the International Association
of Privacy Professionals defines “anonymization” as “the act of removing personal identifiers
from data; converting personally identifiable information to aggregate data” but does not specify
whether “anonymization” in this definition means that the data cannot be re-associated with the
individual. The International Association of Privacy Professionals does not offer a definition for
“de-identification” in their glossary. 10
De-identified data often contains other data that in combination can be linked to publicly
available information to re-identify individuals. 11 Re-identification is the linkage of de-identified
personal information with an overt identifier which belongs or is assigned to a living or dead
individual. 12 Some academics refer to re-identification as “de-anonymization”. 13
De-identified or anonymized data are often aggregated into databases for secondary use. In the
health context, some secondary uses of de-identified and aggregated data include clinical
program management, health system management, monitoring the health of the public, and
research, all of which could lead to improved patient care and health outcomes. 14
For the purposes of this paper, we will use the term “de-identification” to discuss data that has
been disassociated with the individual. Note that throughout the paper, references may be made
to sources that use the term “anonymized” or “anonymous” data instead of “de-identified” data.

9

Carnegie Mellon University, “The Value of De-Identified Personal Data: Transcript” (2007), online:
www.cert.org/podcast/transcripts/19ganow.pdf quoting Scott Ganow, Corporate Privacy and Ethics Officer
at Verispan LLC.
10
International Association of Privacy Professionals, “Glossary of Terms,” online:
https://www.privacyassociation.org/images/uploads/CIPP_Glossary_0410_handout.pdf.
11
See Sweeney, “Weaving Technology.”
12
Electronic Privacy Information Centre website, “Re-identification,”
http://epic.org/privacy/reidentification/.
13
See Arvind Narayanan, “Link prediction by de-anonymization: how we won the Kaggle Social Network
Challenge”, 33bits of Entropy: The End of Anonymous Data and what to do about it blog (9 March 2011).
14
Health System Use Technical Advisory Committee, Data De-Identification Working Group, “’Best
Practices’ Guidelines for Managing the Disclosure of De-Identified Health Information” (October 2010),
online: http://www.ehealthinformation.ca/documents/de-idguidelines.pdf. [Data De-Identification Working
Group “Best Practices”] at p. 4.
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4. THE CONSUMER INTEREST IN DE-IDENTIFICATION
De-identification of consumers’ personal information is one way that industry can safeguard the
privacy of consumers while retaining useful information for marketers, data mining companies
and analysts. However, computer scientists and statisticians have revealed that “anonymized”
or “de-identified” data can be easily re-identified, such that sensitive information may be linked
back to the individual. The re-identification process is troubling for consumer privacy, as industry
organizations may claim that privacy obligations do not apply to information that has been deidentified, even though the de-identified data could be subsequently re-identified.

4.1. The data brokerage industry
Data brokers are commercial organizations that collect information about individuals from
multiple sources, publicly available and non-public, for compilation into a database in order to
sell the information or provide access to the information to third parties. Data brokers are also
known as information brokers, information resellers, and information solutions providers.
The Canadian Internet Policy and Public Interest Clinic (CIPPIC) published a detailed report in
2006 on the Canadian data brokerage industry. 15 The report provides an excellent overview of
the trade of Canadian consumers’ personal information within Canada and in North America.
CIPPIC’s report maps key industry players and traces how data flows between these players as
well as various uses of consumer data.
CIPPIC found that much of the consumer data traded commercially is aggregated and is not
particular to individuals. Consumer data often takes the form of profiles of geographic groups of
individuals, which can be groups as small as 15 individuals or based on postal codes. However,
this may be problematic as geographically defined “group data” may be linked to individuals on
the basis of their address.
The report found that a number of data brokers take the position that PIPEDA does not apply to
them because many of these companies only deal with aggregated geo-demographic or other
non-personal data do not collect, use or disclose “personal information.” 16
CIPPIC raised a question for further research, asking whether PIPEDA provides sufficient
protection to individuals in respect of the sale of aggregated, non-personal information.
CIPPIC’s research showed that “anonymous” data is in fact not very anonymous, given the size
and geographically defined nature of the population groups in question, and the relative ease
with which it can be linked to individuals. 17

15

Canadian Internet Policy Public Interest Clinic, “On the Data Trail: How detailed information about you
gets into the hands of organizations with whom you have no relationship” (April 2006) [CIPPIC Data
Broker report].
16
CIPPIC Data Broker report at p. 40.
17
CIPPIC Data Broker report at p. 48.
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4.2. Consumer tracking online
Consumer tracking online is prevalent and ubiquitous. One example is the cookie, which is a
snippet of data that websites deposit on visitors’ computers so that the returning visitors can be
recognized. 18 Industry often note the fact that cookies are anonymous, meaning that they can
reveal things about the user’s browsing habits so that targeted advertisements can be served
based on the other sites the user has visited, but the cookie cannot identify the individual by
name, though it assigns a unique identifier to the individual.
While the cookie alone may not be able to identify the individual, the cookie in combination with
other information may be capable of identifying the individual, thus raising privacy concerns. In
2009, computer scientists showed that Facebook had a leak and was sending information about
its users to the same advertisers that track browsing using cookies. It is not known what, if
anything, the advertisers did with the information. However, the potential was clear: the
Facebook data could have been used to de-anonymize the browsing histories associated with
the cookies. Facebook only took action in 2010 after the problem was given prominent coverage
in the Wall Street Journal. 19
The Office of the Privacy Commissioner of Canada recently examined the privacy issues and
challenges of online tracking, profiling and targeting and published the results of its consultation
in a report. 20 The United States Federal Trade Commission recently scrutinized the privacy
practices of online tracking, calling for increased transparency and tools to better enable
consumer control and opt-out. 21

4.3. The health industry
Medical information is generally accepted to be sensitive information and thus higher standards
for privacy protection usually attach to an individual’s personal health information. 22 Health
information technologies offers substantial benefits to individuals and can be leveraged to
improve health care quality and increasing efficiency. As well, substantial benefits accrue to
medical research, public health, and other functions that can derive value from large sets of
health-related data.
Many public interest groups in the United States, such as the Electronic Privacy Information
Center and Center for Democracy & Technology, have noted that increased electronic flows of
18

There are mechanisms other than cookies for tracking consumers, such as web bug. See the Public
Interest Advocacy Centre, “A ‘Do Not Track List’ for Canada?” (2009), online:
http://www.piac.ca/files/dntl_final_website.pdf at p. 47.
19
“Anonymous no more: the internet: it is becoming ever more difficult to browse the internet without
leaving behind digital footprints that reveal your identity” The Economist (10 March 2011).
20
Office of the Privacy Commissioner of Canada, “Report on the 2010 OPC’s Consultations on Online
Tracking, Profiling and Targeting and Cloud Computing: For Comment” (October 2010), online:
http://www.priv.gc.ca/resource/consultations/report_2010_e.pdf.
21
Section 11 below addresses the United States discussion concerning “do not track.”
22
Health privacy is generally addressed by provincial statutes in Canada. For example, Ontario’s
Personal Health Information Protection Act, S.O. 2004, c. 3, at s. 4(2) states: “identifying information
means information that identifies an individual or for which it is reasonably foreseeable in the
circumstances that it could be utilized, either alone or with other information, to identify an individual.”
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health data pose significant risks to privacy. One of the challenges raised by privacy advocates
is how health data is stripped of personal identifiers in order to eliminate privacy concerns while
retaining information that can be used for research, public health, and other purposes. Privacy
advocates are concerned about how technological innovations make it increasingly difficult to
protect de-identified medical data against re-identification.

4.3.1. American cases: IMS Health v. Ayotte and IMS Health v.
Sorrell
In the United States, one of the questions that arises from the conversation about reidentification with respect to health privacy legislation is the level of scrutiny should be afforded
to this practice, which the industry argues is a type of speech protected by constitutional
guarantees of free speech. In the cases of IMS Health v. Ayotte and IMS Health v. Sorrell,
pharmaceutical data mining companies challenged state statutes that banned the sale of
prescription data in most circumstances. 23 The plaintiffs, IMS Health and Verispan LLC, are
data mining companies that purchase and compile prescription information in order to sell the
data to private companies, law enforcement agencies, and research institutions.
In IMS Health v. Ayotte, the data mining companies argued that a New Hampshire law banning
the sale of prescriber-identifiable prescription drug data for marketing purposes was subject to
scrutiny because it restricted non-commercial free speech, violating the First Amendment as the
law was not narrowly tailored to serve compelling state interests. The Electronic Privacy
Information Center (EPIC) argued that the substantial privacy interest in de-identified patient
data must be considered – the privacy interest flows from the realities that the data may not be,
in fact, truly de-identified, and that de-identified data impacts actual individuals. In November
2008, the First Court of Appeals upheld the constitutionality of the state law. The United States
Supreme Court refused to hear the challenge in June 2009.
In IMS Health v. Sorrell, the data mining companies challenged Vermont legislation aimed at
protecting consumer privacy and enhancing public health. The law prohibited regulated entities
from selling or using prescriber-identifiable data for marketing or promoting prescription drugs
unless the prescriber consented. IMS Health and Verispan LLC argued that the law restricted
the speech of pharmaceutical companies in violation of the First and Fourteenth Amendments.
The District Court upheld the law finding that the law did restrict speech, but was not fully
protected as it was commercial speech, and that the law’s restrictions on data disclosure were
in reasonable proportion to the State’s interests. The court did not consider the merits of the
state’s privacy claim. On appeal to the Second Circuit Court of Appeals, the appellate court
overturned the District Court and struck down Vermont’s law. With respect to medical privacy,
the Second Circuit found that it did not constitute a substantial state interest, and that “to the
23

st

IMS Health v. Ayotte, U.S. C.A. (1 Circuit) No. 07-1945 (18 November 2008), online:
nd
http://epic.org/privacy/imshealth/11_18_08_order.pdf; IMS Health v. Sorrell, U.S. C.A. (2 Circuit) No. 091913-cv (23 November 2010), online: http://www.ca2.uscourts.gov/decisions/isysquery/9ca25622-5b6945b1-a410-a1ce46eaea5c/1/doc/091913_opn.pdf#xml=http://www.ca2.uscourts.gov/decisions/isysquery/9ca25622-5b69-45b1-a410a1ce46eaea5c/1/hilite/. See also IMS Health v. Sorrell, U.S. S.C. No. 10-779 (23 June 2011), online:
http://www.supremecourt.gov/opinions/10pdf/10-779.pdf.
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extent that the record might suggest [prescriber-identifiable] data has damaged the relationship
between doctors and patients, the evidence is either speculative or merely indicates the same
doctors do not approve of detailing or the use of [personally identifiable] data in detailing.” 24
The United States Supreme Court heard the case in April 2011. EPIC filed an amicus brief on
behalf of 27 technical experts and legal scholars and 9 consumer and privacy groups to clarify
the substantial interest in safeguarding sensitive personal information and the related concern
about the transfer of “anonymized” patient data to data mining firms. 25 EPIC argued that public
sentiment favoured the protection of patient privacy. EPIC also argued that data mining
companies failed to mitigate medical privacy risks of patient records and other data are at the
risk of being re-identified. EPIC noted that almost all medical patients could be re-identified
using the zip code, date of birth, and gender categories of their de-identified records. 26 The
Institute of Medicine (IOM) recently sought to address the issue of de-identified data as an
imperfect technique, concluding that “unauthorized re-identification of information that has had
direct identifiers removed should be prohibited by law, and violators should face legal
sanctions.” IOM also stated that researchers receiving information with direct identifiers
removed should be required to establish security safeguards and to set limits on access to data.
Dr. Khaled El Emam and Jane Yakowitz, Esq. filed an amicus brief for IMS Health Inc. arguing
that EPIC overstated the risk of re-identification of de-identified patient data in this case. 27 Dr. El
Emam and Yakowitz argued that EPIC cited risks of re-identification in unrelated contexts that
relate to data outside the scope of the Health Insurance Portability Accountability Act and there
was no publicly known example of an actual re-identification attack that has taken place in the
real world by a real adversary to defeat the HIPAA de-identification requirements. An
overstatement of the risk of patient re-identification could lead to unintended consequences by
hindering the beneficial uses of de-identified data in health care and other settings. 28
24

nd
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In the Supreme Court of the United States, Sorrell v. IMS Health Inc., Brief of Amici Curiae Electronic
Privacy Information Center (EPIC) and Legal Scholars and Technical Experts in Support of the
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In June 2011, the United States Supreme Court struck down Vermont’s law in a 6-3 decision,
finding that the law violated data mining firms’ free speech rights. EPIC summarized the
Supreme Court’s finding: “Vermont ‘burdened a form of protected expression that it found too
persuasive. At the same time, the State has left unburdened those speakers whose messages
are in accord with its own views. This the State cannot do.’ … The Court suggested that a more
privacy-protective statute might have withstood Constitutional scrutiny, writing: ‘the State might
have advanced its asserted privacy interest by allowing the information’s sale or disclosure in
only a few narrow and well-justified circumstances. A statute of that type would present quite a
different case than the one presented here.’” 29
Since the United States Supreme Court decision in Sorrell v. IMS Health, the Supreme Court
ruled that a 2010 First Circuit Court of Appeals judgment that upheld a similar Maine law be
vacated and remanded back to the lower court for reconsideration. The decision should lead to
an order holding that the statute is unconstitutional. 30

4.3.2. Canada and IMS
The Office of the Privacy Commissioner of Canada investigated two separate complaints by an
individual and a physician against IMS Health in 2001, complaining that the Canadian arm of
IMS was improperly disclosing personal information by gathering and selling data on physicians’
prescribing patterns without their consent. IMS Health collected information related to medical
prescriptions from pharmacies and other Canadian sources, including names, identification
numbers, telephone numbers, and prescribing details of physicians. The firm produced
customized information products that identify physicians and rank them by monthly prescribing
activity for various types or classes of drugs. The information products are disclosed to clients,
such as pharmaceutical sales representatives, for a fee. The Privacy Commissioner noted that a
prescription directed to a pharmacist to dispense a certain medication to an identified patient is
personal health information about that patient. Two key questions arose: first, whether
prescription information is personal information about the prescribing physician; and second,
whether prescribing patterns can constitute personal information about a physician. The Privacy
Commissioner found that prescription information –whether in the form of an individual

known vulnerabilities for re-identifying patients. She also argues that examples of re-identification of
supposedly de-identified data that do not involve patient data are relevant because they show that data
thought to be de-identified under current standards could be re-identified using methods that were not
considered, anticipated, or foreseen by the disclosers of the data. “Changes in technology, statistical
methods and data availability all combine to make yesterday’s de-identified data identifiable today.”
29
Electronic Privacy Information Center on IMS Health v. Sorrell, online:
http://epic.org/privacy/ims_sorrell/.
30
IMS Health Press Release, “Supreme Court Decision Removes Barriers to Medical Information on
Physician Practices in Maine” (29 June 2011), online:
http://www.imshealth.com/portal/site/imshealth/menuitem.a46c6d4df3db4b3d88f611019418c22a/?vgnext
oid=436565527abd0310VgnVCM100000ed152ca2RCRD&vgnextchannel=41a67900b55a5110VgnVCM1
0000071812ca2RCRD&vgnextfmt=default.
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prescription or in the form of patterns discerned from a number of prescriptions – is not personal
information about the physician. 31
Notably, the Canadian Pension Plan Investment Board and TPG Capital acquired IMS Health in
early 2010, which now has a Canadian unit, IMS | Brogan. The public-private partnership
between IMS Health and the Canada Pension Plan raises revenue for the major government
program. It remains to be seen whether the acquisition is a risk given scrutiny of IMS Health’s
data mining practices, considering that in other substantial marketplaces for IMS Health such as
the United States and Europe, concerns about patient privacy and data mining are
strengthening. Ann Silversides notes that Canadian physician organizations have long
expressed concerns about IMS Health’s prescription data mining. 32

5. DE-IDENTIFICATION TECHNIQUES DESCRIBED
There are a number of de-identification techniques. De-identification techniques are highly
technical and can achieve varying levels of reduced risk for re-identification. As well, these deidentification techniques are often performed in combination in order to achieve the desired
result.
Little has been written regarding the types of de-identification techniques relied upon by the
private sector for consumer data. However, a wealth of research has documented deidentification techniques used in the health sector for patient health records. The following
definitions and information about de-identification techniques draw heavily from guidelines and
best practices guides published for the health sector to use with respect to health information.
The Health System Use Technical Advisory Committee of the Canadian Conference of Deputy
Ministers of Health tasked a working group, known as the Data De-Identification Working Group,
to compile “best practices” guidelines for the de-identification and disclosure of health
information for secondary health systems use. The working group comprised several
jurisdictions, as well as the Canadian Institute for Health Information and Canada Health
Infoway. 33 The Data De-Identification Working Group defines “de-identification processes” as
“processes that manipulate health information so that the identity of the individual cannot be
determined by reasonably foreseeable methods.” 34 Notably, the De-Identification Working
31

Office of the Privacy Commissioner of Canada News Release, “Privacy Commissioner releases his
findings on the prescribing patterns of doctors” (2 October 2001), online:
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(21 September 2001), online: http://www.priv.gc.ca/cf-dc/2001/cf-dc_010921_e.cfm.
32
Ann Silversides, “Canada Pension Plan buys IMS Health” (2010) 182 Canadian Medical Association
Journal 1. See also Dr. Gordon Atherley, “A great entrepreneurial idea or not? The public-private
partnership between IMS Health and the Canada Pension Plan” (July/August 2011) Fraser Institute.
33
Health System Use Technical Advisory Committee, Data De-Identification Working Group, “’Best
Practices’ Guidelines for Managing the Disclosure of De-Identified Health Information” (October 2010),
online: http://www.ehealthinformation.ca/documents/de-idguidelines.pdf. [Data De-Identification Working
Group “Best Practices”].
34
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Group recognizes that “best practices need to be flexible and adaptable to various contexts, and
may also evolve from time to time so as to be responsive to new, emerging technologies.” 35
To better understand the terminology used in describing de-identification techniques, take for
example the following hypothetical dataset that has not had any de-identification techniques
applied to it.
First Name

Surname

Race

Date of birth

Gender

Jessica
Norman
Joseph
Harvey
Michelle
Erica
Wesley
Josee

Brown
Wong
Proctor
Chung
Allen
Moore
Hall
Lapierre

Caucasian
Asian
Caucasian
Asian
Black
Caucasian
Black
Caucasian

02/01/1978
05/21/1962
01/15/1975
07/11/1981
09/30/1972
09/06/1974
11/08/1970
10/28/1979

Female
Male
Male
Male
Female
Female
Male
Female

Postal
Code
K1G 8J2
T6M 3B4
M3R 9R1
P1L 3E4
N2S 4P7
V1P 8J7
E1A 5B4
J5N 6N8

Income
$110,000
$70,000
$52,000
$68,000
$71,000
$55,000
$97,000
$67,000

Figure 1: Hypothetical data set

This dataset could also be referred to as a “table” wherein each row comprises a “record.” Each
column references a “column,” “field,” “attribute,” or “category” which are identified by labels in
bold, which are called “field names” or “attributes names.” Each record has a particular “value”
for each attribute. 36
When looking at a dataset in preparation for applying de-identification techniques, one must first
single out any fields that could be used to identify individuals or combinations of fields that could
single out a record in the table. One typically looks for direct identifiers and quasi-identifiers
within a dataset. Direct identifiers are variables that provide explicit link to an individual.
Examples of direct identifiers can include one’s name, phone number, email address, health
insurance card number, credit card number and social insurance number. Quasi-identifiers, also
sometimes referred to as “indirect identifiers,” are variables that could be used in combination
with other variables to identify the individual. 37 Examples of quasi-identifiers can include gender,
date of birth or age, postal codes, first language, ethnic origin, aboriginal identity, total years of
schooling, marital status, criminal history, total income, visible minority status, profession, health
event dates, health-related codes, country of birth, birth weight and birth plurality. 38 Quasiidentifiers must first be ascertained and the process of determining which de-identification
technique to apply involves establishing why the quasi-identifier is required in the analysis,
determining the de-identification precision hierarchy (e.g. whether the dates can be expressed

35
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37
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Privacy Group] at p. 5.
38
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as day/month/year, month/year, quarter/year, year, or decade) and applying the best deidentification technique that would still meet the data needs. 39
There are generally two types of de-identification techniques: techniques that manipulate the
direct identifiers in the dataset and techniques that determine and disguise quasi-identifiers.
Suppression, randomization or coding can manipulate the direct identifiers in the dataset.
Reduction in detail and suppression can disguise the quasi-identifiers in the dataset.

5.1. Removal of personal information
Personal information may be “scrubbed,” deleted or destroyed from the database in order to deidentifying the information. In some cases, certain categories of personal information may be
completely removed when the category is known to be sensitive or has a high risk of reidentification.
Applying this method of de-identification to the hypothetical dataset presented above, the
categories of name and postal code may be removed from the table to de-identify the data.
Race
Caucasian
Asian
Caucasian
Asian
Black
Caucasian
Black
Caucasian

Date of birth
02/01/1978
05/21/1962
01/15/1975
07/11/1981
09/30/1972
09/06/1974
11/08/1970
10/28/1979

Gender
Female
Male
Male
Male
Female
Female
Male
Female

Income
$110,000
$70,000
$52,000
$68,000
$71,000
$55,000
$97,000
$67,000

Figure 2: Removal of personal information categories of name and postal code

It has been shown that scrubbing or deleting unique identifiers in the data is not sufficient to
completely anonymize the data, despite the fact these are methods used in major deidentification software. 40

5.2. Generalization
This technique is sometimes referred to as “reduction in detail”. Generalization is one of the
most common techniques used. Detail is reduced through rounding or generalizing the data
values into larger categories. The objective of generalization is to reduce the number of data
records with a unique combination of quasi-identifier values. Some of the most common data
values reduced in details are birth dates and postal codes. Birth dates can be rounded to year of
birth, though the Data De-Identification Working Group notes that while ages are less identifying
than birthdates, age can still pose a high re-identification risk. Postal codes are also highly
identifying and the Data De-Identification Working Group suggests that one provide no greater
detail for the postal code than required to accomplish the designated purpose. 41 As well, it may
39

Data De-Identification Working Group “Best Practices” at p. 17.
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be necessary to de-identify other variables to a greater extent to mitigate the increased risk of
re-identification with more detailed postal code information. Another example of generalization
would be the removal of the last octet of an IP address, which is a technique that Google uses
to de-identify its server logs. 42
Applying generalization to our hypothetical dataset, one might generalize the categories of date
of birth to the year of birth and postal code to the first three characters in the following manner:
Race
Caucasian
Asian
Caucasian
Asian
Black
Caucasian
Black
Caucasian

Year of birth
1978
1962
1975
1981
1972
1974
1970
1979

Gender
Female
Male
Male
Male
Female
Female
Male
Female

Postal Code
K1G
T6M
M3R
P1L
N2S
V1P
E1A
J5N

Income
$110,000
$70,000
$52,000
$68,000
$71,000
$55,000
$97,000
$67,000

Figure 3: Generalization of date of birth and postal code categories

The Health System Use Technical Advisory Committee Data De-Identification Working Group
notes that this is one of the most accepted techniques in practice as it is the least expensive to
apply, the easiest to understand and the easiest to predict re-identification risk. 43 The DeIdentification Working Group suggests that de-identification generally begins with reduction in
detail followed by suppression. 44 Generalization preserves the utility of the data while
suppression increases privacy but provides less useful data. 45

5.3. Suppression
Suppression removes variables from the dataset altogether so that they are not released. 46
Suppression may be used to delete records that contain extreme values or unique values that
cannot be adequately protected. 47 The Data De-Identification Working Group notes that
suppression can be done at the level of a variable, a record or a cell:
Variable Suppression: This technique involves the removal or withholding of a
data variable’s values. All other variables in this record, i.e., those that are not
quasi-identifiers, remain untouched. It may not always be plausible to
suppress some variables because that will reduce the utility of the data.

42
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United States, Statistical and Science Policy, Office of Information and Regulatory Affairs, Office of
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Record Suppression: If variable suppression and reduction in detail
techniques do not adequately de-identify the data, then the alternative is the
removal and withholding of the data records that create a high re-identification
risk. However, extensive suppression can introduce a high level of distortion in
some types of analysis since the loss of records is not completely random and
may reduce the usefulness.
Cell Suppression: A special case of suppression concerns ‘outlier variables’
such as rare diagnoses, uncommon medical procedures, some occupations or
distinct deformities that can uniquely identify an individual. Specific quasiidentifiers are suppressed such that the amount of suppression is minimal but
still maintains an acceptable re-identification risk. Entire variables and entire
records are not suppressed. This is the preferred suppression method
48
because it reduces the amount of distortion to the data.

The Healthy System Use Technical Advisory Committee Data De-Identification Working Group
notes that suppression, like generalization, is one of the most accepted techniques in practice,
the least expensive to apply, the easiest to understand and the easiest to predict reidentification. Dr. Latanya Sweeney notes that generalization results in the cost of less precise
data and suppression results in the cost of completeness of the data and that the approaches of
generalization and suppression produce the best results when jointly applied. 49

5.4. Assignment of unique identifiers
The assignment or attachment of unique identifiers is usually combined with the suppression of
personal information. This technique assigns a unique identifier to a record, which can allow the
information to be re-identified if necessary.

5.5. Aggregation
Aggregation provides a summary of aggregate statistics about the dataset, such as noting the
frequency of an event or of a value within a category. If aggregate statistics are released without
a lot of additional information, the risk of re-identifying an individual is low. 50
Census bureaus, such as Statistics Canada, generally use the approach of aggregation as a
means of protecting privacy. Census bureaus publish aggregate data in the form of contingency
tables reflecting the count of individuals meeting a particular criterion. Where a cell only lists a
single household and could result in the disclosure of an individual salary, various methods such
as suppression or generalization could be applied to combat the potential privacy invasion. 51

48
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50
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51
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Aggregation provides some value, but as Scott Ganow from Verispan LLC notes, “without the
data at the individual level, you don’t have the flexibility to go into other studies or other cuts of
the data, if you will. We can’t go back and find other uses for the data.” 52
Individuals with income range of $50,000-$59,999
Individuals with income range of $60,000-$69,999

2
2

Figure 4: Aggregate statistics of income level

5.6. Irreversible coding
Coding is also referred to as “pseudonymization” or “alias assignment.” This technique removes
the association between the individual and the associated identifying data by replacing an
individual’s identifying data variables with one or more pseudonyms. For example, a record
containing an individual’s real name and date of birth could have these identifying variables
replaced with the unique pseudonym “098737.” 53 It is important that the pseudonym is
independently generated. The pseudonym could be random or unique. Where linkages across
data records and databases are to be facilitated, the pseudonym will be unique and as a result,
the pseudonymous data records can be associated since they allow associations between sets
of characteristics but not with the individual. Where it is not desirable to allow the recipient to be
able to access different coded databases and link them, a random pseudonym must be
generated for each individual each time the dataset is disclosed.
In irreversible coding, pseudonymized data does not contain information that allows the reestablishment of the link between the individual and the pseudonymized data. An irreversible
pseudonym can be random or unique depending on whether it is different or identical each time
it is generated for the same individual. The De-Identification Working Group notes:
When it is risky to provide a data requestor with access and potential linkage
of different coded datasets, a random pseudonym is generated for each
individual every time the dataset is disclosed. When the ability to link different
coded databases is desired, the same, unique pseudonym is generated for
54
each individual every time the dataset is disclosed.

5.7. Reversible coding
Coding or pseudonymization can also be reversible. Reversible coding allows the pseudonym to
re-identify the individual if necessary by applying procedures. Typically, the ability to apply such
procedures is restricted to authorized users under prescribed circumstances and protections.
The De-Identification Working Group shows how the original data values can be kept in a
separate transformation table and a related set of re-identification “keys” can be generated and
maintained to allow the pseudonyms to be mapped back to the individual. 55 Single or double
52

Carnegie Mellon University, “The Value of De-Identified Personal Data: Transcript” (2007), online:
www.cert.org/podcast/transcripts/19ganow.pdf.
53
Data De-Identification Working Group “Best Practices” at p. 29.
54
Data De-Identification Working Group “Best Practices” at p. 29.
55
Data De-Identification Working Group “Best Practices” at p. 30.

21

coding is often used. Single coding means that identifying data values are removed and each
record is assigned a pseudonym. The original values are kept in a separate transformation table
with the pseudonym to allow linking back to the original data. Double coding requires a different
pseudonym in the original data and in the identity database. The link between the pseudonyms
is kept in a separate linking database, which is maintained in a secured location often by a
trusted third party to provide double protection against re-identification. The De-Identification
Working Group suggests that consideration could be given to a trusted third party for the
generation and management of the decoding “keys” to ensure the reliability and security of
unique pseudonyms, protection of the pseudonyms from unauthorized re-identification, and the
provision of authorized re-identification of the original identifiers in accordance with agreed reidentification parameters. A trusted third party could define the criteria for re-identification and
securely manage these criteria. 56

Figure 5: An example of single coding wherein each record is assigned a pseudonym and identifiers are removed, identifiers
57
are kept in a separate dataset with the pseudonym to allow linking back to the original data
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Data De-Identification Working Group “Best Practices” at pp. 30-31.
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Information” (14 August 2009), online: http://ssrn.com/abstract=1456490 [El Emam & Fineberg, “Overview
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57

22

Figure 6: An example of double coding wherein information linking the original data with the pseudonym are kept in a
58
separate linking database

5.8. Swapping
Swapping selects a sample of the records in order to find a match in the database on a set of
pre-determined variables and replaces the original data values with values that have been
exchanged with values in other records in the dataset. 59 Swapping is usually applied based on a
selection of statistics that will be preserved through the swapping operation. There are a few
methods of swapping, such as random swapping and targeted swapping. Random swapping
allows the ability to quantify the effect on statistics produced from the swapped dataset.
Targeted swapping involves fewer records and the level of protection is generally higher.
However, the targeted procedure is biased and limits the ability to present a general statement
on data quality. 60

5.9. Randomization or Substitution
Randomization keeps the identifying variables in the dataset but replaces the actual values with
random values that look real. This technique may also be referred to as “substitution.” The
random fake values would normally be drawn from a database of real data values, for example,
from a large database of real names and addresses. One example of a randomization tool is the
Luhn algorithm, which replaces the values of health insurance numbers with fake numbers that
will pass validation checks. Social insurance numbers and credit card numbers can also be
randomized. 61
El Emam and Fineberg note that constraints can be placed on value substitutions: “[f]or
example, if a first name is substituted with a random one, a constraint can be imposed to ensure
that the replacement name has the same number of characters or that it is of the same ethnicity
as the original one.” 62 Randomization of a credit card number may use the constraint that the
replacement number is from the same financial institution or the same type of card.
Sophisticated randomization techniques can be used to ensure internal consistency within the
data. For example, if a dataset uses two variables of “postal code” and “telephone number” and
randomization was being applied to the postal code category, the technique could modify the
area code of the telephone number to match the new postal code value.
The De-Identification Working Group notes that the main drawback with substitution is that it is
difficult to assess the risk of re-identification. 63
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5.10. Heuristics
Heuristics are evidence-based principles that assist in determining which de-identification
techniques to apply in order to reduce the risk of re-identification for a specific dataset.
Generally, there are two types of heuristics in use: 1) those based on uniqueness and rareness
in the population; and 2) those based on record linkage experiments using public registries.
The uniqueness heuristics are intended to identify a priori what makes an individual unique and
protects against this identification. Examples of uniqueness and rareness heuristics include the
United States Health Insurance Portability and Accountability Act Privacy Rule, which states that
geographic information shall not be released if there are less than 20,000 people living in the
geographic area. El Emam and Fineberg note that similar heuristics are used by Statistics
Canada and the United States Census Bureau. 64 Another heuristic is if the value of a quasiidentifier represents less than 0.5% of the population, the value represents a rare group and
response values on the quasi-identifier should be generalized or the observations in the dataset
suppressed. Statistics Canada uses this heuristic to top code age at 89+. Where rare and
visible diseases and conditions are represented in a dataset, usually defined as prevalence of
less than 10 in 10,000, the value or record should be suppressed. 65
Record linkage heuristics study how records in the released dataset could be matched with
records in a public registry on the basis of quasi-identifiers in order to re-identify an individual.
Record linkage could be exact or approximate. Studies have shown that population registries
can be created relatively easily using publicly available registries. 66 Record linkages heuristics
are based on experiments done on re-identifying datasets using population registries. El Emam
and Fineberg note that if one knows the date of birth, gender and profession of an individual, the
probability of re-identifying the individual through record linkage with public registries would be
“quite high.” 67

5.11. k-anonymity
K-anonymity characterizes the degree of protection of data with respect to inference by linking,
which defines the k-anonymity requirement as follows: “[e]ach release of data must be such that
every combination of values of quasi-identifiers can be indistinctly matched to at least k
individuals.” 68 Thus, k-anonymity ensures that there are at least “k” records in a dataset that
have the same quasi-identifier values. This ensures that there is no single record or small
number of records with a quasi-identifier value, which would increase the risk of reidentification. 69 For example, if the quasi-identifiers are age and gender, then it will ensure that
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there are at least k records with 45 year old females. Generalization and suppression are often
used to achieve k-anonymity. 70
The example below demonstrates a hypothetical 3-anonymized dataset. The quasi-identifiers
are age and gender and the original dataset (a) is converted into a 3-anonymized dataset by
generalizing the age into a range. The crossed out records in dataset (b) are suppressed to
ensure 3-anonymity (i.e. no fewer than 3 records of that gender and age range).

Figure 7: An example of 3-anonymity

71

K-anonymity has been criticized for its reliance on the distinction between “identifying” and “nonidentifying” attributes. Narayanan and Shmatikov argue that this distinction is increasingly
meaningless as the amount and variety of publicly available information about individuals grows
exponentially. They propose that the natural approach to privacy protection is to consider both
the data and its proposed uses and to ask: what risk does an individual face if her data is used
in a particular way? However, many existing privacy technologies such as k-anonymity focus on
the data alone. 72

6. CANADIAN INDUSTRY DE-IDENTIFICATION POLICIES
AND PRACTICES
6.1. General review of industry privacy policies
Canada’s Personal Information Protection and Electronic Documents Act (PIPEDA) sets out
obligations for the collection, use and disclosure of personal information in the private sector.
Organizations generally use their privacy policy to explain their personal information practices
and procedures to their customers.
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PIAC reviewed a sample of 22 private sector privacy policies from a broad range of sectors,
including organizations that provide search engines and online services, telecommunications
companies, banking and financial services, credit rating agencies, social networking sites, and
data compilers and aggregators. PIAC examined these privacy policies for references to
retention practices, paying specific attention to whether the policies mentioned de-identification
or anonymization and noting whether any further detail was provided with respect to deidentification. The full context of each privacy policy was considered, especially to how an
organization described the information it collects, uses and discloses and whether it gave any
guidance as to when this information would be considered personal and thus within the scope of
the terms of the privacy policy. Given that the privacy policy is generally the mechanism through
which the organization provides information regarding the terms of implied consumer consent,
PIAC noted where a mechanism for opting-out for particular collections, use and disclosures
was mentioned.
The following summarizes PIAC’s main findings in its review of private sector privacy policies.
Limited scope and applicability of a few organizations’ privacy policies
Notably, a few organizations’ privacy policies were drafted in a manner such that they only
applied to the organization’s website but not to their business.
For example, VISA’s privacy policy on its website is drafted seemingly to only apply to personal
information collected, use and disclosed on its website, not to its VISA services broadly. 73 The
privacy policy states: “The bottom line at www.Visa.ca and its related sites (collectively
“Visa.ca”) is that we use the information that we get from your visit for internal tracking
purposes, to make Visa.ca as useful and interesting to you as we can, and to respond to your
requests for information or other services.”
Generation5’s privacy policy only refers to the privacy of visitors to its website, not to the privacy
of individuals about whom it collects personal information or how this information is used and
disclosed to Generation5’s clients.
Lack of clarity and diversity of views in what constitutes “personal information”
PIAC noted that organizations employ various definitions in their privacy policies to define what
information they are collecting. Most privacy policies refer to “personal information” but may or
may not describe what types of information it considers “personal information” in detail. As such,
it is not always clear from the privacy policy what types of information will be considered
“personal information.” There is sometimes variation between what organizations consider
“personal information.”
For example, Google lists the types of personal information it collects and its privacy policy
states that it considers cookies, log information and location data forms of personal
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information. 74 Microsoft notes in its privacy policy that it collects an individual’s “preferences,
interests, and favourites” and it appears that this would fall into Microsoft’s definition of
“personal information,” but in subsequent descriptions about information that Microsoft collects
that does not identify the individual, it lists IP address as a type of information and appears to
classify this information as non-identifying. 75 Yahoo!’s privacy policy provides a comprehensive
list of what it considers “personal information”: name, email address, birth date, gender, ZIP
code, occupation, industry, personal interests, address, Social Security number, information
about the user’s assets, information about the user’s transactions with Yahoo!, IP address,
Yahoo! cookie information, software and hardware attributes, and the page requested by the
user. 76
Bell Canada, in its Code of Fair Information Practices, defines “personal information” as
“information about an identifiable individual but not aggregated information that cannot be
associated with a specific individual.” 77 It appears that Bell Canada does not consider cookies to
be personal information unless the user has identified himself or herself: “Unless you specifically
identify yourself, we will not know who you are, even though we may assign your computer a
cookie. In addition, unless we have your consent, we never combine cookie information with
personally identifiable details like your name, telephone number or even your email address.”
Similar to Bell Canada, Rogers Communications’ Privacy FAQ defines personal information as
“information about an identifiable individual but does not include aggregated information that
cannot be associated with a specific individual.” 78 It is unclear whether Rogers considers a
user’s IP address to be personal information, noting that the user’s IP address is used to gather
broad, aggregated demographic information. 79
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TELUS’ definition of personal information mirrors the definitions of Bell Canada and Rogers:
“[i]nformation about an identifiable client or employee, but does not include aggregated
information that cannot be associated with a specific individual.” 80
MasterCard lists a number of different types of information that it considers “personal
information.” Some notable inclusions are mobile device unique identifier, social media
identifier, geo-location data, and information about shopping behaviour or preferences. 81
Some privacy policies refer to “personally identifiable information”
Additionally, some organizations, sometimes based in the United States, refer to the collection,
use and disclosure of “personally identifiable information” which may result in a narrower
inclusion of types of information than the Canadian-accepted terminology of “personal
information.”
Confusingly, Google’s Privacy Policy and Privacy Center for advertisements uses terminology
describing “personally identifiable information” while its main privacy policy refers to “personal
information.” Google’s privacy policy for advertisements states: “we will not collect, sell, or share
personally identifying information from ad serving cookies without your explicit consent.” 82
CIBC’s policy also refers to “personally identifiable information” in one instance: “When your
information is no longer required, we securely destroy it or delete personally identifiable
information.” Rogers’ policy similarly refers to “personally identifiable information” in one
instance: “However, this aggregated information does not contain personally identifiable
information.” 83
MySpace’s Privacy Policy describes MySpace’s use and sharing of “personally identifiable
information” which MySpace refers to as the user’s full name, email address, mailing address,
telephone number, or credit card number, which may be submitted voluntarily from a registering
member. 84
Generation5, a Canadian company that provides customer predictions and segmentation
services, states in its Privacy Policy that they do not collect “personally identifiable information
about visitors except when visitors specifically provide such information on a voluntary basis.
For example, such personally identifiable information may be gathered from the registration
process for subscription sites or services and in connection with content submissions,
community postings (e.g., chat and bulletin boards), suggestions, and transactional areas.” 85
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Rapleaf’s privacy policy states that their data is structured around individual email addresses
and “contain[s] personally and non-personally identifiable information.” 86
Some privacy policies classify information as “non-personal information” or “nonpersonally identifiable information” often without detailing what types of information
would be non-personal
Some organizations also refer to their collection, use and disclosure of other forms of
information, sometimes classifying these types of information as “non-personal information” or
“non-personally identifiable information.” Often, reference to “non-personal information” or “nonpersonally identifiable information” is not supplemented with any detail describing the types of
information the organization would consider “non-personal.” One would assume that by
classifying information as “non-personal information” or “non-personally identifiable information,”
such information would be outside the terms of the organization’s privacy policy and thus its
collection, use and disclosure would not be limited to the identified purposes of the privacy
policy.
For example, Google’s Privacy FAQ notes that “non-personal information is information that is
recorded about users so that it no longer reflects or references an individually identifiable
users.” 87 No examples are given.
Regarding its tracking activities, RBC’s privacy policy states: “All the information collected in any
of these tracking activities is non-personal and is not used in connection with any other
information that could identify you personally.” 88
Facebook explicitly states that users’ profiles may be shared for the purpose of personalizing
advertisements and promotions, as long as the individual is not explicitly identified: “We allow
advertisers to choose the characteristics of users who will see their advertisements and we may
use any of the non-personally identifiable attributes we have collected (including information you
may have decided not to show to other users, such as your birth year or other sensitive
personal information or preferences) to select the appropriate audience for those
advertisements.” 89 This statement suggests that “sensitive personal information” in some cases
will be deemed by Facebook to be “non-personally identifiable attributes” for the purpose of
serving advertisements. Facebook allows advertisers to use a user’s friends’ profile data for
targeting advertisements.
MySpace’s Privacy Policy states that it also collects “non-PII” including IP address, aggregate
user data, and browser type. MySpace uses this data to manage and improve MySpace
services, track usage and for security purposes. MySpace’s Privacy Policy notes that its users
may voluntarily provide “non-PII information in their profiles, including but not limited to date of
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birth, interests, hobbies, lifestyle choices, groups with whom they are affiliated (schools,
companies), videos, and/or pictures, private messages, bulletins or personal statements.” PIAC
finds MySpace’s classification of this information as “non-personally identifiable information”
troubling and notes that this classification is not likely to escape the application of PIPEDA in
Canada, as some of the information that MySpace classifies as “non-personally identifiable
information” has been found to constitute “personal information” under PIPEDA in other similar
circumstances. 90
Notably, Twitter appears to classify public tweets as “non-private” or “non-personal information”
when they note in their privacy policy that they “may share or disclose your non-private,
aggregated or otherwise non-personal information, such as your public Tweets or the number of
users who clicked on a particular link (even if only one did).” 91
Acxiom’s Online Advertising “Relevance-X” Privacy Policy notes that Acxiom may share “nonpersonal information” with companies such as advertisers, agencies, ad networks, or exchanges
to enable them to analyze user behaviors or to assist Acxiom with tailoring the ads. 92
Even where “non-personal” information is not described, organizations may describe
their practices to suggest that identifiers cannot identify the individual
If no mention of “non-personal” or “non-personally identifiable information” is made, then
organizations may describe their practices in a manner that indicates that they collect or assign
identifiers to the individual, but that such information cannot be used to identify who the
individual is. By describing their practices as not identifying the individual, the implication may
be that the information is not “personal information” and therefore outside the scope of the
collection, use and disclosure requirements of PIPEDA even though the identifier is unique and
could be used to identify the individual.
For example, Microsoft also notes that it may collect other forms of information about the
individual but notes that this information is collected “without identifying you as an individual.” 93
It is not clear whether this language attempts to classify this type of information as non-personal
information.
TD’s online privacy policy notes that the persistent cookie is used to help TD manage online
advertising and site personalization. TD notes that the cookie’s internal identifier would allow TD
to know who the customer is, but “the cookie will never contain information that would allow a
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third party to know who you are such as: your name, address, telephone number or email
address.” 94
TransUnion’s privacy policy notes that its website logs information about a user’s visit, such as:
IP addresses, type of operating system, time and duration of visit, web pages visited and
browser type. TransUnion’s online privacy statement notes: “We do not link server log
information to any other information in a way that would enable the identification of visitors to
our Website.” 95 This statement seems to suggest that it would not view a visitor’s IP address as
“personal information.”
Some organizations referred to “aggregated non-personal information” or “aggregated
information”
Where “aggregated non-personal information” or “aggregated information” is mentioned, it is
generally in the context of sharing such information with third parties. Where the term
“aggregated information” is used, the privacy policies either expressly states or implies that the
aggregated information does not contain “personal information.”
Rogers’ privacy policy states: “Rogers.com may share aggregate information with trading
partners, co-branded sites, and advertisers. However, this aggregated information does not
contain personally identifiable information.” 96
Videotron states that: “Reports with aggregated data on the statistics gathered are used to
improve our Internet sites and make the experience of Internet surfers more enjoyable.” 97
However, while Videotron states earlier in its privacy policy that it does not sell or disclose
personal information of its subscribers to outside organizations, Videotron reserves the right to
share this aggregated data with partners for the purpose of proposing exclusive and promotional
offers to Videotron customers, noting that “[i]n all such cases, the information consists of
aggregated data that does not contain any personal data.” 98
RBC notes that it routinely collects “non-personal aggregate information” from surveys, public
archives and websites to better understand the interests of their clients and to manage risks. 99
Visa’s privacy policy notes that cookies are used to provide statistical reporting to Visa, such as
which pages the user visited, what the user downloaded, the internet provider’s domain name
and country, addresses visited immediately before and after visiting. Regarding cookie data,
Visa.ca notes: “However, none of this is associated with you as an individual. It is measured
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only in aggregate. … Cookies do not capture your individual email address or any private
information about you.” This seems to suggest that Visa equates “private information” with
“personal information.”
Notably, MasterCard’s privacy policy mentions an opt-out mechanism for the assignment of a
unique cookie identification number to the individual’s computer to avoid aggregation and
analysis of data collected on MasterCard’s website. 100
Facebook’s Privacy Policy states: “Sometimes we share aggregated information with third
parties to help improve or promote our service. But we only do so in such a way that no
individual user can be identified or linked to any specific action or information.”
MySpace notes in its Privacy Policy: “Anonymous click stream, number of page views
calculated by pixel tags, and aggregated demographic information may also be shared with
MySpace’s advertisers and business partners.”
As noted above, Twitter’s privacy policy mentions “non-privacy, aggregated or otherwise nonpersonal information”: “Twitter may share or disclose your non-private, aggregated or otherwise
non-personal information, such as your public Tweets or the number of users who clicked on a
particular link (even if only one did).”
Toubiana and Nissenbaum note that until 2010, Google’s Privacy Policies explicitly mentioned
that aggregated non-personal information could be shared with third parties. 101 Google no
longer has any references to “aggregated non-personal information” in its privacy policies.
Some organizations refer to “anonymous information” in their privacy policies
When referring to “anonymous information,” the privacy policies seem to suggest that the
information is thus outside the scope of “personal information” and the organization’s privacy
policy would not apply to the collection, use and disclosure of the “anonymous information.”
Organizations may refer to “anonymous information” in terms of an “anonymous ID” that is
assigned to the individual or referring to collecting information anonymously.
For example, Google uses an “anonymous ID” to serve ads in applications and clients where
cookie technology is not available: “we have engineered an anonymous ID by associating your
device ID with a random, anonymous string of characters. To serve ads that are relevant and
tailored to your interests, we may use information about your activity in applications or other
clients that use an anonymous ID. Some of these applications or other clients also may use
non-personally identifying information, such as demographic data, to provide relevant
advertising.” 102 Users can reset or opt out of anonymous IDs at any time. It appears that
Google’s “anonymous ID” would not be considered “personal information” within the scope of its
privacy policies.
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Shaw notes that its website uses a browser cookie “to collect information anonymously and
track user patterns on Shaw’s Web sites.” Shaw states that the cookie contains a unique ID
number that identifies the customer’s browser but not the customer himself. “Cookies tell Shaw
which pages of its sites are visited and how many people visited each web page. This helps
Shaw to enhance the on-line experience of visitors to the Shaw Web sites. Cookies also serve
to identify your computer so that your preferences can be saved for future visits.” 103
RBC notes that RBC or its agents may use persistent cookies and web beacons on certain RBC
websites and in email communications to analyze the effectiveness of its sites and marketing
campaigns. Web beacons are used to compile aggregated statistics about website usage
patterns. RBC notes that it “may also use the anonymous information that is captured
automatically in logs by Web servers to evaluate the performance of our Web sites.” 104
Notably, TransUnion’s privacy policy states that they may provide “anonymous information (i.e.
information that does not identify individual consumers) in the form of aggregate or demographic
data to our clients or service providers.” 105
Rapleaf collects data from public information online and uses this data to create what it terms
“anonymous audience segments” for online ad placements, such as “female” and “age 24-34.” It
appears that Rapleaf classifies the segment as “anonymous” because in their view, the segment
does not identify an individual: “Because our segments are based on general profile data,
Rapleaf cookies enhance your user experience without identifying you personally.” 106
Acxiom provides its clients with an online ad targeting solutions “which enables the anonymous
delivery of relevant offers to the right consumers while both protecting the privacy of consumers
and offering them a choice about participating in such activities.” 107 Acxiom states that when a
user visits a website of an advertiser using Acxiom’s Relevance-X Echo product that re-targets
consumers, they place an “anonymous third-party cookie” on the user’s computer which allows
the advertiser to show ads based on pages and products previously viewed. Acxiom notes: “No
personally identifiable information is collected by or used with these cookies. The cookie is set
to automatically expire within 90 days. However, if you revisit the pages that initially launched
the cookie, the 90-day timeframe will restart.
Some privacy policies note that it collects personal information from sources other than
directly from the individual and combines their customer’s personal information with
information from other sources
Some privacy policies note that the organization collects personal information from other
sources of information. Often, these potential sources of information are listed. Where
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organizations collect personal information from other sources, they combine this information
with its customers’ personal information. Sometimes “aggregated information” is mentioned in
respect of this collection from other sources. A number of organizations who collect information
from other sources noted that they collect publicly available information.
For example, Yahoo! states that it “may combine information about you that we have with
information we obtain from business partners or other companies” and details these practices
further in a tab called “Appended and Matched Data.” 108 The supplement states that “Appended
data may be aggregated and anonymous and may include information such as household
income range or average household size.” The supplement goes on to say: “Yahoo! may
append data about users that are publicly available or aggregated by 3rd party data vendors.
This data may be associated with personally identifiable information such as email address,
name and physical address if we have it. In some cases data is aggregated based on zip code
or zip+4 and appended to user records in the aggregate.” Yahoo! may match data for partners:
“In some cases partners share data with Yahoo! for use in identifying and delivering ads to their
customers. Yahoo! only uses this information on behalf of the partner, and may use a 3rd party
vendor for client data matching to assist in this process.” 109
Similarly, Google notes: “We may combine the information you submit under your account with
information from other Google services or third parties in order to provide you with a better
experience and to improve the quality of our services. For certain services, we may give you the
opportunity to opt out of combining such information.” 110 No greater clarity if provided regarding
from which third parties Google receives information.
Bell Canada’s Code states that “the Bell Companies may also collect personal information from
other sources including credit bureaus, employers or personal references, or other third parties
that represent that they have the right to disclose the information.” 111 Notably, Bell notes that its
Code “does not impose any limits on the collection, use or disclosure of the following
information by the Bell Companies:
a) information that is publicly available, such as a customer’s
name, address, telephone number and electronic address, when
listed in a directory or made available through directory
assistance; or
b) the name, title or business address or telephone number of an
employee of an organization.”
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TELUS in its Privacy Commitment states that it collects personal information from other sources
including credit bureaus, employers or personal references, or other third parties who represent
that they have the right to disclose the information. 112 TELUS also notes that its Code does not
impose any limits on the collection, use or disclosure of information about the client that is
publicly available on TELUS. 113
The Royal Bank of Canada states in its privacy policy: “Most of the information we collect is
directly from you when you apply for a product or service, enter a contest, sign-up for special
offers or complete a survey. We also collect financial and other information about you from a
variety of sources including from: references you have provided to us, transactions you have
made with or through us, credit reporting agencies, and other financial institutions.” 114 RBC also
notes that it routinely collects “non-personal aggregate information” from surveys, public
archives and websites to better understand the interests of their clients and to manage risks.
TD Canada Trust may obtain information about its customers from third parties such as credit
reporting agencies to help TD assess the customer’s eligibility for its products. 115
MasterCard notes that it may obtain information about an individual from various sources in its
role as a processor of payment card transactions, such as from financial institutions. “We also
may obtain information about you from companies that use MasterCard products or services,
publicly available information systems, consumer reporting agencies, and commercial
information services.” 116
Capital One’s Canadian privacy policy notes that it collects personal information about
consumers with whom it does not have a customer relationship, its customers and from web site
visitors. 117 Information about these individuals may be collected from “lists like the telephone
book.” Information about the customer may be collected from reporting agencies and “other
outside sources” to verify financial information about the customer, such as their employment
and credit history.
Equifax notes that it collects consumer credit information from credit grantors, public records,
collection agencies, and the consumer. 118 TransUnion’s Privacy Policy states that it collects
personal information through reports from credit grantors and other institutions with whom the
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individual deals with the individual’s consent, and from other sources permitted by law including
public records and registries, and from direct dealings with the individual. 119
Facebook notes in its privacy policy that it collects information about individuals from other
users. 120 Facebook may receive personal information from other websites, such as advertising
partners and other websites that share data about how the user responded to an advertisement.
MySpace’s privacy policy states that it may obtain PII from a third party, such as a business
partner. Facebook also collects information about users from other users.
Some organizations state definitively that they do not share or sell their customers’
personal information with other third parties
While some organizations state in their privacy policy that they do not share or sell their
customers’ personal information with other parties, such a claim must consider what the
organization defines as “personal information” within the scope of their privacy policy. As shown
above, organizations may use various terms to describe information that in their view does not
constitute “personal information” such as “non-personal information,” “aggregate information” or
“anonymous information.” The promise not to share or sell personal information with third
parties would not apply to information that is non-personal, aggregate or anonymous in the
organization’s view.
Shaw notes that it does not sell personal information about its customers, employees, or
website users. Videotron notes that they do not sell or disclose any personal information on our
subscribers to outside organizations, including our affiliated companies.
TD’s privacy policy notes that they do not sell or rent customer lists or personal information to
others.
VISA’s privacy policy notes: “Except as specifically noted, we do not use your personal
information for any other purpose; we never sell it to any third party; and, we never share it with
any third party.” 121
Rapleaf’s privacy policy states that it pledges never to sell, rent, lease or reveal email addresses
either received confidentially from clients or independently collected by its systems. 122
Vague or imprecise descriptions of “third parties”
Most organizations used vague or imprecise descriptions of the third parties that have access to
their consumers’ personal information or with whom the organization shares their consumers’
personal information. These third parties are described in general as “partners, other
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companies, affiliates, subsidiaries, controlled subsidiaries, trusted businesses” but these parties
are rarely named. The vagueness of the privacy policies could mean that personal information is
shared with an endless number of other parties with whom the consumer does not have a
relationship. This should raise the question of whether consumer consent is truly informed if the
language is so broad as to possibly include any third party.
Microsoft notes that “Except as described in this statement, we will not disclose your personal
information outside of Microsoft and its controlled subsidiaries and affiliates without your
consent.” Yahoo! states that it works with vendors, partners, advertisers, and other service
providers in different industries and categories of business, but does not provide granularity or
definitions with respect to who are the “affiliated companies” or “trusted partners” with whom
Yahoo! shares its users’ personal information. Its privacy policy states: “for more information
regarding providers of products or services that you’ve requested, please read our detailed
reference links” but the link redirects the user to the general privacy policy and does not link to a
list of specific partners or affiliates. 123
Bell Canada defines “third parties” as any individual other than the customer or his agent or an
organization other than the Bell companies. TELUS lists its “subsidiaries” as subsidiaries which
carry on business under the following names: TELUS, TELUS Communications Company,
TELUS Internet Services, TELUS Mobility and TELUS Quebec. TELUS notes that independent
dealers and distributors of TELUS products and services are not included within this
definition. 124 Shaw’s privacy policy notes that Shaw “may share a Customer’s Personal
Information with its partners, associates and third party service providers” in order to fulfill its
identified purposes. Partners, associates and third party service providers are not defined.
RBC’s privacy policy states: “With your consent, we may use your information to promote our
products and services and that of third parties we select, which we believe you will be interested
in.” 125 “Third parties” are not defined.
MasterCard’s privacy policy notes: “We may share the personal information we collect with our
affiliates, financial institutions that issue payment cards or process payment card transactions,
entities that assist with payment card fraud prevention, and merchants. … In addition, we may
share personal information with other third parties with the consent of the individual to whom the
information pertains.” 126 “Third parties” and “affiliates” are not defined or listed.
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CapitalOne provides the most detail of all privacy policies reviewed with respect to who their
affiliates and nonaffiliates are. Capital One’s Privacy Notice defines and lists examples of
affiliates and nonaffiliates. Affiliates are companies related to Capital One by common
ownership or control, which can be financial and nonfinancial companies: “Our affiliates include
financial companies with the Capital One, Chevy Chase, Onyx, and Greenpoint names, such as
Capital One Bank (USA), National Association and Capital One, National Association.”
Nonaffiliates are companies that are not related by common ownership or control, which can be
financial and nonfinancial companies: “Nonaffiliates we share with can include insurance
companies, service providers, co-branded partners, retailers, data processors, and
advertisers.” 127 CapitalOne’s Privacy Notice states that the customer’s personal information may
be shared with “any person or entity to which we have assigned or transferred an interest in
your account, any debt or interest due or any of our rights or obligations under any agreement
with you (including any subsequent assignee).” Service vendors could be for example vendors
that have been contracted to print statements. As well, Capital One may share customer
personal information with service providers such as MasterCard and credit reporting agencies
such as TransUnion and Equifax. 128 Capital One may also share personal information with third
parties:
We may share with carefully selected business partners information we
collect about our customers, former customers, and withdrawn or declined
applicants, such as name, street address, e-mail address and telephone
number, for the purpose of determining the eligibility of customers and
consumers for valuable products and services (such as credit balance
insurance and credit report monitoring) offered by us or our business
partners. We may share customer information with other parties who have
financial, employment or business dealings with you. If you give us your
Social Insurance Number, we may use it to identify you with credit reporting
agencies and other parties, and we may keep it along with other information
about you in our records, even after your account is closed to use for the
purposes stated above. We ensure that any third party is bound to respect
your privacy rights in the same way that we are.

MySpace states that it may share a user’s personally identifiable information with “Affiliated
Companies” if it has a business reason to do so. 129 However, no definition or list of “affiliated
companies” is provided.
Organizations may mention limitations around disclosure of personal information to
service providers or contracted companies
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Where organizations mention that they share their customers’ personal information with service
providers or companies with whom they contract to provide data processing services on their
behalf, they may mention some of the limitations around this disclosure. However, such
limitations are not always expressed regarding information shared with the more broadly termed
“third parties” such as “affiliates, subsidiaries, partners, trusted businesses or other companies.”
For example, Google’s Privacy Policy states that it will share personal information with other
companies or individuals outside of Google in limited circumstance, including:
We provide such information to our subsidiaries, affiliated companies or other
trusted businesses or persons for the purpose of processing personal information
on our behalf. We require that these parties agree to process such information
based on our instructions and in compliance with this Privacy Policy and any
130
other appropriate confidentiality and security measures.

Microsoft’s privacy policy reads: “We occasionally hire other companies to provide limited
services on our behalf, such as handling the processing and delivery of mailings, providing
customer support, hosting websites, processing transactions, or performing statistical analysis
of our services. Those service providers will be permitted to obtain only the personal information
they need to deliver the service. They are required to maintain the confidentiality of the
information and are prohibited from using it for any other purpose than for delivering the service
to Microsoft in accordance with Microsoft’s instructions and policies.” 131
Yahoo!’s Privacy Policy states that it provides information to trusted partners who work on
behalf of or with Yahoo! under confidentiality agreements, which may use its users’ personal
information to help Yahoo! communicate offers from Yahoo! and marketing partners. 132
However, these “marketing partners” do not have any independent right to share this
information.
Bell notes that when they disclose personal information to third parties, “we give only the
information that is required under the specific circumstances. That information is used only for
the purpose stated and is subject to strict terms of confidentiality. The employees of the
companies that we share this information with must meet and respect our privacy standards.” 133
Shaw notes that its relationship with its partners, associates and third parties with respect to
disclosure of customer information is “governed by strict confidentiality standards and policies to
ensure the customer’s information is secure and treated in accordance with The Personal
Information Protection and Electronic Documents Act and with the utmost care and respect.” 134
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Videotron notes that they do not sell or disclose any personal information on our subscribers to
outside organizations, including our affiliated companies. Only organizations that act as agents
for Videotron are authorized to use customer personal information and agents are subject to
Videotron’s Personal Information Protection Code and cannot disclose information about
Videotron’s customers without the customer’s consent. 135
RBC’s privacy policy states: “The agents we retain are subject to strict privacy and
confidentiality standards which prohibit the collection or use of any personal or non-personally
identifiable information for any purpose other than to facilitate specific operations that they have
been contracted to provide.” 136
CIBC notes that it may collect, use or disclose personal information without consent where
CIBC uses an outside supplier to do work on its behalf. “For example, we may use suppliers to
print statements and chequebooks, conduct telemarketing, collect accounts or process
transactions on our behalf. We select suppliers carefully and insist they have privacy and
security standards that meet CIBC's strict requirements. Similarly, your payment transactions
will be processed through payment systems or networks operated by others such as the Visa,
MasterCard®2, Interac®3 or Canadian Payments Association’s systems. We may share your
information with these operators on a confidential basis to process transactions, provide
customer service, promote the service and for other reasonable purposes.” 137
TransUnion may share personal information with third parties who are engaged to assist with
the provision of services and information to their clients. “These service providers are prohibited
from using your personal information for any purpose other than to provide this assistance and
are required to protect personal information disclosed by TransUnion and to comply with the
general privacy principles described in this Privacy Policy.” 138
Where non-PII is shared with companies to achieve customization of advertising and marketing
messages, MySpace prohibits these companies from sharing non-PII with any third party or
from using it for any other purpose. MySpace’s Privacy Policy notes that the information used
for targeted advertisement does not provide PII or identify the user to third parties. 139
Twitter’s privacy policy reads: “We engage certain trusted third parties to perform functions and
provide services to us. We may share your personal information with these third parties, but
only to the extent necessary to perform these functions and provide such services, and only
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pursuant to obligations mirroring the protections of this privacy policy.” No greater clarity is
provided with respect to who may constitute a trusted third party. 140
In other, limited circumstances, Acxiom may share data by providing access to the non-personal
information we collect to service providers who assist Acxiom with storage, analysis, or other
services. These service providers are subject to confidentiality restrictions, and are not
authorized to utilize the information in any way other than to provide their services to Acxiom. 141
Most privacy policies address retention
Most privacy policies addressed retention, but some organizations’ privacy policies did not
address retention of personal information at all. 142 Where organizations’ privacy policies discuss
retention practices, rarely is a timeframe mentioned for retention. Rather, privacy policies
usually parrot the wording in PIPEDA, which refers to retention for “only as long as necessary
for the fulfillment of the purposes for which it was collected.”
Bell’s Code notes that the “Bell Companies shall retain personal information only as long as
necessary for the fulfillment of the purposes for which it was collected.” 143 Similarly, Rogers
states that “Rogers retains personal information only as long as necessary for the fulfillment of
those purposes.” 144 Videotron “only retains Personal information as long as necessary or useful
for its intended purposes or in accordance with legal requirements.” 145 Videotron also notes that
“[r]aw data that could be used to identify individuals is destroyed on a regular basis. Videotron
does not use this personal information for its own commercial or other advantage or for that of
others.” 146
Regarding retention, TD’s privacy policy states that TD “[retains] your information only as long
as it is required for the reasons it was collected.” The length of time information is retained
varies depending on the product or service and the nature of the information. 147
CIBC’s privacy policy states: “We retain personal information only as long as necessary for
these purposes.” The policy goes on to state that “the length of time we keep your information
will vary depending on the product or service and the nature of the personal information.” 148
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Equifax Canada’s privacy policy states: “Credit information in your consumer credit file is
maintained in accordance with legislated data retention guidelines.” The policy states that “when
Equifax destroys old information and records, it does so in a safe and secure way.” 149
TransUnion retains personal information in their credit information database for as long as
necessary to fulfill the purposes for which it was collected and to comply with applicable
laws. TransUnion’s privacy policy states: “Furthermore, we ensure that our retention policies
comply with the requirements of provincial consumer reporting legislation.” 150 Provincial
legislation outlines the maximum period for reporting negative information. TransUnion notes
that it will maintain a record of positive credit information, or accounts that were paid and have
no negative history, for a period of twenty years. 151
Few organizations’ privacy policies mention de-identification or anonymization in their
privacy policies
Few organizations mention de-identification or anonymization in their privacy policies. Where
anonymization is discussed, the terminology of “anonymous” or “anonymization” is generally
used. Terminology such as “de-identification” or “depersonalization” was only seen in two
privacy policies in PIAC’s review. 152 Where anonymization is mentioned, it is usually equated
with destruction or erasure of personal information. Any re-identification risk associated with deidentification or anonymization of personal information was not mentioned in any of the privacy
policies reviewed.
For example, Bell Canada’s Code of Fair Information Practices and TELUS’ Privacy Code
identically state in Principle 5.6 that “The [Bell Companies/TELUS] shall maintain reasonable
and systematic controls, schedules and practices for information and records retention and
destruction which apply to personal information that is no longer necessary or relevant for the
identified purposes or required by law to be retained. Such information shall be destroyed,
erased or made anonymous.” No greater detail is provided in either code with respect to
anonymization practices.
Videotron states: “Videotron applies reasonable and systematic control measures, schedules
and practices for keeping and destroying Personal information and files that are no longer
needed for nor relevant to their intended purposes, or that are no longer required by Law. Such
information is destroyed, deleted or depersonalized.” 153 Principle 9 goes on to state that:
“Thorough methods are used to destroy or depersonalize all copies of Personal information,
subject to conservation time frames and in compliance with the Code.” 154
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TD’s privacy policy states: “When your information is no longer needed for the purposes
explained to you, we have procedures to destroy, delete, erase or convert it to an anonymous
form.” 155 CIBC’s policy states: “When your information is no longer required, we securely
destroy it or delete personally identifiable information.” 156 It is unclear from CIBC’s policy
whether all “personally identifiable information” associated with an individual is deleted, or
whether certain pieces of “personally identifiable information” are deleted to de-identify or
anonymize the individual.
MasterCard uniquely lists a use of its customers’ personal information as “perform data
analyses” which includes “anonymization of personal information.” 157 However, no detail is
provided with respect to the processes of anonymization for personal information.
Microsoft notes in its privacy supplement that it removes identifiers in search information after
18 months. 158
Yahoo! notably provides the most detailed publicly available information around its deidentification or anonymization practices, as its privacy policy provides a link to a page that
describes its data storage and anonymization techniques. 159 Yahoo!’s policy notes:
“Anonymization is a process of removing or replacing personal identifiers in data records so that
the resulting data is no longer personally identifiable. This is also referred to as de-identification.
We use these terms interchangeably.” 160 Yahoo! policy states that it uses “a multi-step process
to replace, truncate, or delete identifiers in order to de-identify data” and de-identifies user log
file data within 90 days of collection, with limited exceptions. Yahoo! states that it also takes
additional steps so that data collected and used to customize interest-based advertising and
some content on Yahoo! are not associated with “personally identifiable information.”
Facebook’s privacy policy states: “If in any of these cases we receive data that we do not
already have, we will “anonymize” it within 180 days, meaning we will stop associating the
information with any particular user.” No detail is provided regarding how the data is
anonymized or how the association with the particular user is removed. 161
Twitter notes that log data is automatically recorded by their server, which may include
information such as the user’s IP address, browser type, the referring domain, pages visited, the
user’s mobile carrier, device and application IDs, and search terms. Interactions with Twitter’s
website, applications and advertisements may also be included in the log data. After 18 months,
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the server log data will either be deleted or common account identifiers removed, such as
username, full IP address, or email address. 162
*****
Below, PIAC notes in greater detail aspects and trends regarding the above aspects of a
sector’s privacy policies according to the sectors analyzed. In some cases, PIAC was able to
find publicly available information about a sector’s anonymization or de-identification practices,
which helps inform the greater discussion about how an organization’s privacy policies address
anonymization.

6.1.1. Search engines
In 2008, the European Union Article 29 Working Party scrutinized retention practices
surrounding search query data. The Article 29 Working Party suggested that search query data
should not be retained for more than three months, after which the data should be destroyed or
anonymized. The Article 29 Working Party’s efforts are discussed in greater detail in section 11
below, but it is important to note that their efforts have resulted in increased public discussion
about the de-identification or anonymization practices surrounding search query data.
Google’s Privacy Policy states that it stores search engine log data, which typically includes the
user’s web request, IP address, browser type, browser language, the date and time of request,
and one or more cookies that may uniquely identify the user’s browser. Google explains why it
stores search engine log data in its privacy FAQ:
We store this data for a number of reasons. Most importantly, we store data to
improve our search results and to maintain the security of our systems. Analyzing
logs data helps our engineers both improve your search quality and build helpful
163
innovative services.

Google’s Privacy Policy does not make any reference to retention of personal information or
policies or practices with respect to de-identification or anonymization of personal information.
Google was the first search engine to announce a policy to anonymize server logs after 18 to 24
months in March 2007. 164 Google announced that it would anonymize server logs after a limited
period of time, unless legally required to retain data for longer. The data would be anonymized
such that “it can no longer be identified with individual users after 18-24 months.” 165 Google
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further clarified in June 2007 that search server logs would be anonymized after 18 months and
that it had a legitimate interest in retaining search server logs for the following reasons:
… to improve our search algorithms for the benefit of users
to defend our systems from malicious access and exploitation attempts
to maintain the integrity of our systems by fighting click fraud and web spam
to protect our users from threats like spam and phishing
to respond to valid legal orders from law enforcement as they investigate and
prosecute serious crimes like child exploitation; and
to comply with data retention legal obligations.

166

In other non-privacy policy statements, Google has noted that it anonymizes IP addresses after
9 months and cookies in their search engine logs after 18 months. In 2007, Google announced
that it would anonymize server logs after 18 months to strike a balance between improving
Google’s services for its users while providing increased transparency and certainty surrounding
its retention practices. 167 The 18-month retention period was needed to meet Google’s interests
in security, innovation and anti-fraud efforts.
Vicent Toubiana and Helen Nissenbaum recently published a paper analyzing Google’s log
retention policies. 168 They noted that Google generalizes its data by grouping search queries in
log bundles by deleting the last octet of logged IP addresses. This generalization guarantees
“reasonable privacy protection.” 169 However, Toubiana and Nissenbaum suggest that because
the bundles still contain identifying information, generalization fails to provide privacy
guarantees and part of the search logs can be de-anonymized:
With the last byte of the IP address removed, the IP that was used to issue the
request could be any of the 256 IP addresses in the block. However, for this
process to be effective, a significant part of the users in the same address block
should use the same search engine. Indeed, if a search engine counts only one
active user in an IP address block, removing the three first bytes of the address will
not help in preventing his or her re-identification. The impact of the IP modification
is more effective if the search engine is very popular in the area covered by the IP
block. For instance, in 2007, a block of 256 IP addresses contained on average 57
170
Yahoo! active users.
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Toubiana and Nissenbaum note that these sanitized search logs are stored for an indefinite
period of time and are not subject to the same access policies that non-anonymized search logs
are, such as access restrictions that are contained in Google’s privacy policy because sanitized
search logs are not supposed to contain “personal information.” Thus, these logs could be
shared with third parties. 171 These logs could be assimilated to aggregate data.
Microsoft’s Bing Privacy Supplement notes that it will collect “the search terms you provide,
along with your IP address, the unique identifiers contained in the cookies, the time and date of
your search, and your browser configuration. We will attempt to derive your approximate
location based on your IP address, and will use that information to display search results
tailored to your geographic location.” 172 The supplement also notes that search query data may
be used for the purpose of “personalizing the ads we display to you as you use our services or
those of our advertising partners. The search terms you enter in Search are categorized and
certain user segments are inferred based on those terms.”
No references are made in Microsoft’s privacy policy with respect to its practices for deidentifying or anonymizing personal information, however the Bing Privacy Supplement
references de-identification. The Bing Privacy Supplement notes that Microsoft stores search
service search terms and the cookie IDs associated with search terms separately from any
account information that directly identifies the user, such as name, email address or phone
numbers. Microsoft also notes in the Privacy Supplement: “Further, we have built-in
technological and procedural safeguards designed to prevent the unauthorized correlation of
this data. We take additional steps to protect the privacy of stored search information by
removing the entirety of the IP address, cookies and other cross session identifiers, after 18
months.” Microsoft also notes that they may “share some search query data with selected third
parties for research purposes. Before we do so, we remove all unique identifiers such as IP
addresses and cookie IDs from the data. We also run the data through a process designed to
remove identifiable information that users may have included in the search terms themselves
(such as social security numbers or credit card numbers). Additionally, we require these third
parties to keep the data secure and to not use the data for any other purposes.”
In 2007, Microsoft published a white paper entitled “Privacy Protections in Microsoft’s Ad
Serving System and the Process of ‘De-identification.’” 173 Microsoft stated that by design, it
bases its ad selection solely on data that does not personally and directly identify individual
users by using an “Anonymous ID.” The “Anonymous ID” is created by applying a one-way
cryptographic hash function to the user’s Windows Live User ID. Microsoft states that the “oneway cryptographic hash function ensures that there is no practical way of deriving the original
value from the resulting hash value – that is, the process cannot be reversed to obtain the
original number.” 174 Microsoft goes on to state that “[b]ecause all personally and directly
identifying information about a user is stored on servers in association with a LiveID rather than
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an [anonymous ID], there is no practical way to link data stored in association with an
[anonymous ID] back to any data on Microsoft servers that could personally and directly identify
an individual user.” 175
In December 2008, Microsoft announced that it would anonymize search data and voiced its
support for the Article 29 Working Party’s call for a common industry standard for search
anonymization. Microsoft in a blog post in February 2009 stated that Microsoft deletes the
entirety of the IP address, as well as other cross-session identifiers such as persistent cookie
IDs. 176 The blog post notes that Microsoft de-identifies search queries immediately by storing
search queries separately “from information that could directly identify the individual such as the
name and address linkable to each other and the PC, with technical protections in place to
prevent the data from being connected to personally identifying information.” After 18 months,
the search data is “anonymized completely” by complete removal of the full IP address and
cross-section identifiers. Microsoft has previously noted that partial methods such as removal of
only the last few digits of a consumer’s IP address do not fully protect consumer privacy,
whereas their approach renders the search terms “truly and irreversibly anonymous.” 177 This is
a criticism of Google, whose de-identification technique only removes the last octet of their
customer’s IP addresses.
In testimony before the United States Senate on Committee on Commerce, Science &
Transportation in 2008, Associate General Counsel of Microsoft Michael D. Hintze testified that
Microsoft designed their systems and processes to protect user privacy by separating search
terms from account holders’ personal information, such as name, email address and phone
number, and to keep them separated in a way that prevents them from being easily recombined.
This method ensures that Microsoft only uses data that does not personally identify individual
consumers to serve online advertisements. Hintze noted that this “de-identification” process
meant that “search query data and data about web surfing behaviour used for ad targeting is
associated with an anonymized identifier rather than an account identifier that could be used to
personally and directly identify a consumer.” 178
In January 2010, Microsoft announced a change in their data retention policy wherein Microsoft
would delete the entire IP address associated with the search queries after 6 months rather than
18 months. 179 This policy would be implemented within the next 12 to 18 months. Microsoft
would continue to de-identify search queries immediately by storing search queries separately
from any account information that could directly identify an individual. After 6 months, Microsoft
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would remove the entire IP address associated with the search query. After 18 months,
Microsoft would remove any remaining cross-identifiers which would, according to Microsoft,
completely anonymize the search data.

Figure 8: Bing Search Privacy Practices Chart
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Notably, Yahoo!’s privacy policy provides a link to a page that describes its data storage and
anonymization techniques. 181 Yahoo! notes that its policy is “to de-identify user log file data
within 90 days of collection, with limited exceptions to fight fraud, secure systems, and meet
legal obligations.” Yahoo! also takes additional steps so that data collected and used to
customize interest-based advertising and some content on Yahoo! are not associated with
“personally identifiable information.” With respect to account information, a copy of information
provided at the time of registration is retained and kept active to provide access to personalized
preferences each time the user visits Yahoo!. If a user requests the deletion of their account,
Yahoo! will delete the account from their database in approximately 90 days, though they note
that account information may remain in back-up storage for some period of time after the
deletion request.
In a policy blog post dated April 15, 2011, Yahoo! announced that they intend to change their
log file data retention policy “to meet the needs of our consumers for personalization and
180
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relevance, while living up to their expectations of trust.” 182 Yahoo! noted that they would hold
raw search law files for 18 months. In the spirit of transparency, Yahoo! rolled out notifications
across Yahoo! consumers and stated that they expect to implement the new policy in mid-to-late
July.
Yahoo! noted in a follow-up blog post its four-step approach to de-identifying search log file
data:
Step 1: Delete IP address for most search log files and apply a one-way secret
hash to the limited IP addresses that are needed to help our systems detect and
defend against fraudulent activity.
Step 2: One-way secret hash (a form of encryption) unique identifiers from
browser cookies.
Step 3: Same as above but we additionally delete half of each identifier
associated with a Yahoo! ID. We take this extra step for registration IDs
because, unlike browser cookies that only identify a unique browser, we do
associate these with personal information like names and email address.
Step 4: Look for patterns common to personally identifying information such as
credit card number formats, Social Security number format, telephone numbers,
street addresses and non-famous names that often appear in search log files –
and then replace those values so it’s no longer identifying to anyone. We would
know that a telephone number was searched, for example, but don’t keep the
183
number that was entered.

The inclusion of step 4, or suppression, suggests that Yahoo!’s de-identification practices are
more comprehensive than both Google’s and Microsoft’s known de-identification practices and
likely best reduce the risk of re-identification.
With respect to de-identification, Yahoo!’s policy notes: “Anonymization is a process of removing
or replacing personal identifiers in data records so that the resulting data is no longer personally
identifiable. This is also referred to as de-identification. We use these terms interchangeably.” 184
Yahoo! states that they use “a multi-step process to replace, truncate, or delete identifiers in
order to de-identify data.” Yahoo!’s anonymization policy applies to user log file data and
includes searches, ad views, ad clicks, page views and page clicks. This data is stored in
identifiable form for 90 days, however some exceptions apply, such as select log data that will
be retained for 6 months to detect product and financial fraud or manage abuse. There may also
be exceptions for legal obligations.
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Yahoo! also describes how it collects and maintains information about its users’ interests based
on user web surfing activity when visiting the Yahoo! network of websites. Yahoo! maintains
information in both idenfiable and de-identified forms. A cookie is placed on the user’s computer
when the user logs into their Yahoo! account. The cookie will contain information about the
user’s interests. Information that Yahoo! collects related to the user’s activities and interests is
maintained on its servers and is associated with Yahoo! cookies. If the user is not signed into a
Yahoo! account, Yahoo! uses de-identification to prevent the user from being identified: “If you
are a Yahoo! registered user who is not signed-in, Yahoo! will continue to store information
about your interests based on a unique browser cookie. This cookie is an encrypted (or “oneway secret hashed”) form of a Yahoo! cookie that is de-identified from your Yahoo! account
information. This de-identified cookie cannot be used by any third-parties to identify you.” When
the user is not signed into Yahoo!, Yahoo! uses this encrypted cookie and the associated
interest information to match advertisements and content to the user’s interests.

6.1.2. Telecommunications service providers
Lawful access or surveillance legislation has been re-introduced in Canada for several years
now and such legislation would impose retention obligations on telecommunications services
providers for customer communications. Lawful access legislation has not yet been passed in
Canada, though law enforcement stress the need for such legislation to help combat crimes that
are increasingly organized using electronic devices. If passed, lawful access legislation would
require internet service providers to invest in technologies to make the real-time observation of
users’ internet activities and communications possible. 185
Some telecommunications service providers also use deep packet inspection technologies to
manage internet packet flow, which can raise privacy concerns. Deep packet inspection internet
traffic management practices and restrictions on the use of confidential customer information
will be discussed in greater detail in section 10 below.

6.1.3. Social networking websites
Social networking sites collect an abundance of personal information about its users, who often
post comprehensive details about their lives, interests and thoughts on their profiles in order to
share with their friends or networks.
185
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Facebook shares a wealth of personal information with third parties. For example, Facebook
shares a user’s Facebook information with applications and websites that use the Facebook
platform that a user interacts with. Before allowing these third parties to access users’ Facebook
information, they must agree to the terms that limit their use of the personal information. These
third parties will have access to the user’s name, the user’s friends’ names, profile pictures,
gender, user ID, connections, and any content that the user has shared with the “Everyone”
privacy setting. Thus, data shared with third party applications is not typically anonymized or deidentified.
A recent article examines privacy concerns with Facebook’s “Like” button and how the Like
button is used to track web users. 186 The button is a tool for Facebook members to indicate that
they like a certain website or item on a website. However, Arnold Roosendaaal states that the
Like button is used to place cookies and trace web users, regardless of whether they actually
use the button and regardless of whether they have a Facebook account:
“The browsing behavior of individuals can be connected to their Facebook account. When a
user has no Facebook account, a separate set of data concerning individual browsing behavior
can be created. When a user creates an account later on, the data can be connected to the
newly established profile page.” 187
The Facebook Like button collects data about the user’s interests. Roosendaal notes that the
exact purposes for the collection of the data are not clear and the limitations are undefined,
though it can be expected that Facebook uses the data for targeted advertisements on their
website. Roosendaal argues that this data is personal information as the unique user
identification number belonging to the profile of the member is included in the cookie and sent to
the Facebook servers in the HTTP request. “Even when Facebook would state not to connect
the data to the individual profile, the data have to be considered personal data, because for
determining whether a party is able to link the data to an identifiable individual all means
available to that party have to be taken into account. Facebook clearly has the user data and
identification numbers, so they can link the data to an identifiable individual.” 188
For the data belonging to web users that do not have a Facebook account, Roosendaal argues
that the extensive data collected reveals a detailed picture of individual preferences and
interests which become increasingly personal and facilitate individualization. As well, devices
are more personal as they are not shared with different users.
No mention is made in Facebook or MySpace’s privacy policy regarding de-identification or
anonymization. Facebook’s policy states that when a user wants to leave Facebook, they can
deactivate or delete their account. A deactivated account will hide the user’s profile from being
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viewed by others but the information will not be deleted. A user can also delete their account,
which is “permanently deleted from Facebook.” Removed and deleted information may persist in
backup copies for up to 90 days, but it will not be available to others. MySpace does not provide
any detail regarding retention.
Twitter notes that log data is automatically recorded by their server, which may include
information such as the user’s IP address, browser type, the referring domain, pages visited, the
user’s mobile carrier, device and application IDs, and search terms. Interactions with Twitter’s
website, applications and advertisements may also be included in the log data. After 18 months,
the server log data will either be deleted or common account identifiers removed, such as
username, full IP address, or email address.

6.1.4. Data compilers and aggregators
There are a number of companies that offer data compilation and aggregation products to
provide customer predictions and segmentation systems. Three companies’ business and
privacy policies are described below: Generation5, Rapleaf, and Acxiom.
Generation5 is a Canadian company that promotes itself as the largest, most up-to-date,
detailed and accurate customer predictions and segmentation systems in North America, “the
most reliable source for detailed consumer data and predictive analysis.” 189 It claims that “large
and mid-sized organizations throughout North America turn to Generation5 when they need to
identify potential customers, analyze and predict consumer behaviour, and support strategic
business decisions.” 190 Generation 5 states: “we are able to help you target the right customer
at the right time and in the right place for acquisition, retention, or up-sell. Our predictions of
purchase potential, shopping behavior, and customer attitudes allow you to more effectively
target your customers and produce higher response rates and sales—and ultimately, higher
profitability.”
Generation5 builds exhaustive consumer profiles based on postal codes across Canada. The
data is collected from “data partners” which include credit bureaus, Statistics Canada, mediarating agencies, market research groups, real estate information services and others. 191
Businesses also contribute purchasing information from loyalty programs. Generation5 builds a
rough profile that includes probable demographics such as age range, education level, income,
credit information, past purchase behaviour, media-consumption habits and preferences, and
attitudes about politics and technology. Generation5 provides clients with specific and detailed
information, “down to the household, ZIP+4 or postal code, so you can see your customer
clearly for the first time.” 192 Its proprietary prediction engine creates unique geodemographic
data with thousands of attributes provided for each postal code and ZIP+4 in North America,
including expenditure, psychographic, lifestyle, behaviour and attitudinal attributes. Generation5
Director of Client Management notes that they are not working with individual consumer
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information and they do not want it as their focus balances anonymity with consumer
targeting. 193
Rapleaf is an American company that offers products to compile and analyze large amounts of
consumer information. It helps Fortune 2000 companies gain insight into their customers to
deliver more personalized services and meaningful messages at the right time. 194 Rapleaf
aggregates public information available online, such as social media sites, and data from offline
sources, such as public records, surveys, and census data from trusted partners. Rapleaf
claims that “[t]his information allows companies you already have a relationship with to engage
with you in a more relevant way.” 195 Rapleaf also uses this data to create anonymous audience
segments for online ad placements, such as “female” and “age 24-34.” Segments are added
based on the user’s demographics and interests to Rapleaf cookies placed on the user’s
browser, which tells ad serving networks which ads the user will find relevant. Rapleaf notes:
“Because our segments are based on general profile data, Rapleaf cookies enhance your user
experience without identifying you personally.” 196
Rapleaf’s data is structured around individual email addresses and according to Rapleaf’s
privacy policy, the data “contain[s] personally and non-personally identifiable information.” 197
Rapleaf allows users to see and edit data associated with their account and to opt-out of
Rapleaf’s database at any time.
Rapleaf’s privacy policy does not mention its data retention practices, or whether it de-identifies
or anonymizes data when it is no longer needed. However, its blog has noted that does not
collect IP addresses and builds “deep anonymization.” 198 Notably, one of Rapleaf’s blogposts
discusses anonymity in detail, describing how “it’s become abundantly clear that simply
stripping your dataset of [personally identifiable information] is not enough to make it
anonymous.” 199 The post describes its Anonymouse project, which aims to come up with a way
to anonymize browser cookies that Rapleaf drops by selectively excluding data so that its users
are sufficiently indistinguishable. The threshold of “sufficiently indistinguishable” is defined using
the notion of k-anonymity. Rapleaf tries to retain as much valuable data as possible, so they
define “the value of an anonymization strategy by its value retained: the value of the
anonymized dataset divided by the value of the un-anonymized data.” The post describes
Rapleaf’s challenges with the Anonymouse project. These discussions demonstrate greater
transparency about Rapleaf’s anonymization efforts than any other data aggregator companies
and coupled with Rapleaf’s straight forward opt-out, provide greater transparency to consumers.
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In a March 2011 study released by Rapleaf, it used its database of identifiable information to
extract a sample of Google employees and Microsoft employees to subsequently analyze their
grocery purchase behaviour in partnership with an unnamed loyalty cards aggregator. Rapleaf
anonymized the data so that the study does not reveal the names of any of the individuals.
Rapleaf examined the percentage of customers who purchased major grocery store products
and compared the percentages. 200 The study shows that Googlers are more likely to spend their
grocery money on junk food than Microsoft employees, who purchased more butter and
vitamins.
Acxiom, a global interactive marketing service, provides technology that “enable marketers to
successfully manage audiences, personalize consumer experiences and create profitable
customer relationships.” 201 It boasts a superior approach that combines consumer data and
analytics, databases, data integration and consulting solutions for personalized multichannel
marketing strategies. Acxiom notes that its marketing products contains information on
households in the United States from sources including phone directories, websites directories
and listings, real property recorder information, pre-2000 drivers’ licenses and motor vehicle
information, as well as demographic information, surveys, questionnaires and aggregated
purchase information. 202 Acxiom notes that its marketing products do not include specific details
about a purchase, detailed financial information, credit information, medical information, social
security numbers, or personally identifiable information about children under the age of 13.
Acxiom provides its clients with an online ad targeting solutions “which enables the anonymous
delivery of relevant offers to the right consumers while both protecting the privacy of consumers
and offering them a choice about participating in such activities.” Consumers can opt out of
Acxiom’s marketing products, services and advertisements, but it is not clear whether opting out
will simply cease the delivery of targeted advertisement or whether the opt out also ceases
collection of the user’s personal information and online tracking. 203
6.1.4.1.

American complaint against real time bidding of targeted
profiles of individual users

In April 2010, the Center for Digital Democracy (CDD) with the United States Public Interest
Research Group (US PIRG) and World Privacy Forum filed a complaint with the Federal Trade
Commission on the growing role of selling targeting profiles of individual users online to the
highest ad bidder, via real-time (25 millisecond) auctions. The complaint names Google, Yahoo,
PubMatic, TARGUSinfo, MediaMath, eXelate, Rubicon Project, AppNexus, Rocket Fuel and
200
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other. As explained by online marketer AppNexus, “… internet ad exchanges … are basically
markets for eyeballs on the web. Advertisers bid against each other in real time for the ability to
direct a message at a single web surfer. The trade takes 50 milliseconds to complete.” 204 The
complaint describes a number of industry practices and the practice of “real-time bidding” which
are discussed here. The complaint demonstrates marketing and informatics practices that the
industry uses to improve their targeted market to individuals online. These marketing companies
collect and obtain detailed and comprehensive information about individuals and in some cases
may claim that the data is “anonymous.”
The complaint describes “real-time bidding” (RTB) as the fastest growing segment of online
advertising in the United States. With RTB, advertisers have a great level of transparency
available on the individual user in real-time, providing insights that allow the advertiser to buy
impressions to reach specific users or to reject them as the campaign is in progress. 205
Advertisers can examine site visitors one-by-one and bid to serve them ads almost instantly
using data providers like BlueKai, eXelate, AppNexus who add information about what the
person has been doing online, quoting one marketer saying: “It’s a lot about being able to get
the right users, but it’s also about passing on certain instances where we don’t think you’re in
the market, based on what you’ve been doing in the past hour.” 206 RTB promises precise
optimization of marketing the right message to the right audience at the right time. Below are a
number of diagrams explaining RTB from the marketing materials of various companies.
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Figure 9: Aggregate Knowledge diagram of “real-time audience discovery flow” using “normalized profiles from trusted third
207
party data sources”

Figure 10: Diagram of “yield management optimization” from Rubicon Project that determines the most valuable ad
208
impression to optimize the ad display

207

Diagram from Aggregate Knowledge, “Take Control Over Your Audience” on p. 10 of CDD et al.
complaint to the FTC.
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Figure 11: Diagram from PubMatic showing how the RTB process works for each impression, which uses data to predict the
209
ad price, which is used to bid on the user – the highest RTB is accepted if it is higher than the non-RTB ad price

Figure 12: Diagram from PubMatic showing how RTB can result in higher value of the brand to the individual

208

210

Diagram from Rubicon Project, “The Future of Yield Management Optimization” on p. 16 of CDD et al.
complaint to the FTC.
209
Diagram from PubMatic’s “Understanding Real-Time Bidding (RTB) from the Publisher Perspective” on
p. 20 of the CDD et al. complaint to the FTC.
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The complaint alleges that industry practices fail to protect consumer privacy and fall short of
providing a reasonable understanding of the data collection process, including significant
variations in how cookies are stored and outside data sources are used. RTB incorporates and
uses an array of third party data sources for instantaneous online marketing profiling and
targeting. For example, eXelate claims to enable data buyers to build “an instant targeting
function to optimize their campaign delivery”:
Exelate “gathers online consumer data through deals with hundreds of websites.
The firm determines a consumer’s age, sex, ethnicity, marital status and profession
by scouring web-site registration data. It pinpoints, for example, which consumers
are in the market to buy a car or are fitness buffs, based on their internet searches
and the sites they frequent. It gather and stores the information using tracking
cookies, or small strings of data that are placed on the hard drive of the consumer’s
computer when that consumer visits a participating site. Advertisers, in turn,
purchase cookie data from eXelate and use it to buy targeted online ads.” Exelate’s
recent agreement with Nielsen will ‘allow advertisers to go to eXelate to buy New
York-based Nielsen’s trove of data converted to a cookie-based digital format. That
data comes from sources including the Census Bureau, the firm’s own research
and that of other consumer-research firms, such as Mediamark Research and
211
Experian Simmons.

BlueKai compiles and sells “intent data” that includes information about a user’s behaviour,
including when they have engaged in a financially-related transaction. This can include
information about a user that is obtained from “branded sites with access to purchase, shopping
comparison, or auction behaviour.” It can include user information such as “price search by
make and model or destination city; activity on loan calculators and comparison sites.” 212
TARGUSinfo uses third-party data for instantaneous user targeting to “layer data on top of an
ad impression prior to bidding on that impression. The systems are able to ingest data from third
parties and associate it with a user.” 213 TARGUSinfo stated in December 2009 that it had over
80 million unique cookies representing over 40% of online users. TARGUSinfo’s AdAdvisor
boasts that it “can accurately identify people who are likely to exhibit a certain behaviour and
help advertisers reach them online. A consumer AdAdvisor identifier can include age, gender,
zip code and … thousands of profiles and attributes.” 214
CDD et al. note that marketers still claim in their privacy policies that cookies and the outside
data collected about individuals are not “personally identifiable.” For example, MediaMath insists
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that cookies for individual targeting via a per-impression auction is not considered personally
identifiable and fails to trigger privacy concerns:
MediaMath does not collect personally identifiable information about you. In other
words, we do not collect information, such as your name, address, phone number,
or email address. However, MediaMath does collect certain non-personally
identifiable information about you. … The non-personally identifiable information
that we collect is used for the purpose of targeting ads and measuring the
effectiveness of ads on behalf of MediaMath’s advertisers. … MediaMath may
receive non-personally identifiable data, such as behavioural, contextual or
rd
demographics, through partnerships with online and offline 3 party data
215
providers.

Similarly, the Interactive Advertising Bureau in a February 2010 document defines behavioural
targeting as “using previous online user activity (e.g. pages viewed, content visited, searches,
clicks and purchases) to generate a segment which is used to match advertising creative to
users (sometimes also called Behavioural Profiling, Interest-based Advertising, or online
behavioural advertising). Behavioural targeting uses anonymous, non-PII data.” 216

6.2. Consultation with industry associations
PIAC designed a questionnaire to canvass industry practices and views on de-identification of
consumer personal information. PIAC asked privacy sector organizations and industry
associations to complete the questionnaire but only received responses from three industry
associations: the Canadian Bankers Association, the Canadian Life and Health Insurance
Association, and the Insurance Bureau of Canada. The questionnaire asked organizations
whether they employed the practice of de-identifying personal information and what deidentification techniques were used. Participants noted the highly technical nature of the
questionnaire, which may have limited their ability to provide more fulsome information.

6.2.1. Canadian Bankers Association
The Canadian Bankers Association (CBA) is a voluntary industry association that works on
behalf of 52 domestic banks, foreign bank subsidiaries and foreign bank branches operating in
Canada. 217 The CBA first developed a statement of principles in 1986 and a comprehensive
voluntary privacy code of conduct for its members in 1996. The CBA notes that the values of the
CBA code are now reflected in the Personal Information Protection and Electronic Documents
Act.
The CBA canvassed its members regarding their practices and views on de-identification and
aggregation of consumer data. 218 The CBA noted that it received responses from large and

215

CDD et al. complaint to the FTC at para. 59, citing MediaMath’s Privacy Policy.
CDD et al. complaint to the FTC at para. 63, citing Interactive Advertising Bureau, “Networks &
Exchanges Quality Assurance Guidelines” at p. 38.
217
Canadian Bankers Association, http://www.cba.ca.
218
PIAC consultation with the Canadian Bankers Association, 18 May 2011.
216

59

small banks and their comments give a flavour of the banking sector’s views and are not a
representative sample of its membership.
Members of the CBA take the view that any information that can be linked to an identifiable
individual would be considered personal information. In that regard, postal code (in certain
cases), IP address, and username are considered to be personal information.
CBA banks that responded through the CBA to PIAC’s questionnaire de-identify personal
information. Common techniques of de-identification used by the participating CBA banks
include removal of personal information, suppression, generalization, assignment of unique
identifiers instead of personal information when providing to third parties, and aggregation.
Some responding CBA banks use randomization. Some responding CBA banks use deidentification techniques of irreversible coding and reversible coding, though these were less
frequently used than the common de-identification techniques noted above. De-identification
techniques of swapping and heuristics are also used but are not universally used by CBA
banks. Some CBA banks were familiar with k-anonymity but there was no indication that kanonymity was used by participating banks.
The CBA listed a number of different uses for de-identified and aggregated information.
Personal information may be de-identified and aggregated for marketing uses by CBA banks.
For example, a bank may want to examine a database of customer information in preparation of
a marketing campaign. The customer database would be compared against the defined
characteristics of the target market in a marketing model to determine a list of customers who
would be most likely to purchase the product. This process may involve a third party, in which
case the bank would de-identify the customer’s personal information before giving the
information to the third party. The third party would design the marketing model using the deidentified data and provide this marketing model to the bank. The bank would then run its own
customer database through the model to determine which customers would fall in the
appropriate market to target, while respecting both customer preferences and “do not solicit”
regulatory requirements. This same model could be used to determine a pool of a bank’s
customers who would benefit and be eligible to take advantage of the bank’s various loyalty
programs.
Another use of de-identified and aggregated information is risk modeling and credit scoring.
Customers’ information may be used to develop a risk scoring model based on the bank’s own
experience with its customers.
CBA banks noted other uses of de-identified and aggregated information such as development
and training of employees and testing and quality assurance.
Banks distinguish between aggregate personal information and de-identified data. The CBA
noted that their member banks’ privacy policies state that the customer’s personal information
will be used for the purposes of marketing and will be shared with suppliers and used to
determine which products and services will be most appropriate for the customer. The banks’
privacy policies do not specifically obtain consent from individuals to share their de-identified
personal information with other parties, but the broader privacy policy addresses how personal
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information is used by banks. The banks’ privacy policies do not specifically obtain consent from
individuals to share aggregated information with other parties since aggregated information is
not considered personal information. In most cases, the general privacy policy would apply to
aggregated information but some member banks’ privacy policies may speak to the use of
aggregated information for statistical purposes.
When asked if member banks provide an opt-out for individuals who do not wish to have their
data included in de-identified or aggregated data sets, banks responding to this question
indicated that they do not provide an opt-out.
CBA stated definitively that their member banks do not sell, lease or trade any customer
personal information, whether in de-identified or aggregate form.
Three general safeguards were mentioned to minimize the risk of re-identification from deidentified data. The first area where safeguards are implemented is administrative – member
banks have internally documented policies and processes. This includes separating employee
functions so that no individual has complete control over personal information and access is
limited to employees who need access to complete their job. This restricts the number of
individuals who have access to information that could be used to re-identify de-identified data.
The second level of safeguards is implemented in vendor contracts. Member banks have strict
vendor controls and processes for approving third-party vendors. Examples of third-party
vendors are cheque imprinters and credit card imprinters. Banks need to ensure that vendors
will meet specified standards and the sharing of information is always subject to contractual
terms that stipulate that information can only be used for the purposes for which it is given to the
third parties. Participating banks universally stated that third parties that receive de-identified
data are required to sign a contract specifying how de-identified may or may not be used. The
third safeguard implemented by the banks is technological safeguards, such as firewalls and
approved software tools to prevent re-identification.
PIAC asked how the banks evaluate the risk of re-identification for each party with whom they
share de-identified data and what risk factors are considered. Participating CBA members
responded that they conduct a review with each vendor on a regular basis. Often, the review is
conducted on-site with the vendor with whom the bank has a relationship. The bank’s
compliance and legal departments will put each vendor contract through the approved review
process. Three risk factors were identified as considerations: sensitivity of the data, risk of harm
to the individual if the data is exposed, and the reputational risk to the bank’s brand.
The majority of respondents stated that they maintain an audit trail on de-identified data to track
how the de-identified data is used internally and shared with other parties.
When asked whether the banks had ever re-identified individuals using de-identified data,
participating banks noted that they had. Two examples were provided. The first example
referred back to the marketing model that is developed by a third party supplier. The bank would
de-identify customer personal information before sending the data to the third party developing
the model. The model would run the de-identified data to identify customers that match the
target market and send the results back to the bank. The bank would then re-identify the
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customer in order to reveal to whom they should market, while respecting both customer
preferences and “do not solicit” regulatory requirements. The second example is for security
when the bank is sending information to another bank or supplier. To prevent fraud and any
interception risks, the data may be de-identified, for example, account information or other
identifying information may be removed, and once the de-identified information arrives at the
destination, the data will be re-identified so it can be useful to the recipient. Thus, the data is deidentified and segregated to reduce the potential for misuse of the information.

6.2.2. Canadian Life and Health Insurance Association
The Canadian Life and Health Insurance Association (CLHIA) is a voluntary trade association
that represents the collective interests of its member life or health insurance companies. 219 Its
members account for 99% of the life and health insurance business in Canada.
CLHIA notes that it has a lengthy and active history in the protection of personal information, as
the industry adopted “Right to Privacy” guidelines in 1980, the first privacy code to be adopted
by any industry group in Canada. CLHIA also participated in the development of the Canadian
Standards Association Model Code and in the development of the Personal Information
Protection and Electronic Documents Act.
CLHIA canvassed their members regarding their practices and views on de-identification and
aggregation of consumer data and based its comments on the replies received. 220
CLHIA notes that de-identification of personal information was done in specific instances and
the techniques used were dependent on the most effective or efficient method for the specific
situation. The most popular de-identification techniques used were removal of personal
information, suppression, generalization, assignment of unique identifiers, and aggregation. In
circumstances where de-identification is needed, the de-identification techniques could be used
to de-identify all data elements that could be considered identifiable in a record.
Some uses of de-identified information include: testing purposes; external and internal report
generation, such as when required complaints are reported to insurance regulators; research
and analytics; and training and development.
The following examples were provided:
a) Personal information removal – the field value may be removed and replaced with a
predefined value that cannot be associated with a real person. For example, a
person’s first and last name would be removed and replaced with the value test. In
some cases, such as upon receipt of an access request, the personal information
could be redacted. In other cases, such as training purposes, real data may be
gathered to depict a specific scenario, such as type of product purchased, amount
of insurance, gender, marital status; however, before the document is used,
identifiable personal information such as name, date of birth, salary, are changed to
reflect a fictitious personality. …
219
220
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b) Irreversible coding – the field value is adjusted via an algorithm that makes the
information fictitious and there is no way of deducing what the original value was.
For example, a person’s account information would be removed and replaced by a
number that simply starts at some number and increments by one for each record
that is made non-personally identifiable.
c) Swapping – the original value is removed and replaced by a predefined value. For
example, a person’s address would be removed and replaced with the address of
one of the company’s offices associated with the member’s province of
221
residence.

CLHIA notes that de-identification processes are not typically outsourced. Some respondents
use data masking tools that provide predefined algorithms for de-identifying certain fields, but
with the flexibility to allow user-defined algorithms. These tools are developed by third party
providers, but the actual extraction, de-identification and loading of the data is done by member
company employees.
CLHIA members do not generally address de-identification processes specifically in their
privacy policies. Respondent life and health insurance companies do not sell, lease, or trade deidentified or aggregated information. Non-identifiable customer information or aggregated
information may be used in the context of industry research, such as for the preparation of
surveys.
CLHIA stated that they understood that re-identification of specific data fields is possible but not
common. There are circumstances where reversible coding might be used, such as when
information about an individual is being sent from one location to another. In that case, a unique
identifier is adjusted via an algorithm that makes the information fictitious but the original value
can be deduced by applying the reverse algorithm. CLHIA noted that “appropriate safeguards
are maintained to keep the algorithm secure.”

6.2.3. Insurance Bureau of Canada
Insurance Bureau of Canada (IBC) is the national industry association representing Canada’s
private home, car and business insurers. 222 Its member companies represent 90% by premium
volume of the property and casualty insurance market in Canada.
IBC canvassed their members regarding their practices and views on de-identification, however
they noted that IBC’s response is an aggregation of the limited number of responses they
received and may not be representative of all of their member companies. 223
IBC notes that aggregate personal information, de-identified data and personal information are
similar but are different types of information, referring to the Gordon v. Canada (Health) 2008
Federal Court of Canada decision that sets out the test for determining when information is
221
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about an identifiable individual as where there is a “serious possibility that an individual could be
identified through use of that information, alone or in combination with other available
information.” IBC notes that “[u]nder that test, aggregate personal information and de-identified
data are not personal information provided that, in the case of de-identified data, the deidentification is irreversible and no attempt is made to combine that information with other
information that would identify the individual.” IBC also noted uncertainty over basic definitions
over what constitutes “personal information,” pointing to the recent Alberta Court of Appeal
decision in Leon’s Furniture Ltd. thus they could not provide definitive answer on whether postal
code, IP address, usernames and search queries are or are not personal information. However,
IBC did note that companies collect postal codes, but only some companies collect IP
addresses, usernames or search queries. The Gordon and Leon’s Furniture decisions will be
discussed in greater detail in section 10 below.
IBC noted that some of their member companies de-identify personal information for statistical
and analytical purposes. Companies use multiple de-identification techniques to de-identify
personal information, with removal of personal information and generalization being the most
common de-identification methods. One example where removal of personal information or
redaction is used is for the purpose of insurance rating reports that rate insurance companies in
accordance with their ability to meet their financial obligations to their policy holders. Personal
information would also be removed for actuarial purposes. Some companies may replace the
removed personal information with a code for later re-identification if necessary. IBC also noted
that these examples are not exhaustive.
IBC stated that they are not aware of any companies that outsource the de-identification
process.
Companies use de-identified and aggregated information for statistical and analytical purposes.
Asked whether companies distinguish between aggregate personal information and deidentified data, IBC noted that practices vary from company to company. Companies that deidentify personal information do distinguish between aggregate personal information and deidentified data. Companies distinguish between personal information on the one hand, and
aggregate personal information and de-identified data on the other.
Private property and casualty insurers primarily collect, use and disclose personal information
for the purposes of underwriting an insurance policy, adjusting or settling a claim, and detecting
and preventing insurance fraud. These activities require the use of personal information
because these activities relate to specific individuals. Consent for the collection, use and
disclosure is obtained from the individual at the time of application through the standard
insurance application form. Automobile insurance forms are mandated by the Superintendent of
Insurance in each province.
Member insurance companies provide a mechanism for individuals to withdraw consent for the
collection, use and disclosure of personal information, but consent cannot be withdrawn for
purposes that are integral to the provision of the insurance product and service. Different
companies have different mechanisms in place for consent withdrawal.

64

IBC noted that companies do not sell, lease or trade de-identified or aggregated personal
information. However, companies are required by law to disclose certain de-identified
information to insurance regulators in aggregate form.
Regarding safeguards, companies that de-identify data protect it in the same manner that they
protect personal information, including compliance with security standards and limiting access to
de-identified data. If a third party provider is contracted to process data that has already been
de-identified by the company, security requirements and terms of use are documented in the
service agreement. Companies evaluate the security and safeguard policies and procedures of
the third party service provider before disclosing any data to the service provider. Furthermore,
the disclosure of de-identified data to third party service providers is subject to strict terms of
use and security requirements. IBC noted that companies have risk management practices that
are continually being updated, monitored and reviewed. These practices include security
protocols that limit access to de-identified data based on function and purpose.
When asked whether their member companies re-identify individuals using de-identified data,
IBC noted that this question was generally not applicable to insurers because they already have
access to the “identified” personal information.

7. RE-IDENTIFICATION OF INDIVIDUALS FROM DEIDENTIFIED DATA
7.1. Defining re-identification
Re-identification is the process through which de-identified data is matched with its owner. 224
Computer scientists have recently revealed that de-identified data can easily be re-identified,
such that sensitive information may be linked back to an individual. The Electronic Privacy
Information Centre states that the re-identification implicates privacy rights “because
organizations will say that privacy obligations do not apply to information that is anonymized, but
if data is in fact personally identifiable, then privacy obligations should apply.” 225
Re-identification has also been called de-anonymization by some researchers, such as
computer scientists Arvind Narayanan and Vitaly Shmatikov, who are the researchers who reidentified the Netflix released data that will be discussed in a case study below.

7.2. Re-identification techniques
Data can be re-identified by combining two datasets with different types of information about an
individual. One of the datasets contains de-identified data, while the other contains identifying
information that has been collected routinely (such as a voter registry) and is generally available
to the public. The two datasets typically have at least one category of information that matches,
224
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such as date of birth, which is used to link the de-identified information to the individual.
Researchers can re-identify individuals by combining the datasets. Re-identification can occur
by combining seemingly trivial and non-sensitive personal information, such as movie ratings or
search engine queries, as will be demonstrated in the case studies below.
The following diagram demonstrates how linking can be used to re-identify data. In this
example, de-identified medical data matches common categories with a publicly available voter
list to re-identify individuals. 226

Figure 13: Linking de-identified data with publicly available information to re-identify data

In describing re-identification, computer scientists have modeled re-identification as an
adversarial game, calling the person attempting to re-identify the data as the “adversary.” No
assumptions are made regarding whether the adversary wants to re-identify the individual for
good or ill purposes. Ohm, Narayanan and Shmatikov suggest that the adversary may be a
stalker, investigator, nosy colleague, employer, police, national security analysts, advertisers, or
anyone interested in associating individuals with the data. 227
Computer scientists assume that they cannot predict the type and amount of outside information
the adversary can access: “It is a naïve assumption to assume that the adversary will find it
difficult to find the particular piece of data needed to unlock anonymized data” and this attitude
is often referred to as “security through obscurity.” 228

7.3. Evaluating the risk of re-identification for consumers
Generally, it is easier to identify individuals who have a unique combination of quasi-identifiers
compared to others in the population. 229 Similarly, where an individual has unique quasi-
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identifiers compared with the rest of the individuals in the sample group, that individual’s sample
is unique, which makes them easier to re-identify.
When conducting a risk assessment when releasing de-identified data, consideration must be
given to the likely possibility of the recipients of the data having access to other data sets or
methods that would allow re-identifying the data. 230 As will be discussed in greater detail below,
there are examples of purported de-identified industry data being released for research
purposes that was subsequently found to be poorly de-identified or susceptible to reidentification of individual data subjects. Dr. Sweeney suggests that the general principle of deidentification methods cannot be assumed to work effectively forever: “[c]hanges in technology,
statistical methods, and data availability all combine to make yesterday’s de-identified data
identifiable today” noting that “as more data is made readily available, such as credit card
purchases, online prescription purchases, email messages about refills, and cell phone location
data, re-identification risks increase.” 231
Narayanan and Shmatikov note that any information that distinguishes one person from another
can be used for re-identifying data. 232 They state that the problem is that even though joining
two datasets on common attributes can lead to re-identification, anonymizing a predefined
subset of attributes is not sufficient to prevent it. In their view, de-identification provides only a
weak form of privacy.
Re-identification algorithms are agnostic to the semantics of the data
elements. There is a wide spectrum of human characteristics that enable reidentification: consumption preferences, commercial transactions, web
browsing, search histories, and so forth. Their two key properties are that (1)
they are reasonably stable across time and contexts, and (2) the
corresponding data attributes are sufficiently numerous and fine-grained that
no two people are similar, except with a small probability. The versatility and
power of re-identification algorithms imply that terms such as “personally
233
identifiable” and “quasi-identifier” simply have no technical meaning.

It seems generally accepted that anonymous information will always carry some risk of reidentification if combined with enough additional sources. Google has noted previously that
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there is no mechanism that absolutely protects against any and all re-identification risks
associated with information that is not authenticated. 234
Computer scientists use the construct of entropy to formalize the idea that any re-identifier
brings the target closer to harm even when the attacker fails to actually identify the individual.
Entropy in the context of re-identification measures how close an adversary is to connecting a
given fact to a given individual, or the length of inference chains that quantify the remaining
uncertainty in connecting the data back to the individual. 235 Ohm argues that regulators should
still be concerned about re-identification attacks that have not yet fully connected anonymized
data to actual identities and re-identification attacks that do not reveal sensitive information –
“even learning a little benign information about a supposedly anonymized target reduces
entropy and brings an evil adversary closer to his prey.” 236
Dr. Paul Ohm has termed the “easy reidentification result,” which describes the past fifteen
years of computer scientist work to demonstrate that the anonymization assumption is deeply
flawed, providing enough research that suggests that anonymization should be rejected as a
privacy-providing solution. 237 Ohm suggests that researchers are able to re-identify individuals
by discovering pockets of surprising uniqueness in the datasets: “Just as human fingerprints can
uniquely identify a single person and link that person with ‘anonymous’ information – a print left
at a crime scene – so too do data subjects generate ‘data fingerprints’ – combinations of values
of data shared by nobody else in their table.” 238
Ohm calls into question the myth of the “superuser,” which is the argument that re-identification
is not likely to happen just because it is possible. Ohm reinforces that re-identification
techniques are not “superuser” techniques – the Netflix study demonstrates that it is relatively
easy to re-identify individuals in supposedly anonymized data with the use of widely available
software like Excel or Access. As well, Ohm notes the great financial motivations pushing
people to re-identification. 239 Sweeney agrees that the skillset of individuals to re-identify data is
irrelevant: “[d]ata cannot be treated as de-identified if it cannot be re-identified by most
people.” 240 If there are methods that can re-identify data, these methods will be learned,
automated, and spread across the internet and as long as there are incentives to market to
individuals, the only question for marketers is whether the economic returns justify the costs.
C. Christine Porter notes that the danger of re-identification of personal information often goes
unacknowledged by companies. She states “it is almost standard in privacy policies to assert
that anonymous information collected by the company cannot be linked to personal data by the
234
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third parties receiving the anonymous information.” 241 Porter recommends that anonymous
systems should be subjected to adversarial attacks to test their ability to withstand such attacks.

7.4. Case study: AOL’s release of user data and identifiability
through one’s IP address
In 2006, AOL announced an initiative called “AOL Research” to promote an open research
community. AOL released search log data comprising 36 million search queries for 650,000
AOL search engine users summarizing 3 months of activity. 242 AOL tried to anonymize the
internet search data to protect privacy by suppressing any obviously identifying information such
as AOL username and IP address in the released data. To preserve the usefulness of the data
for research, AOL replaced these identifiers with unique identification numbers, which allowed
researchers to correlate different searches to individual users. 243 The released search data
included health-related searches. Shortly after AOL released the data on its website, New York
Times reporters found that individuals could be identified based on the detailed searches they
conducted, tracing clues to the identity of User 4417749’s queries, such as “landscapers in
Lilburn, Ga,” several people with the last name Arnold and “homes in shadow lake subdivision
gwinnett county georgia.” They quickly tracked down Thelma Arnold, a 62-year old widow in
Lilburn, Georgia who admitted that she conducted the searches. The journalists also showed
that many users made search queries that identified their city, neighbourhood, their first and/or
last name, and their age demographic. AOL dismissed the researcher who released the data
and the Chief Technology Officer resigned. 244
In August 2006, the Electronic Frontier Foundation (EFF) filed a complaint with the Federal
Trade Commission against AOL. 245 The complaint accused AOL of violating the Federal Trade
Commission Act by intentionally or recklessly disclosing internet search histories of its users.
The EFF alleged that by falsely leading consumers to believe AOL would protect consumer
privacy, AOL violated section 5(a) of the Federal Trade Commission Act which prohibits
deceptive acts or practices affecting commerce. The EFF’s complaint did not result in an FTC
hearing or investigation. 246
The EFF has demonstrated the uniqueness of basic log information captured from internet
users while surfing the internet. In January 2010, the EFF set up a web page and collected and
stored the browser information of everyone who visited it. The site did not install tracking
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software. The site logged basic information of internet users, including their time zone and IP
address. The study found that of more than 470,000 web users, 83.6 percent had an instantly
identifiable, unique fingerprint as their combination of settings and information was unlike that of
any other user, increasing the chance that they could be personally identified. 247

7.5. Case study: the Netflix study
In 2006, Netflix published 100 million movie rankings by nearly 500,000 customers from
December 1999 to December 2005. Netflix disclosed the movie rated, the rating assigned from
one to five, and the date of the rating. 248 The data was de-identified by removing personal
details such as the username and assigned randomized identifier numbers to preserve rating-torating continuity. Netflix released 100 million records and challenged participants to use the data
to create a movie recommendation algorithm to beat Netflix’s algorithm by 10 percent to win one
million dollars.
Within two weeks of the data’s release, Arvind Narayanan and Professor Vitaly Shmatikov,
researchers at the University of Texas at Austin, de-anonymized or re-identified some of the
Netflix data by comparing the rankings and timestamps with public information in the Internet
Movie Database. Their research paper revealed that if one knows the precise ratings a person
in the database has assigned to six obscure movies and nothing else, he will be able to identify
the individual 84% of the time. If he knows approximately when a person in the database has
rated six movies within two weeks, he can identify 99% of the people in the database. 249
Narayanan and Shmatikov note that the “adversary” (the entity attempting to re-identify the
individuals) does not need to have a lot of other information to identify the individual. In this
Netflix case, the adversary had a small amount of background information about the individual
subscriber, which was not always precise (e.g. the dates were known within a 14-day error, the
ratings were known to be approximate, and some of the ratings and dates were still completely
wrong). However, the adversary could use this knowledge to easily identify, with high
probability, the subscriber’s record in the anonymized database “to learn all anonymously
released information about him or her, including sensitive attributes.” 250
Narayanan and Shmatikov also found that it was possible to learn sensitive non-public
information about a person from his or her movie viewing history, citing the example that movies
viewed by one user suggested facts about his or her politics, religious views and attitudes
toward gay people. 251
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Moreover, Narayanan and Shmatikov note that the linkage between an individual and her movie
viewing history has implications for her future privacy. “In general, once any piece of data has
been linked to a person’s real identity, any association between this data and a virtual identity
breaks the anonymity of her virtual identity.” 252
Commenting on their de-anonymization algorithm, Narayanan and Shmatikov stated that
because it works on general assumptions about the distribution from which the data is drawn
and is robust to mistakes in the adversary’s knowledge, they expect that it could be successfully
used against any dataset containing anonymous multi-dimensional records such as individual
transactions and preferences. 253 They also note that k-anonymity, generalization and
suppression would not provide meaningful privacy guarantees against their algorithm.
Notwithstanding Narayanan and Shmatikov’s research, Netflix announced on August 6, 2009,
its intention to create a second contest that would involve the release of a dataset based on
Netflix customers’ movie viewing habits and preferences that would contain certain
demographic data about Netflix customers. The United States Federal Trade Commission
expressed a number of concerns related to this new contest in a letter to Netflix in November
2009 given that the dataset would contain a richer portfolio of consumer information and the risk
that Netflix’s customers could be re-identified and associated with their potentially sensitive
movie viewing histories and preferences. The FTC encouraged Netflix to be cautious when
releasing data presumed to be “anonymous” or “not personally identifiable,” especially when
those representations are made to consumers. Following discussions between the FTC and
Netflix, Netflix informed the FTC that it intended to suspend its contest and if it released a
second dataset in the future, it would release the data only to researchers who contractually
agreed to specific limitations on its use. Netflix stated that it would implement a number of
operational safeguards to prevent the data from being used to re-identify consumers. 254

7.6. Unique identification through zip code, gender, birth
date: Latanya Sweeney
Dr. Latanya Sweeney found that in the 1990 census, 87% of the American population could be
uniquely identified by their combined ZIP code, birth date including the year, and gender. Her
study also revealed that less specific information could reveal an individual’s identity. 255 For
example, 53% of the American population could be uniquely identified by their city, birth date
and gender, and 18% of the population could be uniquely identified by their county, birth date
and gender.
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Sweeney gathered data from a government agency called Group Insurance Commission (GIC)
to reveal the identity of a Massachusetts governor. GIC, a purchaser of health insurance for
employees, released records of state employees to researchers. GIC removed names,
addresses, social security numbers, and other identifying information to protect the privacy of
these employees. Sweeney purchased publicly available voter registries which included the
name, zip code, address, gender and birth date of voters in Cambridge, where Governor Weld
resided, and combined the information with GIC’s data to identify the governor. The information
in the GIC database included information about all of the Governor’s prior prescriptions and
diagnoses.

7.7. Linking individual profiles through usernames
Researchers at the INRIA research centre in Grenoble Rhone-Alpes studied the probability that
the same username on different online services would refer to the same physical person. 256
Their experiments showed that a significant portion of the users’ profiles can be linked using
their usernames. Their research used usernames rather than social graphs to connect user
online identities to show that users’ pseudonyms allow simple and efficient tracking of online
users. The authors note that social network PeekYou.com applied for a patent for a way to
match individuals’ real names to pseudonyms they use on blogs, online social network services
and online forums. 257
The researchers found that usernames that were gathered from multiple services were shown to
be easily traceable. As well, where profiles have different usernames, they can still be linked
through common records on the public online user profiles. One perhaps not so surprising
finding was the discovery that even though users are free to change their usernames, they do
not do it frequently and when they do, it is in a predictable way. The researchers noted that their
technique for tying digital identities to real identities could be subject to abuse and could result
in breaches of privacy, noting: “[a]dvertisers could automatically build online profiles of users
with high accuracy and minimum effort, without the consent of the users involved.” 258
The authors also suggest that a countermeasure for web services could be to restrict public
access to accounts of their users via their usernames. Many web services do not keep
usernames secret.

7.8. De-anonymizing social networks
Researchers Arvind Narayanan and Vitaly Shmatikov recently presented a framework for
analyzing privacy and anonymity in social networks and developed a new re-identification
algorithm targeting anonymized social network graphs. 259
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Narayanan and Shmatikov note that the aggregation of information from multiple social
networks, facilitated by projects such as OpenID and DataPortability present a threat to
individual privacy. These aggregated networks are an excellent source of auxiliary information
for re-identification attacks.
Narayanan and Shmatikov stress that the main lesson of their paper is that “anonymity is not
sufficient for privacy when dealing with social networks.” 260 Their generic re-identification
algorithm successfully de-anonymized several thousand users in the anonymous graph of
Twitter using Flickr as the source of auxiliary information. These users represented a third of the
users who can be verified to have accounts on both Twitter and Flickr and they were reidentified with only a 12% error rate. They also note that their algorithm is expected to achieve a
greater re-identification rate on larger networks.
Perhaps of greatest concern, Narayanan and Shmatikov highlight that any of the thousands of
third-party application developers for popular online social networks and advertising companies
have access to auxiliary information that is much richer than what they used in their
experiments. At the same time, there is a trend towards a growing number of third parties
gaining access to sensitive social network data in anonymized forms. Narayanan and
Shmatikov suggest “these two trends appear to be headed for a collision resulting in major
privacy breaches, and any potential solution would appear to necessitate a fundamental shift in
business models and practices and clearer privacy laws on the subject of Personally Identifiable
Information.” 261
A group of researchers in another technical paper described a novel de-anonymization attack
that exploits group membership information that is available on social networking sites. 262 Their
study shows that information about the group memberships of a user is often sufficient to
uniquely identify this user, or at least, to significantly reduce the set of possible candidates. To
determine the group membership of a user, they used well-known web browser history stealing
attacks. They note that this attack requires a low effort. Wondracek et al. tested their attack
against Xing, a medium-sized social network that is mainly used for business relationships.
Their theoretical analysis and empirical measurements suggested that about 42% of the users
that use groups could be uniquely identified, while for 90% the candidate set can be reduced to
less than 2900 persons. Larger social networks such as Facebook and LinkedIn are equally
vulnerable and prone to their attack.

7.9. Financial lending on the internet
In 2008, Arvind Naravayan carried out a de-anonymization attack on Lending Club, a company
that specializes in peer-to-peer lending by making financial information collected from their
customers publicly available. Their customers are looking to borrow funds from peers and their
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dataset lists 4600 users. Each record contained detailed information about the user, including
detailed financial information. 263
Naravayan found that almost everyone in the dataset could be re-identified if his or her location
and work information is known, even though the information may be difficult to gather on a large
scale. The majority of customers were vulnerable to re-identification because they used
identifying usernames that they also used on other websites or matched their email addresses.
Naravayan noted: “The privacy policy does state that the username will be shared in conjunction
with other information, but can users really be expected to be aware of how easy it is to
automate re-identification via their username?” 264 Other customers were easily re-identifiable
based on their group associations. Naravayan noted that in order to successfully de-anonymize
the data, the attacker would need to be a bit creative in looking for auxiliary information, such as
writing clients for different APIs and screen scraping.

7.10. Location-based information
Researchers Philippe Golle and Kurt Partridge studied an attack on the anonymity of location
data. 265 Their study relied on data from the United States Census Bureau to estimate the threat
of re-identification based on home and work locations. The data contained the home and work
locations of 96% of American workers in the private sector. Their research showed that
anonymity is a useful but imperfect tool for preserving location data. They found that ostensibly
anonymous location data may be traced back to personally identifying information with the help
of additional data sources. They show that home and work locations, even at a coarse
resolution, are often sufficient to uniquely identify a person. The threat of re-identification of
anonymous location data is substantially greater with the disclosure of both home and
workplace locations. They speculate that their results would apply to other developed countries
with broadly similar densities and commute patterns.

7.11. Uses and re-identification of individuals from aggregate
consumer data
Researchers have noted that aggregate data can be used to re-identify individuals in some
circumstances. For example, Muralidhar and Sarathy illustrated how aggregate performance
data released by state educational agencies, despite the removal of all personally identifiable
information, could still be used to re-identify students. 266 The aggregate data analyzed satisfied
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standards for minimum cell sizes but the data still allowed for the computation of personally
identifiable information about particular subgroups and individuals.
One recent example of how aggregated consumer data has been used is that of GPS company
TomTom. TomTom collected data from its users who used its navigation devices, such as route
information and driving speed. TomTom sold anonymized and aggregated user data to
government authorities in the Netherlands for better traffic planning purposes. The authorities
made the aggregated and anonymized data available to the police, who used the data
strategically to place radar traps at locations where the average speed was higher than the
legally allowable speed limit to catch speeding motorists. 267 While the data did not link to any
individual drivers, TomTom’s customers were upset that their aggregated data was being used
in this manner.

8. PERSPECTIVES OF DE-IDENTIFICATION AND REIDENTIFICATION
Proponents of de-identified data speak of the value that flows from its use and analysis, both to
individuals and society as a whole. Other experts express concerns about the risks of reidentification flowing from the compilation and sharing of de-identified data, which is driven
primarily by technological capability and financial incentive. Experts disagree regarding the level
of re-identification risk posed by de-identified data and offer varying views on legal approaches
and industry practices that could be implemented to manage the risk of re-identification. These
perspectives are discussed below.

8.1. The value of de-identified and aggregated data
Organizations may have a number of reasons for using de-identified data for business,
academic, or operational functions. For example, Valerie Vogel notes that educational
institutions could use de-identified data for research purposes, institutional effectiveness
studies, performance and operational studies, information technology security and operational
reviews, and for public health purposes. 268
Scott Ganow from Verispan LLC notes a number of benefits to data de-identification. For
example, when information is de-identified, the organization then can share it with marketing to
capitalize on the organization’s greatest assets. As well, de-identifying data unburdens the
organization of legal responsibilities to report and take action so that the consumer can be
protected. Mike Hubbard gives the example of a financial services company tracking a deidentified customer and his or her purchasing habits, the financial services types of products
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that the de-identified customer uses so the company can better know the customer, not in the
sense of one-to-one identifiable marketing, but for market and customer segmentation to
determine what demographic of customer reacts best to a type of marketing campaign. 269
Other industry players have argued that aggregate information analysis reaps societal benefits.
This assumes that open data sets will accomplish positive analysis that benefits society. For
example, Google has stated that “[m]ost if not all of the information collection and analysis that
will solve society’s most vexing problems depends only on anonymous, aggregate information
analysis.” 270 Google states that it is impossible to predict the ways in which a set of aggregate
information might be analyzed to understand a loosely related problem until the information
exists and has wondered whether minimizing information collection is a practical approach to
privacy in the 21st century. 271 One example is Flutrends, which detects regional flu outbreaks
two weeks before similar detection by the United States Centers for Disease Control and
Prevention by analyzing flu-related search terms such as “flu” or “influenza” in coordination with
the geographic region as determine by the IP addresses. The tool was developed through
examination of 5 years of non-anonymized search data. In principle knowledge of a coming flu
outbreak can give people advanced notice to take preventive measures such as getting their flu
shots and to wash hands more frequently. 272 Google notes that if the information is
overwhelming, it may negate the utility of the information, thus enabling control is of top priority.
Google also wishes to convey to individuals the benefits that will accrue as a result of their
participation in the information analysis.
In the health context, access to de-identified health information for secondary purposes such as
public health surveillance and health-related research is in the public interest. Cavoukian and El
Emam note that de-identified health data can be used for planning, delivering, evaluating and
monitoring health programs or services and improving the quality of care, which results in
enormous benefits for individuals and society. 273 They note that where de-identified information
is used for authorized secondary purposes, such as sanctioned research and evaluation, the
recipient of the data has neither the motive nor the intention to re-identify individuals in the
dataset and doing so would contravene the agreed upon terms of the data sharing agreement.
De-identified data may be generated for the purpose of system testing, which would use
randomization of direct and indirect identifiers to generate realistic data for system testing
without exposing personal health information to vendors, implementers, system testers or other
third parties. 274
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Some commentators have also argued that de-identification of information can also help prevent
privacy breaches where datasets are lost, stolen or accessed by unauthorized third parties.
Where the data is not de-identified, there is a much greater likelihood that the exposed personal
information would be used for malicious purposes.
However, it seems generally accepted by researchers and privacy experts that de-identification
or anonymization of data provides no guarantees of anonymity. 275 Ontario Information and
Privacy Commissioner Ann Cavoukian and Dr. Khaled El Emam state that de-identification, is
“an important first step that drastically reduces the risk that personal information will be used or
disclosed for unauthorized or malicious purposes. While it is clearly not foolproof, Commissioner
Cavoukian and Dr. El Emam argue that de-identification remains a valuable and important
mechanism in protecting personal data, and must not be abandoned.” 276 Kosseim and Brady
note that the difficulty inherent in ensuring a sufficient degree of de-identification is “exacerbated
by the fact that an adequate standard of de-identifiability will inevitably be a moving target.” 277
This is due to the collection of more personal information about individuals and its dissemination
in various public sources and media with the increasing likelihood that the information could be
aggregated, cross-referenced and linked in order to re-identify previously de-identified records.
Kosseim and Brady state that though the potential for re-identification increases as more
personal information is made publicly available, this does not necessarily lead to the conclusion
that de-identification can never be effective, but “rather that de-identification techniques and
practices must be continually upgraded to keep pace with the rising potential for reidentifiability.” 278
Some authors argue that anonymity can be achieved within a context. Google’s Director of
Privacy Alma Whitten and Betsy Masiello, a policy analyst on Google’s public policy team, argue
that for the majority of positive uses of aggregate information analysis, a certain amount of
uncertainty is entirely acceptable and will not degrade the utility of the analysis. They state:
Many of the most pressing privacy risks, however, exist only if there is certainty
in re-identification, that is if the information can be authenticated. As uncertainty
is introduced into the re-identification equation, we cannot know that the
information truly corresponds to a particular individual; it becomes more
279
anonymous as larger amounts of uncertainty are introduced.

There are also special challenges for the de-identification of logs, network traffic and web traffic.
These types of logs tend to amount to huge sets of systems operations data that exist in
unstructured formats. There are no search terms that can be used or relied upon to remove all
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potential instances of identifiers and quasi-identifiers. Valerie Vogel notes that in flow dumps,
even where address information is anonymized, traffic and pattern analysis may allow analysis
that could potentially identify an individual. 280 As noted above, there is disagreement regarding
whether an IP address may constitute personal information. Some organizations truncate the
last one or two octets of the IP address to de-identify the data, while others believe that
truncation does not sufficiently de-identify the data and favour complete removal of the IP
address from the dataset.

8.2. Paul Ohm and failure of the anonymization
Professor Paul Ohm notes the trend to ubiquitous anonymization by the health and private
sector, which is grounded in the assumption that anonymization protects an individual’s privacy.
However, computer scientists have proven that they can easily re-identify or de-anonymize
individuals hidden in anonymized data.
Professor Ohm observes that modern privacy laws have tended to act preventatively by limiting
the flow of particular types of information to reduce predictable risks of harm. Valuable transfers
of information have been “squeezed down” but not cut off because legislators have relied on
robust anonymization to deliver the benefits of information flow and strong assurance of
privacy. 281 Thus, privacy statutes and regulations embrace either explicitly or implicitly the
assumption that anonymization protects privacy and often extends safe harbors from penalty to
those who anonymize data. Ohm argues that the failure of anonymization has thrown carefully
balanced statutes out of equilibrium.
Ohm debates the argument to ban re-identification, which suggests that by anonymizing data, a
data administrator announces an intention to protect the privacy of an individuals’ data, which
may convince the individual to consent to provide their data to the database in the first place.
Re-identification thwarts this intention to protect privacy and undermines the individual’s
consent. However, Ohm suggests that a ban on re-identification would fail as such a ban would
be impossible to enforce because re-identification would be conducted completely in secret
making detection extremely difficult. Even if enforcement were strengthened by declaring reidentification a crime or by providing citizens with a private right of action against those who reidentify, enforcement agencies would face the inherent difficulty of detecting re-identification for
private gain.
Ohm calls for a combination of comprehensive data protection regulation and targeted,
enhanced obligations for specific sectors. Regulators must consider what the risk of reidentification is for a particular context, and that the risk be scaled to the sensitivity of the
information put at risk to determine the cost to privacy for not regulating. Against the cost,
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regulators should weight the benefits of unfettered information low in particular contexts to
decide whether and how much to regulate. 282
Ohm suggests five factors that regulators should weigh to determine the risk of re-identification
in a given context. 283 The factors serve the purposes of indicating risk and instruments for
reducing risk. First, regulators should consider how data handling techniques affect the risk of
re-identification. Second, regulators should scrutinize data releases to the general public more
closely than private releases between trusted parties. Data releases to the public, such as in the
cases of AOL and Netflix, are more risky and aggravate the harm. Third, regulators should
consider the quantity of information, as researchers that have demonstrated the ease of reidentification have relied on large datasets. Ohm suggests that lawmakers should enact new
quantitative limits on data collection and retention that mandate data destruction after a set
period of time. 284 Fourth, regulators should examine the motive of re-identification and weigh the
economic incentives for re-identification. Finally, regulators should craft mechanisms for
instilling and building trust in people and institutions that will be recipients of data. For example,
academic researchers may be trusted but third-party advertisers may not be trusted at all, and
these conclusions should be built into law and regulation.
Ohm suggests that where regulators conclude that the costs to privacy outweigh the benefits of
unfettered information flow, regulators should consider rules and laws that reduce the risk by
restricting the amount of information flowing through society. Regulators could reduce
information flow in targeted ways using the factors listed above as possible interventions. For
example, regulators may ban the dissemination or storage of a particular type of information or
ban public releases of information. In other cases, regulators may strive for greater balance by
implementing a time limit for storage of certain types of information, as the European Union
Data Article 29 Data Protection Working Party did for search query data, which is discussed in
greater detail in section 11 below.

8.3. Dr. Khaled El-Emam and best practices for the deidentification of personal health information
Cavoukian and El Emam argue that it is highly misleading to suggest that re-identification of
individuals from de-identified data is an easy task, noting that re-identification of individuals is
relatively difficult in practice as long as proper de-identification and re-identification risk
measurement techniques are employed. 285 Re-identification of individuals can be a difficult
process that is very time-consuming even for skilled technicians.
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El Emam and the Data De-Identification Working Group of the Health System Use Technical
Advisory Committee have written about the “best practice” process model for de-identification of
health information. 286 The proposed model is shown in the flowchart below.

Figure 14: Proposed de-identification process model
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In this model, a data provider fist receives and reviews a disclosure request for de-identified
data (step 1 in the flowchart above). At this stage, the request describes the information that is
needed and the objectives, methodology and evidence of the requestor’s privacy and security
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policies. 288 Cavoukian and El Emam suggest an assessment of the motives and capacity of the
data recipient to re-identify the data, including whether the data recipient has the financial
resources or technical expertise to attempt to re-identify the database and whether the database
has commercial or criminal value. 289 These factors would be considered in the data provider’s
assessment of whether the overall risk exposure is acceptable.
If the data provider decides to grant the data request, the data provider then assesses the reidentification risk to determine how much de-identification is required in order to reduce the risk
of re-identification to an acceptable level (step 2 in the flowchart above). The data provider
defines what constitutes directly identifying variables and quasi-identifiers in order to select the
variables to which de-identification technique must be applied. The Data De-Identification
Working Group suggests that data providers can establish flexible guidelines for acceptable
levels of re-identification risks to address a range of disclosure scenarios. 290 Once the reidentification risk has been defined, the data provider applies appropriate de-identification
techniques to the data until the risk of re-identification has been sufficiently reduced (step 3 in
the flowchart above). 291
After determining that the risk of re-identification from the de-identified data set has been
reduced to an acceptable risk level, the data provider would then execute mitigating controls in
the data sharing agreement between the data provider and the data requestor (step 4 in the
flowchart above). Such an agreement may limit the use of disclosure of the de-identified data
set without the data provider’s written approval and include penalties for unintended or
unauthorized use and disclosure of the data. The agreement may also stipulate limits to linking
the data with other databases and a commitment to not attempt to re-identify the data and to
properly safeguard the data. 292 Upon agreement to the mitigating controls, the data provider
then discloses the data to the requestor and monitors the requestor’s usage to ensure
compliance with the data sharing agreement (step 5 in the flowchart above). 293
In this de-identification framework, the re-identification risk assessment is performed in order to
protect de-identified data. However, the framework suggests a bias to disclosing the data once
de-identification has achieved an “acceptable risk level.” The framework does not address the
situation in which the request for disclosure may be denied because no acceptable risk level
can be achieved or where the request for disclosure is simply inappropriate.

8.4. Robert Gellman’s proposed legislative-based contractual
solution for the sharing of de-identified data
Robert Gellman offers a legislative-based contractual solution for the sharing of de-identified
personal information while providing privacy protections. Gellman’s framework focuses on
controlling re-identification and providing accountability for those who promise not to re-identify
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information. Gellman states that “[n]o legislation can establish meaningful standards for the
creation of de-identified data that has full value for legitimate secondary users.” 294 He notes that
there will always be a tradeoff that includes the degree of identifiability of the data, the usability
of the data, the privacy of the data subjects, and the cost of the de-identification process.
Gellman proposes a statutory framework that allows data disclosures and the data recipients to
voluntarily agree on externally enforceable terms that provide privacy protections for the data
subjects. The proposed statute, the Personal Data De-identification Act (PDDA), defines
“potentially identifiable personal information” as “any information without overt identifiers”
intended to cover the wide range of personal information that is likely to be re-identifiable. 295
Virtually any personal information that is not overtly identifiable is captured by this definition.
The PDDA proposes a voluntary data agreement, which is a contract between a data discloser
and data agreement, which would apply to those who choose to accept its terms and penalties.
The data recipients would be prohibited from re-identifying or attempting to re-identify any
potentially identifiable personal information under the threat of civil and criminal penalties. The
data recipient would also be prohibited from further use or disclosure of potentially identifiable
personal information received except in accordance with the data agreement. The proposal
provides a safe harbor provision exempting a disclosure from liability for disclosure under a data
agreement if the recipient for use in research but does not include marketing research or a
public health activity.
In the event of a breach, the discloser and recipient must report the breach to a national
consumer protection or privacy agency and to each other and notice of the breach must be
placed prominently on their respective public websites. Where a party learns that potentially
identifiable personal information under their data agreement has been re-identified, the party
must comply with applicable existing security breach notification laws.
The PDDA includes a range of tiered criminal penalties for violations. For example, it is a felony
offence for knowing and willful re-identification or attempted re-identification. It is a major felony
with the possibility of imprisonment for knowing and willful re-identification or attempted reidentification with the intent to sell, transfer or use personal information for commercial
advantage, personal gain or malicious harm. There is also a felony for disclosing potentially
identifiable personal information obtained under a data agreement subject to the Act in violation
of the terms of the agreement.
There are also civil remedies available to an individual whose potentially identifiable personal
information has been re-identified against a discloser or recipient who is negligently responsible
for the re-identification. Thus, an aggrieved data subject could seek damages from a negligent
party to the data agreement. 296
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An appropriate government agency, such as a consumer protection or privacy agency, would be
tasked with oversight responsibilities such as filing a biennial report, reviewing the law every five
years, and preparing model data agreements.
However, it should be noted that Gellman’s legislative framework would not be mandatory, as
only those who voluntarily choose to reference the PDDA in a contract or equivalent document
would be subject to its requirements. Gellman suggests that a mandatory solution would not be
practical as no definition could encompass all data transfers, arguing that the voluntary
approach allows those who want the benefits to accept the obligations. 297

9. POSSIBLE HARMS FLOWING FROM USE OF DEIDENTIFIED DATA AND RE-IDENTIFICATION OF
CONSUMERS
Before discussing possible harms that can flow from the use of de-identified data and reidentification of individual customers, it is worth noting that it may be tempting to point to
singular, egregious acts to demonstrate privacy harms, but harms to privacy are often much
more subtle. Most privacy harms do not manifest in a sensational horror story, and often do not
result in demonstrable humiliation or physical harm. Thus, it is often challenging to quantify the
harm to one’s privacy and even more challenging to craft a proportional remedy to the violation
of privacy.

9.1. Oscar H. Gandy, Jr. on rational discrimination and
cumulative disadvantage
The Panopticon, the circular prison invented by 18th century philosopher Jeremy Bentham, is
often used to describe the harmful effects of digital surveillance. The prison was constructed in
a manner that the prisoners could not tell whether they were being observed so that they would
assume that they always were under surveillance. This results in a loss of control and loss of
identity. There is an increasing inequality between those who provide and those who gather
personal information. Oscar H. Gandy notes that “[b]ecause of the increasing commodification
and privatization of information, and because of mounting personal and social deficits, the poor
are largely unable to utilize information resources to improve the quality of their own lives.” 298
Oscar H. Gandy writes about the use of predictive technologies to shape the futures that people
face in ways that no longer invite comments about misfortune or bad luck, raising questions
about the role that justice and fairness play with regard to the distribution of the outcomes that
or her interest. Only some jurisdictions allow the data subject to be recognized as a third party beneficiary
of a data use agreement and may allow the data subject to seek damages in those instances. Thus his
proposed law clarifies this issue in favour of the data subject. See Gellman, “Deidentification Dilemma” at
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result from the choices made by powerful actors. 299 He argues that the use of discriminatory
technologies that identify, classify and comparative assessment of analytically generated groups
in terms of their expected value or risk contributes to the social, economic and political
disparities that continue to assign vulnerable people to the fringes of society and condemns
them to a life of relative deprivation. 300 This cumulative disadvantage reinforces and reproduces
disparities in quality of life that ignores the consequences of the choices that it makes.
Gandy notes that the data used in predictive or explanatory models contains selection bias. This
means that the data collected has some inherent bias, which depends fundamentally on the
questions that are asked at the time of collection. 301
Gandy outlines a number of applications of rational discrimination. Market segmentation
combined with target marketed communications to present an offer with the highest probability
of success give marketers the ability to recommend prices to charge to members of each
segment. Market segmentation techniques are used to sort and rank present or potential
customers in terms of their projected lifetime contributions to the bottom line. Data analytics are
also used to make assessments about insurability, as competitors race to develop the most
sophisticated techniques for risk classification so that the rates consumers are charged will
more accurately match the lifetime value of claims they would submit, unless they were denied
coverage or priced out of the market. 302 Gandy notes that certain racial and ethnic minorities are
less likely to have bank accounts due to difficulties in gaining access to financial services, and
thus may be dependent upon and placed at substantial financial risk by payday lenders, check
cashing services and other institutions that prey on the marginalized consumer. 303
Use of aggregate, supposedly “non-personal” information in order to analyze and predict
consumer behaviour is problematic because it allows industries to focus efforts on their “best” or
most profitable customers, while paying less attention to less profitable customers, which could
take the form of sub-par service, charging higher fees, or providing slower responses. This
allows for systemic choosing of priorities, systemic preferential treatment of certain customers
and systemic focus of time, energy, products and services on more profitable consumers,
resulting in systemic discrimination. Over time, this systemic discrimination compounds into
continual marginalization and systemic exclusion from information, access, products and
services based on generalizations and stereotypes about the type of customer the individual is.

9.1.1. Group-based harm
An example of the rational discrimination that can result in cumulative disadvantage is groupbased harm. When data is de-identified, information about an individual’s membership in certain
groups is not usually removed. For example, race, ethnicity, gender, religion, and other group
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associations may remain in the dataset. Consequently, research using de-identified records
could lead a researcher to conclude that members of a certain group have an increased
probability of a certain attribute. For example, in the medical context, a researcher may
conclude that members of a certain group have an X percent increased risk of developing Y
condition. If Y is a particularly stigmatizing condition, then all members of the group could be
said to suffer a “group-based harm” or a “group-mediated harm to individuals.” 304
Rothstein suggests that there are many ways in which group harms can be expressed, including
loss of status in the majority society, self-stigmatization, and dignitary harms to the community.
The potential from group-mediated harm is often associated with genetic research but the
potential from group-based harms from de-identified health records is not limited to genetic
research. The harm caused by associating an increased risk of a stigmatizing condition with a
particular group, especially a minority or socially vulnerable group, attaches to each member of
the group regardless of whether that individual’s health record was used in the research as any
resulting stigma is shared with all members of the group.

9.2. Online tracking and targeting
Cookies and third party cookies are often used by companies to track and trace web users’
behaviour. Many organizations’ privacy policies acknowledge that they use cookies and other
technologies such as web beacons to track user behaviour on their website. Tracking and
tracing users over the web is a valuable tool for profiling purposes, as web users can be
targeted for personalized advertisements based on revealed interests. Companies that earn
revenues from targeted advertising have a great interest in preserving and enhancing targeted
advertising techniques.
The Federal Trade Commission published a privacy report endorsing a “do not track”
mechanism to facilitate consumer choice about online tracking, in which it charted a simple
“personal data ecosystem.” 305 The personal data ecosystem shows the routes of personal
information from the individual to end users of all kinds.
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Figure 15: Personal data ecosystem

306

The inner circle shows all of the entities that collect information about the individual: public
information such as the media and government; retail information such as airlines, credit card
companies and retail stores; telecommunications providers, such as cable companies and
mobile phone providers; financial information by banks and insurers; medical information by
hospitals, pharmacies and doctors; and internet information such as that gathered through
social networking, websites and search engines. The middle circle shows all the entities that
collect a particular type of information, including information brokers, credit bureaus, website,
healthcare analytics, list brokers, affiliates (likely defined broadly), and ad networks and analytic
companies. These entities may be the “third parties” that organizations in the inner ring refer to
in their privacy policies. The outer ring shows how information collectors share and aggregate
all of this information. These parties share the information with other parties such as the
government, media, employers, marketers, banks, law enforcement, product and service
delivery, and other individuals. For example, looking at the chart, financial information about an
individual is shared with credit bureaus, which also collect retail information,
telecommunications information, and public information. The credit bureau shares the
information they have about an individual with employers and banks. One can also follow the
chart to see that information collected by catalog co-ops, ad network and analytics companies,
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healthcare analytics, media archives, websites, information brokers, affiliates, and list brokers
are all shared with marketers.
The outer ring of parties that are recipients of the personal data are conceptual categories of
industries that may be the same entities that are the inner circle of entities that collect
information directly from the consumer. The chart does not demonstrate how the data flows
back the other way or how the information is used by these entities to make decisions about
individuals, but from the chart, one can see how many parties that an individual may not have a
direct relationship with can obtain a large amount of information about an individual.

9.2.1. Consumer groups complaint to the Federal Trade
Commission regarding selling profiles of individual
users to the highest bidder in real time
As discussed in section 6, the Center for Digital Democracy (CDD), US Public Interest Research
Groups (US PIRG), and World Privacy Forum filed a complaint to the Federal Trade
Commission regarding the practice of real-time bidding. The public interest groups argue that
the practice of real-time bidding harmed consumers in a number of ways. First, they assert that
the massive and stealth data collection apparatus threatens user privacy while robbing
individual users of the ability to reap the financial benefits of their own data while publishers, ad
exchanges and information brokers profitably cash in on their information. While these
companies claim that information is anonymous, but CDD, US PIRG and the World Privacy
Forum argue that individuals are being bought and sold. 307 The organizations asked the
Commission to investigate the practices and to protect consumers by ensuring they have
meaningful control over their information. They sought injunctive and compensatory relief for
consumers on the basis that these data practices are unfair and deceptive practices.
Consumers do not realize that the commercial bartering of their personal information is a
blossoming and lucrative industry. Few consumers are aware that such targeted online
advertising systems and real-time bidding exist. Even fewer consumers understand that these
systems are highly sophisticated data mining technologies that merge and use outside data
sources to compile, analyze and sell data on users in real-time.
CDD et al. argue that the value of user data harnessed by these real-time bidding platforms and
services results in higher returns for marketers and thereby cause the consumer a financial loss.
None of the so-called consumer “benefits” such as “faster loading times” or a “better user
experience” makes up for the financial loss. As well, the availability of “free” content is an
insufficient return to a consumer for their loss of privacy and autonomy. 308
CDD et al. note that it supports a system that benefits publishing and advertising, but privacy
and consumer protection must be brought into balance. They requested that the FTC compel
companies involved in real-time online tracking and auction bidding to provide an opt-in for the
process and to require the companies to change their privacy policies and practices to
307
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acknowledge that such tracking and real-time auctioning of users, via cookies and other
enhanced data applications, involve personally identifiable information. CDD et al. also
requested that the FTC ensure consumers receive fair financial compensation for the use of
their data. 309

9.2.2. Predictive data mining algorithms
Data mining is the process of analyzing large amounts of data using techniques from statistical
reasoning and machine learning to discover information often previously unknown. Data mining
may be used by marketers and sales to better understand the preferences of groups of
consumers. Predicting consumer behaviour is a big business. One article states that Canadian
Tire uses its retail credit card business to create psychological profiles of its cardholders based
on their purchases. “If you show us what you buy, we can tell you who you are, maybe even
better than you know yourself.” 310
Data mining raises privacy concerns as it does not allow the consumer control or ownership
over their informational privacy. Privacy advocates are concerned that data mining draws
conclusions about individuals that may not always be accurate and rely on these conclusions to
make decisions about the individual. Data mining may allow the business to avoid risks that they
might otherwise be unaware of.
Dr. Latanya Sweeney has expressed concerns with data mining that demands person-specific
data, given the explosion of collected information. She notes that the individual bears the risks
and harms. 311 Other researchers point to the inherent bias of data inputted into predictive data
mining algorithms that may “learn” to discriminate on the basis of such biased data. 312 Schermer
notes that when the data used to train the predictive data mining algorithm is contaminated, the
classifier will learn to classify in a biased way, strengthening the discriminatory effects.
Yet there are no conventional standards for accuracy or acceptability in predictions with new
technologies. Gandy notes that in published scientific research, there is usually no explicit
prediction and where predictions are offered, strict parameters are put in place to guide the
prediction. 313 Predictions in common scientific discourse are not expected to be completely
accurate, but merely to produce an outcome that differs to an extent that is better than chance.
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9.3. Loss of consumer and social autonomy
9.3.1. Lack of consumer awareness and informed consent
Many studies have demonstrated that consumers are not fully aware of tracking technologies
and the degree of user tracking that is performed on the internet while they are engaging in
online activities. 314 Other studies describe the inadequacies of the Privacy Policy or Terms of
Use as an effective mechanism for consumer notice and disclosure of tracking practices. 315 The
FTC has acknowledged that even if privacy policies are easy to find and understand, many
consumers simply do not read them and thus do not benefit from them. 316 As seen in PIAC’s
review of privacy policies discussed in section 6, many privacy policies are vague about what
information they collect and whether they consider this information “personal information” or
“personally identifiable information,” how the information is used or with whom the information is
shared by the organization. Industry privacy policies generally do a poor job explaining potential
privacy dangers to users. Without adequate notice and informed and meaningful consent,
consumers have no control over their personal information.
Where consumers are given privacy controls, the control usually is in the form of an opt-out
mechanism that opts the consumer out of receiving targeted advertisements. Very rarely is the
consumer presented with an opt-out for the collection of their personal information. 317 Opting out
can also be a cumbersome process for the consumer, as some opt-out mechanisms are not
permanent or require the consumer to contact various ad networks to opt out.
In the context of pharmaceutical data mining, EPIC has noted that increasing the role
companies have in determining patient treatment through personalized medicine opens the door
to more intrusive use of patient personal information. “This leads to situations where patients
have less control over their personal treatment plans. With personalized medicine,
pharmaceuticals and other treatments are specifically tailored to a patient’s genetic profile.” 318
EPIC notes that a significant barrier to implementing personalized medicine was the “real and
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perceived risk” of genetic discrimination and privacy violations. Thus, patients are hesitant to
participate in genetic tests for fear that third parties, including employers and insurers, could use
the information collected against them. 319
In the health context, trust can be eroded where individuals learn that their health records and
specimens were used without their knowledge, consent or authorization for objectionable
purposes, that they have been stigmatized by group-mediated harms, or that they have been
exploited for commercial gain. Studies have noted that individuals may become disillusioned
with perceived research abuse, which is likely to result in a general loss of trust in clinicians,
researchers, institutions and the health care enterprise. There can be many negative
consequences flowing from a loss of trust, including individuals delaying or foregoing treatment,
utilizing ineffective, nontraditional health care providers, and refusing to participate in clinical
trials, and being reluctant to support public expenditures for health research. 320

9.3.2. Issues with transparency and accuracy
Data mining may not always collect accurate information about individuals. As errors are
collected and become part of the consumer’s profile, targeted online advertising may be based
on these errors and negatively affect the user’s online experience. Consumers may not realize
that there are errors on their profile as they may have difficulty accessing database record or
correcting their record.
These inaccuracies and lack of transparency may compound to leave the consumer very
vulnerable:
… [e]ven if no single company’s data collection or profiling activities is
sufficiently invasive to attract public censure, the cumulative effect of all this
[“Customer Relationship Management”] activity is to strip individuals of privacy
and control over their personal information. Consumers are exposed not only
to endless direct marketing pitches, but also to identity theft and other
informational abuses. Research also suggests that the information in
consumer profiles is often riddled with errors. Yet important decisions are
made on the basis of this information by employers, insurance companies,
governments and others. Such decision [sic] are made without the individual’s
knowledge and thus without any opportunity for them to explain, to correct
inaccurate information, or to expose decision-making based on prejudice or
321
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The researchers who devise these predictive programs admit that they cannot vouch for its
accuracy. 322
Tal Z. Zarsky highlights the concern that data mining practices manipulate and threaten
consumer and societal autonomy, referring to this as the “autonomy trap.” Targeted online
marketing based on data mining practices will push individuals toward certain products or
services in which they were not interested by narrowing the options they receive or offering
persuasive arguments at the right time to lower the consumer’s resistance. 323 In the broader
societal context, consumer thoughts, beliefs and preferences may be directed by pre-sorted
information chosen by others in the case where there is not sufficient diversification in the media
market. 324
Consumer Focus states that “[p]rofiling potentially limits the diversity of content, restricting
choice and concentrating the market as the tendency to generalize may lead to a diminution of
preferences, differences and values.” 325

9.3.3. Unanticipated secondary uses and disclosures without
the consumer’s knowledge and consent
As mentioned in section 7, satellite navigation company TomTom was discovered to have sold
aggregated real-time stamped GPS data of users’ journeys to the Dutch police, who used the
data for positioning speed traps. The aggregated data included journey times, speeds, and
routes taken. TomTom was criticized for selling consumer data without knowledge of how this
data would be used and without the consumer’s knowledge or consent. TomTom maintained
that user privacy was never compromised because the data had been stripped of identifiers and
could not be linked to individuals. 326 TomTom also stated that it asked users’ permission before
collecting the data and users could opt out at any time. 327 Privacy advocates criticized
TomTom’s terms of use statements, noting that the customer is required to agree to authorize
the service provider to all its desired uses with their data and device, including future changes
about which they may not receive notice.
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Data creep is a mentality by which more and more information is sought and retained with the
belief that it may have some utility in the future, as technological developments cause the costs
of data collection and surveillance to decrease. 328 Paired with data creep, function creep is a
common concern, as the individual’s personal information is originally collected in order to fulfill
legitimate purposes but after it is de-identified, it is used for various purposes that are outside
the understanding of the original collection. Function creep undermines individuals’ autonomy
by depriving them, often without their knowledge, of any control over their data. 329 Gary T. Marx
notes the trend of merging previously compartmentalized data, which results in a significantly
greater ability to be known about as a result of combining attributes. 330
The aggregation of seemingly innocuous pieces of data is used to draw conclusions or to make
predictions about an individual. The data has been obtained for one purpose for a different
unrelated and unanticipated purpose without the individual’s consent. 331
Consumer data is aggregated and used for secondary purpose for large commercial gain.
These datasets are used and arguably commercially exploited by increasingly sophisticated
data mining technologies to reap greater monetary returns for marketers, often with no tangible
financial benefits flowing back to the consumer. In some cases, the aggregated consumer data
is used for a secondary purpose that prejudices the consumer, such as in the case with
TomTom’s data.

9.3.4. The decline of consumer anonymity
Many marketing mavericks have remarked that consumers do not have anonymity. For
example, Michael Becker of the Mobile Marketing Association stated in December 2010: “In the
world of mobile, there is no anonymity.” 332
A 2010 examination of 101 popular Smartphone applications by the Wall Street Journal showed
that 56 applications transmitted the phone’s unique device ID to other third party companies
without the users’ awareness or consent. 333 Forty-seven apps transmitted the phone’s location
and five applications sent age, gender and other personal details to third parties. Some
application developers stated that they did not pass on data that was linked to an individual’s
name. The most widely shared detail of all tested apps was the unique ID number assigned to
each phone, which cannot be blocked or deleted. The Wall Street Journal noted that Google
and most app makers do not consider device IDs to be identifying information, quoting Joel
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Simkhai, EO of Nearby Buddy Finder LLC, an app maker: “There is no real-life ID here. …
Because we are not tying [the information] to a name, I don’t see an area of concern.” 334
The decline of anonymity potentially threatens traditional values of democratic societies. Gary T.
Marx states that once noticed, the ability of the individual to remain unidentified has declined,
either by core identity or by some other attribute. 335

9.4. Potential for abuse
9.4.1. Redlining or its new form: “weblining”
Redlining is the practice of denying or increasing the cost of services to residents in certain
areas, often racially determined. Such services could include banking, insurance, access to
employment, access to health care, or supermarkets. 336 The term was coined in the United
States to delineate the practice of marking a red line on a map to delineate the areas where
banks would not invest. Redlining in the financial industry and real estate is illegal in the United
States, but redlining is still legal in the retail industry. Recently, the term “reverse redlining” has
been used to describe a practice where a lender or insurer targets minority consumers to
charge them more than would be charged a similarly situated majority customer, for example
with sub-prime mortgages. 337
The term “weblining” has now been coined for the practice where online companies use the
customer’s personal information to limit their choices and to force consumers to pay more for
their products. 338 Critics have expressed concerns that competition for high-value customers will
increase, leaving only consumers with the “best” profiles to receive the best prices and best
service. Unlike certain forms of redlining, weblining on the basis of virtual community
classification currently faces no explicit statutory constraints.
Data aggregators have built up comprehensive datasets that have collected information from
publicly available sources and aggregated “non-personally identifiable information” sources from
private organizations. Brokers help companies consolidate the information they have about their
customers and to combine it with details from data aggregator’s dataset through software
programs to better segment and target their customers. But this segmentation raises questions
of equity and fairness: some academics argue that this segmentation systematically limits the
cultural and economic choices presented to different social groups. 339 The mathematical
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algorithms may also incorporate the biases of its designers. NYU sociologist Marshall Blonsky
notes, “there is an anti-democratic nuance to all of this. If I am weblined and judged to be of
minimal value, I will never have the products and services channeled to me – or the economic
opportunities that flow to others on the Net.” Weblining is one way in which group-based harm
or group-mediated harm to individuals may be inflicted.
In February 2009, American Express offered select cardholders a prepaid $300 Amex gift card if
they paid off their balance and closed their accounts. 340 These individuals had been determined
by American Express to be too much of a risk, as they had sizeable balances and little spending
and payment activity. It was unclear the criteria used by American Express to determine which
customers were eligible for the offer.

9.4.2. Price discrimination
Michael Fertik, CEO and founder of Reputation.com, believes that as data mining evolves,
consumers will be assigned scores for attractiveness, such as being ranked on a social-prowess
index and a complainer index so that companies can avoid serving the customer. 341 These
scores would be easily checked before the business decides whether they want to do business
with the consumer, much like a credit score.
“Weblining sometimes involves a very blatant process of grading customers. For instance, a
company's account listings may include ratings for individual customers that help the firm
determine how much time, effort, or investment should be devoted to those customers. Such
ratings are based on a number of factors, but the common denominator is that those are
customers who, by various measures, are determined likely to generate a greater amount of
money for the firm; because of this, such customers receive higher ratings. Once a lower rating
pops up on an individual's account, for instance, the company employees may be less
motivated to go out of their way to meet that customer's needs.” 342
In Bloomberg Businessweek, First Union Bank shares that its computer system, “Einstein,”
ranks its customers. 343 The ranking software takes stock of minimum balances, account activity,
branch visits, and other variables. The colour-code associated with the consumer’s rank tells the
bank how much flexibility to offer on credit card rates. Greens get more flexibility on credit card
rates, while reds receive less and may pay higher fees for some basic services.

9.4.3. Consumer ranking
Michael Fertik, CEO and founder of Reputation.com, believes that as data mining evolves,
consumers will be assigned scores for attractiveness, such as being ranked on a social-prowess
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index and a complainer index so that companies can avoid serving the customer. 344 These
scores would be easily checked before the business decides whether they want to do business
with the consumer, much like a credit score.
“Weblining sometimes involves a very blatant process of grading customers. For instance, a
company's account listings may include ratings for individual customers that help the firm
determine how much time, effort, or investment should be devoted to those customers. Such
ratings are based on a number of factors, but the common denominator is that those are
customers who, by various measures, are determined likely to generate a greater amount of
money for the firm; because of this, such customers receive higher ratings. Once a lower rating
pops up on an individual's account, for instance, the company employees may be less
motivated to go out of their way to meet that customer's needs.” 345
In Bloomberg Businessweek, First Union Bank shares that its computer system, “Einstein,”
ranks its customers. 346 The ranking software takes stock of minimum balances, account activity,
branch visits, and other variables. The colour-code associated with the consumer’s rank tells the
bank how much flexibility to offer on credit card rates. Greens get more flexibility on credit card
rates, while reds receive less and may pay higher fees for some basic services.

9.4.4. Unfair economic opportunity and increased barriers to
fair exchange
“Harrah’s casino uses its “Total Rewards” card to track players’ wins and losses in real time
and to analyze their demographic information to calculate their “pain point” – the maximum
amount of money they’re likely to be willing to lose and still come back to the casino in the
future. Players who get too close to their pain point are likely to be offered a free dinner that
gets them off the casino floor.” 347
Personalization does not mean that the consumer is getting the best offer. The offer the
consumer receives may simply be a reflection of a crude calculation of what the consumer is
worth to the firm.

9.4.5. Privacy, once breached, is easily re-breached
One harm noted by academics is that where the privacy of an individual has been breached by
re-identification, future privacy breaches become easier. 348 Once a piece of data has been
linked to a person’s real identity, any association between the data and an anonymous virtual
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identity breaks the anonymity of the individual. 349 Ohm describes this as “the accretion
problem,” noting that even re-identification events that seem to expose only non-sensitive
information increases the likability of the data, and thereby exposes the individual to potential
future harm. 350 Ohm notes that for almost every person on earth, there is at least one fact about
them stored in a computer database than an adversary could use to blackmail, discriminate
against, harass, or steal the identity of him or her, which could result in legally cognizable harm.
The existence of this “database of ruin” threatens the individual when re-identification is
possible. 351

9.5. Loss of democracy and the expansion of laws, policies
and procedures mandating consumers to provide
personal information
There has been a major expansion of laws, policies and procedures mandating that individuals
provide personal information and requiring intermediaries to retain this personal information.
This culminates in consumer surveillance, particularly when modern technologies facilitate the
generation and collection of personal information associated with all life activities, such as the
use of credit cards, communication, and driving. 352

9.5.1. Chilling effects on fundamental rights such as free
speech and freedom of association
Scholars have often contended that privacy promotes or protects relationships, one’s
personhood and the creation of one’s dignity and the promotion of democracy itself. 353 Daniel
Solove has noted that surveillance can create chilling effects on free speech, freedom of
association, and other essential rights for the promotion of democracy. 354
Individuals need anonymity, particularly in the face of strong state powers. Anonymity provides
a level of protection for vulnerable groups, such as political dissidents. The United States
Supreme Court has recognized anonymous political speech as an essential building block of a
free, democratic society and as essential to the freedom of association, noting that “[i]nviobility
of privacy in group association may … be indispensable to preservation of freedom of
association, particularly where a group espouses dissident beliefs.” 355 The role of anonymity in
facilitating the exercise of the freedom of expression has not been established in Canada. 356 To
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date, Canadian courts have not acknowledged that anonymous speech may, in some cases, be
essential to the freedom of expression.

9.5.2. Structural imbalance and unaccountable bureaucracy
Bureaucracies that collect and use personal information but exclude individuals from having any
knowledge or participation in the process leave individuals powerless and vulnerable. These
harms consist of indifference, errors, abuses, frustration, lack of accountability, and lack of
transparency. 357 Such harms pit the individual against the large bureaucracy, creating a
structural imbalance against which the individual has little chance, and in which there is little
accountability. This is a due process problem that creates a power imbalance between
individuals and governments and between consumers and corporations or other groups that
collect or purchase the consumer’s information. 358

10. CANADIAN LEGISLATION AND DE-IDENTIFICATION
10.1. The Personal Information Protection and Electronic
Documents Act (PIPEDA)
The Personal Information Protection and Electronic Documents Act (PIPEDA) governs the
collection, use and disclosure of personal information by private organizations in "commercial"
contexts. PIPEDA provides the legal framework for the analysis of privacy rights in electronic
commerce in Canada. As such it has a primordial role in the analysis of whether deidentification techniques presently used in Canada measure up to Canadian privacy law.

10.1.1.
Definition of “personal information” and confusion
with “personally identifiable information”
PIPEDA has two main intersections with de-identification. First, PIPEDA defines what is, in the
first place, considered "personal information" in Canada, as opposed to information that is not
about an identifiable individual. Many proponents of aggregated or de-identified data maintain,
therefore, that de-identified personal information is no longer "personal information" and its use
or disclosure falls totally outside of PIPEDA and thus Canadian privacy laws.
PIPEDA's definition of personal information is at the heart of the debate. It reads: "“personal
information” means information about an identifiable individual, but does not include the name,
title or business address or telephone number of an employee of an organization." What has
not been made totally clear, on either the law or in policy statements or findings of the Privacy
Commissioner of Canada, is what "information about an identifiable individual" actually means.
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It appears that there are two possible interpretations of "information about an identifiable
individual" — one very wide and one narrower. The narrow interpretation is that the information
referred to in this definition is that which could lead one to (usually physically) locate or
positively (usually physically) identify a person or that allows one to find a person by name. The
wider view is that any piece of information that relates to a person in any sense can be
"personal information" whether or not that information on its own could lead further down the
trail to physically describing, locating or naming an individual. Under this second view, for
example the political viewpoint of a person would be personal information, even though such
information on its own does not necessarily indicate where a person resides, what he or she
looks like or what he or she is named.
The Assistant Privacy Commissioner of Canada, Chantal Bernier, in a recent speech noted that:
The surge in social media—and networked life in general—is also prompting
us to redefine what personal information is. The definitions contained in both
federal laws refer to "information about an identifiable individual."
For a long time, this applied to information such as a person's name,
address, date of birth and Social Insurance Number. Nowadays, however, it
also includes email addresses, IP addresses, MAC addresses, user names,
359
people's buying history, browsing habits… The list goes on and on.

These remarks indicate a tendency by the OPCC to consider "information about an identifiable
individual" in the wider sense indicated above.
Case law on this interpretation of the definition, however, has been split.
For example, in Alberta, 360 in the recent case of Leon's Furniture Ltd. v. Alberta (Information and
Privacy Commissioner) this split was apparent in the reasons themselves as the majority
cleaved to the narrower definition while the lone dissenting judge took the more expansive
view. 361 The case involved recording driver's licence numbers as well as the actual licence
plate number of a retail customer. This is the majority reasoning:
What Is "Personal Information"?
46
The adjudicator rejected the appellant's argument that driver's licence
numbers and vehicle licence numbers do not fall within the definition of "personal
information" in the statute:
1(1)

In this Act,
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...
(k) "personal information" means information about an identifiable individual.
The appellant argues that neither a driver's licence number, nor a licence plate
number, fall within this definition.
47
The "identifiable individual" term has two components. Firstly, the individual
must be "identifiable". Generic and statistical information is thereby excluded, and
the personal information (here the relevant number) must have some precise
connection to one individual. Secondly, the information must relate to an
individual. Information that relates to objects or property is, on the face of the
definition, not included. The key to the definition is the word "identifiable". The Act
is designed to regulate and protect information that is uniquely connected to one
person. An important (although not the only) purpose of the Act is to control the
use of information that would enable "identity theft", that is, information that is
used to distinguish one individual from another in financial and commercial
transactions. This can be seen by reviewing the type of information that is dealt
within the more specific provisions and exceptions in the Act. The definition is not
primarily aimed at information about that individual's opinions, choices and status
in life.
48
Further, to be "personal" in any reasonable sense the information must be
directly related to the individual; the definition does not cover indirect or collateral
information. Information that relates to an object or property does not become
information "about" an individual, just because some individual may own or use
that property. Since virtually every object or property is connected in some way
with an individual, that approach would make all identifiers "personal" identifiers.
In the context of the statute, and given the purposes of the statute set out in s. 3,
it is not reasonable to expand the meaning of "about an individual" to include
references to objects that might indirectly be affiliated or associated with
individuals. Some identification numbers on objects may effectively identify
individuals. Many, however, are not "about the individual" who owns or uses the
object, they are "about the object".
49
The adjudicator's conclusion that the driver's licence number is "personal
information" is reasonable, because it (like a social insurance number or a
passport number) is uniquely related to an individual. With access to the proper
database, the unique driver's licence number can be used to identify a particular
person: Gordon v. Canada (Minister of Health), 2008 FC 258, 324 F.T.R. 94, 79
Admin. L.R. (4th) 258 at paras. 32-4. But a vehicle licence is a different thing. It is
linked to a vehicle, not a person. The fact that the vehicle is owned by somebody
does not make the licence plate number information about that individual. It is
"about" the vehicle. The same reasoning would apply to vehicle information
(serial or VIN) numbers of vehicles. Likewise a street address identifies a
property, not a person, even though someone may well live in the property. The
licence plate number may well be connected to a database that contains other
personal information, but that is not determinative. The appellant had no access
to that database, and did not insist that the customer provide access to it.
50
It is also contrary to common sense to hold that a vehicle licence number is
in any respect private. All vehicles operated on highways in Alberta must be
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registered, and must display their licence plates in a visible location: Traffic
Safety Act, R.S.A. 2000, c. T-6, ss. 52(1)(a) and 53(1)(a). The requirement that a
licence plate be displayed is obviously so that anyone who is interested in the
operation of that vehicle can record the licence plate. The fact that the licence
plate number might be connected back to personal information about the
registered owner is obvious, but the Traffic Safety Act nevertheless requires
display of the licence plate. Control of that information is provided by controlling
access to the database. It makes no sense to effectively order, as did the
adjudicator, that everyone in the world can write down the customer's licence
plate number, except the appellant.
51
In summary, the adjudicator's conclusion that a driver's licence number is
"personal information" is reasonable. The conclusion that a licence plate number
is also "personal information" is not reasonable, and the adjudicator's ruling must
362
be set aside insofar as it dealt with licence plate numbers.

While this conclusion follows an inexorable logic (for example, the driver's license is personal to
and issued to the individual, while the car license plate is issued on the car) the decision has
been criticized by privacy advocates and lawyers as leaving a large scope for profiling
individuals, even if the amassed information does not refer to a "precise connection to one
individual" or if it "relates to objects or property". Even in the decision itself, however, the
dissenting judge put forth the opposite view by first emphasizing the key role of consent and
then offering the following analysis:
110 While I agree with the Federal Court that the phrase "information about an
identifiable individual" requires two discrete inquiries - is there information "about"
an individual, and can that individual be identified - I do not accept that the
concept of personal information is as narrow as suggested. The Supreme Court
made clear in Dagg that the test to be applied is a broad one, and that personal
information includes "any information about a specific person" provided that
person can be identified. Thus, provided the information discloses something
about an identifiable individual it amounts to personal information.

The idea that "information about an identifiable individual" should be widely interpreted is based
both on the Supreme Court of Canada's Dagg decision 363 (where the Court seemingly adopted
this wide interpretation, at least in the context of access to information statutes) and on the
premise that the information at issue is separate from the subject of the information (that is, the
information at issue does not inexorably lead to identification of the individual it is concerning).
Such a concept (that the subject of the information can be logically separated from the data file
on the subject) is a concept well established in civil law in general and in European law but less
pronounced in Canadian common law.
An application for leave to appeal of the Leon's Furniture case is presently before the Supreme
Court of Canada. 364 Therefore, for the time being at least, under Canadian case law, it is not
362
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clear as to which definition of personal information will be ultimately accepted as law under the
privacy statutes as presently written.
De-identified information can probably be more likened to "generic or statistical information" or
can be a data field relating to an "object or property" of the individual than likened to: a)
information in a cloud around the individual; or b) as a separate data file on the data subject
(individual) if the majority of the Court of Appeal of Alberta's underlying assumption that the
individual has no expectation of privacy in "generic" information or "objects or property" remains
unchallenged. The OPCC has addressed this viewpoint, however, by proposing a fairly
stringent and explicit legal test for when information is "about an identifiable individual".
According to the OPCC written and oral arguments in both the Gordon case and in the Leon's
Furniture case, the OPCC has proposed that:
Information will be about an identifiable individual where there is a serious
possibility that an individual could be identified through the use of that
information, alone or in combination with other available information.

This is a very careful formulation of a legal test that varies from the default legal standard of
"reasonable expectation of privacy" that was implicitly adopted by the majority of the Alberta
Court of Appeal in Leon's Furniture. A careful parsing of this proposed legal standard reveals
several key choices that the OPCC has consciously taken to move the debate to a new
consideration of the meaning of personal privacy in an online and digital age.
A "serious possibility" that information could eventually be used to identify a person contrasts
with other standards proposed such as that there be a reasonable probability or a simple better
than even chance that a person will be re-identified. 365 The test proposed by the OPCC is not
necessarily time-limited. The risk identified by the OPCC need never be realized, nor even be
more likely than not to be realized. The OPCC test also recognizes that one data element may
seem innocuous in itself but prove the missing "piece of the puzzle" to future identification of an
individual. At its heart, however, what separates the OPCC's proposed test from that apparently
adopted by the Alberta Court of Appeal is a focus on the actual individual. The consequences
for the individual, not for a company wishing to interact with the individual, are what grounds the
test. For all these reasons, the OPCC proposed "serious possibility" test seems more privacy
protective to a real person than a simple "reasonable expectation of privacy" test. Indeed,
"serious possibility" of harm is a more appropriate test in this context than the reasonable
expectation of harm test as personal information protection legislation in Canada is not
concerned so much with defining zones of personal privacy but rather in guarding individuals
from abuse and overuse of their personal information by commercial interests. In short,
PIPEDA and similar act empower consumers by giving them more control of the use of their
personal information by others in the context of consumption.
The dissenting judge in the Leon's Furniture case pointed to this purpose in effectively adopting
the OPCC's position in her dissenting judgment:
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112
Moreover, while the concept of a "reasonable expectation of privacy" may
be useful in describing the zone into which the police cannot intrude without
reasonable and probable grounds, it does not assist in the interpretation of
statutes such as PIPA, which are concerned with controlling the collection, use
and distribution of an individual's personal information in the world of private
commerce. PIPA does not purport to describe a protected zone of privacy into
which the state can-not intrude. Nor does it seek to protect personal information
of all kinds from all persons. Rather, the statute protects the collection, use and
transmission of personal information about an individual where such collection,
use or transmission is not reasonably necessary. It is legislation aimed at curbing
abuses with respect to such information in the world of commerce. [. . .]
113
Alberta's PIPA is closely modelled after the federal Personal Information
Protection and Electronic Documents Act, SC 2000, c 5 (PIPEDA). The strategy
in both acts is to protect privacy by giving individuals more control over the
collection of any and all information about them, and ensuring that such
information is only collected, used, and disclosed by private organizations where
reasonably necessary. It is aimed at limiting unnecessary data aggregation. This
is a different approach than deciding first what information is intended to be kept
private and then restricting the distribution of that information. PIPA is not
concerned with whether the information was made in the expectation of privacy.
Rather, PIPA is aimed at curbing the collection, use and disclosure of information
about identifiable persons, in the hopes of preventing identity theft and curbing
any misuse of information about the citizens of Alberta. Limiting misuse starts
with limits on the collection of personal information. Although PIPA involves a
balancing of interests, they are different interests than those involved in balancing
the rights of citizens to be free from intrusions by the state.
114
In my view, therefore, the following principles can be gleaned from the
authorities regarding the interpretation of the words "information about an
identifiable individual" found in section 1(k) of PIPA:
1.
The words used are deliberately expansive and must be interpreted broadly:
(Dagg; (Information Commissioner) v Canada (Commissioner of the Royal
Canadian Mounted Police)). The words "information about" describe any
information "about" an identifiable individual and not just information an individual
would "reasonably expect" to keep private.
2.
The statute speaks of an "identifiable individual" not an "identified individual".
Thus, the information must be about a person who is known or can be identified
either from the information itself, or when that information is combined with other
information: (Pascoe; University of Alberta v Alberta (Information and Privacy
Commissioner); Canada (Information Commissioner) v Canada (Transportation
366
Accident Investigation and Safety Board))

The debate about the definition of personal information in PIPEDA and related provincial privacy
statutes is at the core of the dispute with aggregators of personal information and its ultimate
disposition by the courts will have a seismic effect on the present and future practices regarding
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at the least collection of personal information for subsequent de-identification and possibly upon
all uses and disclosures of even "de-identified" information.

10.1.2.
Principle 4.5.3 – “destroy, erase or make
anonymous”
The guidance provided by private-sector privacy legislation like PIPEDA does not begin and end
at the definition of personal information. There are also principles regarding limiting use,
disclosure and retention of personal information (Principle 4.5 in Schedule 1 of PIPEDA) as well
as limits implied by what information was collected at the time of collection and what purpose for
the collection was cited and therefore the related question of whether proper consent was
obtained to use or disclose the information, even in aggregate or de-identified form.
The principle in PIPEDA that is most concerned with limiting use, disclosure and retention of
data is Principle 4.5.3. It reads:
Personal information that is no longer required to fulfil the identified purposes
should be destroyed, erased, or made anonymous. Organizations shall develop
guidelines and implement procedures to govern the destruction of personal
information.

This Principle, which does permit "anonymization" as an alternative to destruction, is explained
by Principle 4.5.4: "This principle [that is, 4.5.3] is closely linked to the Consent principle (Clause
4.3), the Identifying Purposes principle (Clause 4.2), and the Individual Access principle (Clause
4.9)." In other words, the required destruction or anonymization of data should be read in light
of the other principles (consent, identifying purposes and individual access).
This means that collection of the personal information that is subsequently anonymized as a
destruction method under Principle 4.5.3 must, in the first instance, be collected in accordance
with the consent principle, which in turn relies upon a fulsome disclosure of all anticipated uses
and disclosures of the personal information.
Therefore one cannot claim, as many retailers and other aggregators of personal information
seem to do either in privacy policies or public statements, that once information has been
collected, it can be widely disclosed and mined without consent because it has been deidentified or "anonymized". In fact, this step is only permitted if it is sufficiently de-identified (see
above) but perhaps more importantly, can only be disclosed, processed or mined if these uses
and disclosures were made reasonably clear to the individual at the time the information was
collected. Otherwise, the "Identifying Purposes" principle in PIPEDA is being ignored.

10.1.3.
The Shell Game of "Non-Personal Information" and
Personally Identifiable Information
PIAC's analysis of privacy policies of major retailers and data aggregators reveals very little
such notice language and those that do hint at this use/disclosure, do not, in our view make it
clear enough to consumers to obtain informed consent. For example, Google's privacy policy,
the language reads thus:
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Information we collect and how we use it
We may collect the following types of information:
•Information you provide – When you sign up for a Google Account, we ask you
for personal information. We may combine the information you submit under your
account with information from other Google services or third parties in order to
provide you with a better experience and to improve the quality of our services.
For certain services, we may give you the opportunity to opt out of combining
such information.
[. . .]
Information sharing
Google only shares personal information with other companies or individuals
outside of Google in the following limited circumstances:
•We have your consent. We require opt-in consent for the sharing of any
sensitive personal information.
•We provide such information to our subsidiaries, affiliated companies or other
trusted businesses or persons for the purpose of processing personal information
on our behalf. We require that these parties agree to process such information
based on our instructions and in compliance with this Privacy Policy and any
367
other appropriate confidentiality and security measures. [Emphasis added.]

We find this language far too vague to be of use to consumers who are unfamiliar with data
processing and the idea that this general term may include anonymization and retention for data
mining or resale to data aggregators. Real, valid consent simply could not be achieved with
certainty based only upon this language, even assuming the mere publication of these terms in
a privacy policy is sufficient notice to obtain consumer consent.
However, in the Google "Privacy FAQ" there are references to the length of time that Google
keeps search logs until they are "anonymized" but there is no information on how this
anonymization is technically done nor any reference to seeking consent for the "use" of
anonymizing otherwise potentially personal information. 368 Google appears, with regard to
information outside of server search logs, to avoid anonymization by instead defining a new
term, "aggregated non-personal information" and then (presumably) collecting "aggregated nonpersonal information" in parallel with what Google also self-defines as "personal information". 369
Regarding the "aggregated non-personal information", Google's FAQ defines it as:
“Aggregated non-personal information”
367
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See Google "Privacy FAQ" (undated), online: http://www.google.com/privacy/faq.html.
369
The definition of "personal information" for Google is found not in the privacy policy itself but under the
Google Privacy FAQ: " “personal information” is information that [the customer] provide[s]… which
personally identifies [the customer], such as… name, email address or billing information, or other data
which can be reasonably linked to such information by Google."
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is information that is recorded about users and collected into groups so that it
no longer reflects or references an individually identifiable user

In defining the terms in this manner, Google is seeking to adopt, by contract, the narrow
definition of personal information as only that which leads to the identification of an individual on
the basis of that information itself. It also appears Google is attempting to sever the information
it considers is not personal information from that which is, on this same basis, on the theory that
legally if such information were not at least notionally separated, the consent obtained from the
consumer at the time of collection would have to apply to all of the information.
As noted in the footnotes to this examination of Google, the Privacy FAQ of Google is undated.
Between the time the above language was captured and the publication of this paper, Google
changed the "Privacy FAQ" without noting or dating the change, to read thus in relation to "nonpersonal information":
Non-personal information
“Non-personal information” is information that is recorded about users so that it
no longer reflects or references an individually identifiable user.

This new definition more closely aligns with PIPEDA's definition, however, the key element is
still the creation of this chimera - "non-personal information", a concept that does not appear in
PIPEDA or other legislation. Finally, determination of what is "non-personal" is left at the
discretion of Google, at least until challenged in an ex post facto way by a complaint to the
OPCC.
The other data aggregation companies PIAC studied (Rapleaf, Generation5, and Axciom) all
pursue a variation of Google's first attempt to define personal information and non-personal
information, apparently to avoid the extra requirements around consent to collect personal
information (such as to describe what will be done with it). 370
Part of the problem with this approach (and indeed with Google's second approach) is that it
implies a definition of "personally identifiable information" which is the feature of much U.S.
sectoral privacy legislation such as COPPA and HIPAA. 371 As reflected in the aggregators'
privacy policies, the U.S. PII approach defines discrete data elements that are presumed to be
linkable to an individual in a way that can directly lead to identification or location of the
individual. However, the definition of PII has no place in Canadian law, due largely to our
legislation instead being based upon consent and a contextual view of privacy. Recently, the
Office of the Privacy Commissioner of Canada in its Report on the 2010 Office of the Privacy
Commissioner of Canada’s Consultations on Online Tracking, Profiling and Targeting, and
Cloud Computing, 372 went to the trouble of pointing out the fact that PII not only has no legal
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Please see also Section 6 above.
COPPA is the Children’s Online Privacy Protection Act, 15 U.S.C. §§ 6501-6506. As discussed above,
HIPAA is the Health Insurance Portability and Accountability Act.
372
Office of the Privacy Commissioner of Canada, "Report on the 2010 Office of the Privacy
Commissioner of Canada’s Consultations on Online Tracking, Profiling and Targeting, and Cloud
371
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status in Canada but that, in addition, it is improper to refer to PII in Canadian privacy policies,
as this is actually apt to mislead Canadians from the actual definition of "personal information" in
PIPEDA and as interpreted and implemented by the OPCC. The OPCC wrote:
PIPEDA does not contain any definition for “personally identifiable information,”
“non-identifying information” or “confidential information.” The term “personally
identifiable information” is one that is used in other jurisdictions and typically
refers to a narrow set of information that can be used to uniquely identify an
individual. Examples include an individual's name, address, national identification
number or driver's licence number. By contrast, the concept of personal
information as set out in PIPEDA has been interpreted by the courts and the OPC
to apply more broadly.
In 2008, the OPC issued an “interpretation” document that outlined general
interpretations by the courts of the term personal information, as well as
summarized the position we have taken in various PIPEDA-related complaints
where the question of personal information was debated.
The OPC has generally taken a broad and contextual approach in determining
whether certain information is or is not personal information. Of note is a finding
from 2003, in which it was concluded that the information stored by temporary
and permanent cookies was personal information. The Office has also
determined that an IP address is personal information if it can be associated with
373
an identifiable individual. [footnotes omitted.]

The OPCC continued and expressed concern at some data aggregators' and retailers express
reliance on concepts like PII and "non-identifying" information:
The OPC is concerned about the variance in terminology used in the submissions
and discussions. There seems to be an attempt to stress that the information
collected is anonymous (“non-identifying” or “non-confidential”) presumably
because it does not contain information that identifies the individual by name
(referred to by some respondents as “personally identifiable information”).
However, true anonymity is becoming a more difficult state to achieve, given the
374
advances in technology.

The OPCC then noted that the Federal Trade Commission had recently expressed concerns
about the use of "non-PII" information in the context of its studies of behavioural targetting and
concluded that the OPCC's wider, contextual view of privacy therefore was not only presumably
the law in Canada but that the OPCC's approach would be consonant with foreign data
protection efforts:

Computing" (May 2010), online: http://www.priv.gc.ca/resource/consultations/report_201105_e.pdf
[OPCC, Online Tracking Report].
373
OPCC, Online Tracking Report at p. 23.
374
OPCC, Online Tracking report at pp. 23-4.
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We therefore think that the contextual approach to defining personal information
that the OPC has used in the past will not be at odds with the views of
375
international regulators on the subject.

Whether the OPCC can preserve this interpretation in the face of seemingly widespread
ignorance of the Canadian contextual approach and positive embrace by industry of the
narrower foreign view is a matter of privacy politics, however, it appears likely that should a
consumer file a complaint based upon this narrow interpretation effectively taking away consent,
the OPCC would find personal information was indeed implicated. Whether a complaint that
then alleged that their personal information had been misused by being "aggregated" or
"anonymized" without consent would be a separate question.

10.1.4.

“Publicly Available” information

Quite outside of the use of "personal information" that has or has not been consented to for the
purposes of "anonymization" and "aggregation" there is the comparatively complicated area of
"publicly available information" under PIPEDA and similar provincial legislation, such as names
and phone numbers in a white pages telephone directory.
"Publicly available information" is unquestionably "personal information" under PIPEDA,
however, the Act allows companies and indeed the "public" to use this personal information as if
it were not. 376 That is, PIPEDA simply exempts that personal information deemed "publicly
available" from other requirements of the Act.
There are five categories of personal information that are deemed under PIPEDA to be publicly
available in the regulations made under PIPEDA 377:
1. Name, address and telephone number of a subscriber in a telephone
directory, where is 1) the directory is available to the public; and, 2) the
subscriber has the ability to refuse to have their PI published.
2. Name, title, address and telephone number of an individual in a professional
or business directory, listing or notice that is available to the public. The
collection, use or disclosure must be related to the purpose for which the
information is published.
3. PI published in a registry collected under a statutory authority and to which a
right of public access is authorized by law. The collection, use or disclosure
must be related to the purpose for which the information appears in the
directory.
4. PI that appears in a record or document of a judicial or quasi-judicial body,
that is available to the public. The collection, use and disclosure of the PI must
relate directly to the purpose for which the information appears in the record or
document.
375

OPCC, Online Tracking report at p. 24.
Subsection 7(3)(h.1) of PIPEDA permits the disclosure of personal information without knowledge and
consent only if the disclosure is of information that is publicly available and specified by the Regulations.
377
Regulations Specifying Publicly Available Information, SOR/2001-7.
376
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5. PI that appears in a publication, including a magazine, book or newspaper, in
printed or electronic form, that is available to the public, where the individual
378
has provided the information.

Outside of whether any information is truly "related to the purpose for which the information
appears" either in a business directory, statutorily mandated database or a court or tribunal
record and the final category's uncertainty about whether and when and in what format
"publication" may take place (including on the internet), 379 these sections are straightforward.
Companies can use the information in 1 (telephone white pages listings) and 5 (published
information) for nearly any marketing purpose. Companies can use information in categories 2,
3 and 4 for purposes related to the original purpose, and although those purposes cannot stray
too far afield from the original purpose, the OPCC seems minded to allow a fairly wide
leeway. 380
Nonetheless, the decided cases demonstrate at least an apparent attitude in the OPCC to allow
a wider use of aggregated or anonymized information than one would expect based on the
expansive view of personal information otherwise held by the OPCC.
What is not obvious, however, is where "publicly available" information is used in conjunction
with other information to create an enriched record. These records are often sold as either
demographic marketing databases or personal profiles. Both of these typical situations have
been the subject of complaints to the OPCC, however, the answer given by the OPCC leaves a
large scope for further inquiry into "publicly available" and aggregated "de-identified" data.
10.1.4.1. infoCANADA - Now you see it; now you don't
The infoCANADA complaint was filed by the Canadian Internet Policy and Public Interest Clinic
at the University of Ottawa in 2008, alleging specifically that infoCANADA, a Canadian-based
data mining company: "fails to obtain consent for the collection, use and disclosure of personal
information it gains through data matching". 381 InfoCANADA combined white pages directory
information with aggregated demographic information obtained from Statistics Canada census
data, "other data sets" 382 and infoCANADA's own data mining techniques. The result was lists
of names marketers could use to contact individuals. The lists implied that certain aggregate
demographics based on such items as average income in a postal code or imputed ethnicity
from name frequency regression analysis would attach to a large majority of the lists. As
378

See The Law Office of Kris Klein, ""Publicly available" under PIPEDA: is personal information posted
on the internet fair game?", Privacy Scan, July 22, 2011 at pp. 1-2.
379
The Law Office of Kris Klein, ""Publicly available" under PIPEDA: is personal information posted on the
internet fair game?", Privacy Scan, July 22, 2011 at pp. 1-2.
380
In particular with use of business directories. See Privacy Scan discussing publicly available
information, citing OPCC Finding #2003-141 Credit Agency accused of disclosing personal information,
online: http://www.priv.gc.ca/cf-dc/2003/cf-dc_030310_2_e.cfm.
381
See the full text of the OPCC's preliminary report on CIPPIC's website at:
http://www.cippic.ca/uploads/OPC_InfoCANADA_prelim.pdf [OPCC preliminary report on InfoCANADA].
382
OPCC preliminary report on InfoCANADA at p. 12, para. 48. It is not indicated in the OPCC decision if
these "other data sets", including one from Generation5, also were produced from publicly available
information sources or other statutorily collected data sources, or any private data collection activities.
See also on this point below the discussion of Abika.com.
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customers of infoCANADA specified more and more variables, the chance that the
demographics attributed to the list of names produced would have at least some accuracy was
greatly improved.
CIPPIC's complaint was essentially that the new lists were indeed personal information and that
the mixing of the publicly available data with the aggregate data in effect reconstituted or
created a personal profile of the individuals. CIPPIC's complaint was nonetheless dismissed.
The OPCC held that the combination of the aggregated information with publicly available
information was not enough to remove the exempt status from the publicly available information,
and the aggregated information was still just that, aggregated information, therefore, the entire
new record was not personal information, still being a combination of these two sources that did
not require consent. While the infoCANADA information could at times be a decent proxy for
personal information about an individual, it was not wholly accurate.
CIPPIC argued strenuously in its reply to the OPCC that it failed to frame the issue properly. 383
CIPPIC stated that the issue was not as stated by the OPCC: whether the combined
infoCANADA data lost its "consent-free status" but rather whether new personal information had
been conjured up by the magic of infoCANADA's creative data-matching. CIPPIC noted that the
OPCC analysis started with the publicly available information and then moved to the aggregated
data, where it was also valid to reverse this inquiry and consider if aggregated (de-identified)
data could qualitatively become information "about an individual" by the subsequent addition of
publicly available information. CIPPIC also argued that the OPCC's conclusion that the
inaccuracy of the infoCANADA information as a proxy for information collected directly from an
individual was a slippery slope - as data mining techniques became more sophisticated and new
data sources added like geolocation information - on which to base a policy on de-identified
data. 384 All of these arguments did not impress the OPCC, which confirmed the original
finding. 385
As the law appears to stand now, therefore, PIPEDA appears to allow "aggregated" or "nonpersonal" data to be complemented with publicly available information. However, this does not
necessarily mean that publicly available information may be combined with all privately
compiled data.

383

See CIPPIC's Letter of Response to the OPCC (October 15, 2008), online:
http://www.cippic.ca/uploads/InfoCanada-ReplytoOPCPrelimRpt-15Oct08.pdf.
384
In particular, CIPPIC noted that the OPCC had recently found that Google's Streetview application was
an example for concern in that it added new abilities to locate persons "have raised concerns about the
possible violation of personal privacy rights": OPCC, "Privacy Commissioner Seeks Information about
Street-Level Photography Available Online" (September 11, 2007), online: http://www.priv.gc.ca/media/nrc/2007/an_070911_e.cfm.
385
PIPEDA Case Summary #2009-004, No Consent Required for Using Publicly Available Personal
Information Matched with Geographically Specific Demographic Statistics, online: http://www.priv.gc.ca/cfdc/2009/2009_004_0109_e.cfm [PIPEDA Case Summary #2009-004].
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10.1.4.2.

Abika.com - Mixing publicly available and surreptitiously
obtained data is offside

Abika.com is a U.S.-based website that nonetheless claims to profile Canadian individuals.
Although the site offers many tools to locate persons such as reverse phone number and e-mail
address, the site's main feature - and subject of another complaint to the OPCC by CIPPIC 386 is supposed psychological profiles of individuals.
The profiles compiled by Abika.com are culled from many information sources. Some of these
are public records databases, however, some are more nefarious. In particular, Abika.com was
in several cases involving Canadian subjects able to obtain telephone (wireless and wireline)
call records, despite the fact (detailed below) that such records are considered to be confidential
customer information under Canadian telecommunications law.
Given the fact Abika.com accessed information that required consent from the individual without
"any effort to ensure the knowledge, and obtain the consent, of the individual whose personal
information is requested", the OPCC had no difficulty in finding a violation of the consent
provisions of PIPEDA. 387 Presumably, the addition of publicly available information to the other
information collected without consent by Abika.com would not "bless" the rest of the information
with "consent-free" status.
The authors of PrivacyScan believe that such combinations of privately-held or compiled
personal information holdings would be subject to consent. However, the Abika.com and
infoCANADA findings are not clear as to whether information that is held in privately held
databases that is collected within present consent guidelines can be combined with publicly
available information and provided to third parties for marketing, targetting or new uses.
Presumably, a sufficiently clear privacy policy that made this future combination of the private
database and other publicly available information clear to individuals when they initially provided
personal information would allow such combination and subsequent uses and disclosures.
That, however, is not the real question with de-identified personal "aggregated" information. In
that case, as shown above, companies and government (such as StatsCan) consider that deidentified information to be "non-personal" information, so the inquiry into consent never really
arises. However, as the sophistication of the combination of aggregated and publicly available
information increases, the difference between the "proxy" profile described in infoCANADA and
a profile directly compiled from consumer personal information with full consent becomes far
less noticeable.
As it stands now, however, the OPCC decisions appear to leave a large scope for such crossreferencing of aggregated "de-identified" information and publicly available information. This
information is, whatever its differences from a pure database of personal information, still
extremely powerful and is something marketers and others will pay handsomely for.
386

See CIPPIC's second complaint regarding Abika.com (December 20, 2004), online:
http://www.cippic.ca/documents/privacy/revised_abika_complaint.pdf.
387
See Office of the Privacy Commissioner of Canada, Report of Findings Complaint under PIPEDA
against Accusearch Inc., doing business as Abika.com, online: http://www.priv.gc.ca/cfdc/2009/2009_009_rep_0731_e.cfm.
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10.2. The Statistics Act, Statistics Canada and the Canadian
census: see no evil
As noted above, Statistics Canada is a main supplier of "baseline" demographic information that
is used by many marketers as part of their tailored profiling. The Statistics Act 388 allows
Statistics Canada to provide the private sector and public sector with aggregate information but
strictly prohibits and breach of an individual citizen's confidence, principally the actual answers
given on census documents or from other surveys, which can only be used within the
department for related purposes. 389
According to StatsCan, there are two types of data – aggregate and microdata. 390 Aggregate
data, which may be found in numerous formats, are “statistical summaries organized in a
specific data file structure that permits further computer analysis, that is, data processing.” 391
Aggregate data are found in numerous formats. Some of the more common ways to access
aggregate statistics through StatCan are through CANSIM, Beyond 20/20 tables, spreadsheets,
databases, etc. 392 On the other hand, microdata consist of the data directly observed or
collected from a specific unit of observation. 393 For a typical Statistics Canada microdata file the
unit of observation is probably an individual, a household or a family. 394
In the balancing between the desire to provide accurate and reliable aggregates of data while
preventing the disclosure of individual information, in addition to administrative arrangements,
StatsCan uses suppression, rounding, collapsing and micro-aggregration and data swapping
techniques. 395 Such measures are called data perturbation procedures. Data perturbation
388

R.S.C., 1985, c. S-19.
As Canada’s central statistical agency, Statistics Canada is legislated to carry out its mandate to
“collect, compile, analyze, abstract and publish statistical information relating to the commercial,
industrial, financial, social, economic and general activities and condition of the people.”: Statistics
Canada, Introduction, online: http://www.statcan.gc.ca/about-apercu/pia-efrvp/intro-eng.htm. Subsection
17(1) of the Statistics Act provides for the general requirement that "identifiable information" be kept
confidential, with limited exceptions: see ss. 11, 12 and subs 17(2).
390
Statistics Canada, Section 4: Data, online: http://www.statcan.gc.ca/dli-ild/guide-trousse/guidetrousse/toc-tdm/3000276-eng.htm.
391
Statistics Canada, Section 4: Data, online: http://www.statcan.gc.ca/dli-ild/guide-trousse/guidetrousse/toc-tdm/3000276-eng.htm.
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Statistics Canada, Section 4: Data, online: http://www.statcan.gc.ca/dli-ild/guide-trousse/guidetrousse/toc-tdm/3000276-eng.htm.
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Statistics Canada, Section 4: Data, online: http://www.statcan.gc.ca/dli-ild/guide-trousse/guidetrousse/toc-tdm/3000276-eng.htm.
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Statistics Canada, Section 4: Data, online: http://www.statcan.gc.ca/dli-ild/guide-trousse/guidetrousse/toc-tdm/3000276-eng.htm.
395
Statistics Canada, Confidentiality, Privacy and Security, online: http://www.statcan.gc.ca/edu/powerpouvoir/ch7/5214810-eng.htm. Also see Natalie Shlomo, “Assessing Disclosure Risk Under
Misclassification for Microdata” (2009) Joint UNECE/Eurostat work session on statistical data
confidentiality (UN, United Nations Statistical Commission), online:
http://www.unece.org/stats/documents/ece/ces/ge.46/2009/wp.43.e.pdf. This is a technical paper
describing risk assessment based on the common disclosure risk scenario where an intruder seeks to
match the microdata with a publicly available external file. However, it should be noted that no specific
information pertaining to Canada or StatCan’s practices are discussed.
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procedures are highly complex and must constantly be reviewed and evolved to take into
consideration the development of intruder techniques, especially in the technology age.
In addition, for the majority of survey collections, Statistics Canada conducts generic privacy
impact assessments 396 assess and evaluate privacy, confidentiality or security risks associated
with the collection, use or disclosure of personal information, and to develop measures intended
to mitigate and, wherever possible, eliminate identified risks. In accordance with its Privacy
Impact Assessment Policy, Statistics Canada will conduct privacy impact assessments for all
new and significantly redesigned surveys and programs involving the collection, use or
disclosure of personal information that raise unique or additional privacy, confidentiality or
security risks. 397
StatCan screens all final results before release to eliminate the potential risk of disclosure. This
step is crucial in the de-designation of information as “personal information” and identifiable
information. However, the details of the screening process are not widely published and cannot
be found on their website. It is unclear whether the evaluation of the risk of disclosure is fair,
objective and comprehensive.
The OPCC in its formal decision in the infoCANADA complaint, described StatsCan's approach
to ensuring its aggregate data does not betray the confidence of individual Canadian's census
information:
The data is screened, and multiple measures are taken to guard against disclosure
of census information about individuals. Such measures are called dataperturbation procedures.
SC [Statistics Canada] explained that, if all members of an identifiable group share
the same or very similar characteristics, inferences could be made about
individuals within the group. This as a form of inferential or probability disclosure,
and SC addresses it through the use of statistical techniques such as sampling,
rounding, suppression, regrouping or a combination thereof.
In clarifying how it mitigates this type of disclosure, SC gave as an example a
scenario in which SC deals with quantitative data, such as income. If sampling
does not provide a sufficient degree of uncertainty as to whom the information
applies, other measures are used to prevent the accurate prediction of values for
individual members of a population. For instance, SC reports on median
household income. If a dissemination area is homogenous in terms of household
incomes (in other words, all or many of the households have an income very close
to the median), SC will not report the household income for that dissemination
area. In some situations, SC rounds particular data to the nearest five. For
example, if a dissemination area has eight people reporting that they are of South
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Statistics Canada, Privacy Impact Assessments, online: http://www.statcan.gc.ca/about-apercu/piaefrvp/pai-efvp-eng.htm.
397
Statistics Canada, Privacy Impact Assessments, online: http://www.statcan.gc.ca/about-apercu/piaefrvp/pai-efvp-eng.htm.
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Asian origin, SC will show this as ten, and if one person is of Japanese origin, SC
398
will report this as zero.

When Statistics Canada licenses aggregate usage information to marketers and others it
requires the licensee to make clear in all its uses of the information and its own marketing that
the StatsCan data does not relate to an individual. Again, in the words of the OPCC from the
infoCANADA decision:
In addition, SC stated that it licenses statistical information to secondary
distributors, through its Value-Added Distribution Licence Agreement and its Third
Party Value-Added Distribution Licence Agreement. As only non-confidential
information can be released to the public, the agency includes in its licensing
agreements the requirement that all secondary distributors must inform their data
users that “no confidential personal or business information has been obtained
from Statistics Canada.” The licensee also agrees not to merge or link the
computer file(s) with any other databases, for commercial sales, in such a fashion
that it gives the appearance of the licensee receiving, or having access to,
information about any identifiable individual, family, household, organization or
business held by SC.
Compliance with the conditions of the licensing agreements is monitored by SC.
Under the agreements, the licensee cannot claim that any proprietary methodology
it may have used was supported or endorsed by SC or that its data analysis was
approved by SC. The agency noted that it strictly enforces its requirements, and
399
failure to comply can result in legal sanctions.

StatsCan licensing arrangements with third parties extend the reach and use of the data. All
authorized secondary distributors 400 must sign a Statistics Canada distribution agreement; the
terms and conditions of which are consistently applied to all. The third party distributors are
categorized into two groups: resellers and value-added distributors.
A reseller purchases StatsCan data for resale without creating a new product. 401 The reseller
may repackage or reformat the data but does not create a new product. A model agreement
between StatsCan and a reseller is available on the StatsCan website. 402
These agreements set out the obligations of the reseller 403 and of StatsCan. These obligations
do limit the reproduction of the supplied data product or data file. Section 5.3. of the agreement
subjects the reseller to StatsCan’s End-Use Licence Agreement to ensure the use and further
dissemination of the data is still governed by a formal contract. Appendix E of the agreement is
especially relevant to privacy issues. This appendix contains nondisclosure and trust conditions,
398

PIPEDA Case Summary #2009-004.
PIPEDA Case Summary #2009-004.
400
See Statistics Canada, Licensed Distributors of Statistics Canada Information, online:
http://www.statcan.gc.ca/reference/distr-eng.htm for a list of approved distributors.
401
Danielle Lessard, Licence Agreements, email to PIAC (28 October 2010).
402
See online: http://www.statcan.ca/english/reference/pdf/data.pdf
403
Statistics Canada, Statistics Canada Data Reseller Agreement, May 2004, P.5, online:
http://www.statcan.gc.ca/reference/pdf/data-donnees-eng.pdf at section 5.1. Also see Annex A.
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in other words the terms and conditions for the retention and reproduction of data, and includes
prohibitions against the use of data products or data files in a manner not specified in the
original agreement. Clause 11.1 provides that the reseller must provide access to StatCan, or its
authorized auditors, to make periodic inspection(s) or audit(s) of its sales transaction records for
all such product sales. 404
While the wording of this agreement gives the appearance that it is quite comprehensive and
meticulous in its consideration of privacy issues, it does have a major weakness in its
punishment and sanctions. Clause 10.3 and Appendix E of the agreement are substantially
similar in content. Appendix E states: “Violation of any of these conditions shall be cause for the
immediate termination of the agreement.” This is the only sanction. Furthermore, with regards
to use of a data product or data file that has been used for a purpose that it was not originally
intended for:
Upon termination of this agreement the reseller shall return the data product(s) or
data file(s) to Statistics Canada along with all documentation, and certify in writing
that no copy has been retained by the reseller, nor provided to any other party
405
unless such other party has purchased a copy under this agreement.

There is a complete lack of retroactive sanctions and the agreement does not detail any
procedures or protocols to follow to recover any data product or data file that has been used for
a purpose that it was not originally intended for. This gap in the agreement may allow for
potentially large privacy breaches.
A value-added distributor purchases StatsCan data for input into a new product for sale. 406 The
agreement between StatsCan and value-added distributors is slightly more detailed than that
between StatsCan and resellers. Some notable differences are the following:
Section 17 of the agreement
information”:

speaks to “confidential information” and “identifiable

17. NO CONFIDENTIAL INFORMATION
17.1 The Licensee must state clearly in a prominent place in all product
documentation and advertising and publicity material that "no confidential
information about an individual, family, household, organisation or business has
been obtained from Statistics Canada".
17.2 The Licensee agrees not to merge or link the Computer File(s) with any other
databases in its Derived Information Product(s) licensed to End-users, in such a
fashion that gives the appearance that the Licensee may have received, or had
access to, information about any identifiable individual, family, household,
organisation or business held by Statistics Canada.
404

Statistics Canada, Statistics Canada Data Reseller Agreement, May 2004, P.5, online:
http://www.statcan.gc.ca/reference/pdf/data-donnees-eng.pdf. Also see Annex A.
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Statistics Canada, Statistics Canada Data Reseller Agreement, May 2004, P.5, online:
http://www.statcan.gc.ca/reference/pdf/data-donnees-eng.pdf. Also see Annex A.
406
A model agreement between StatsCan and a value-added distributor is available on the SC website:
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17.3 The Licensee shall provide to Statistics Canada an annual declaration of
compliance with the requirements of Paragraphs 17.1 and 17.2, on the anniversary
date of this agreement.

As to the redistribution by licensed value-added distributors, the agreement specifies that its
derived information product(s) may only be licensed to end-users. 407 This clause ensures that all
disclosure of information originating from StatsCan can be monitored and there is no openended dissemination stream. This end-use is clarified in clause 20.2 of the agreement. Finally,
with regards to the breach and remedies foreseen by the contract, there is generally the same
weakness as with the reseller agreement, despite slightly longer and detailed clauses.
While this licensing regime has the effect of protecting Statistics Canada from allegations that
the agency has provided personal information to marketers, it does little to protect the consumer
that has had a profile created out of either a private database or publicly available information
from having that information "enriched" by StatsCan aggregate census data, down to the
"dissemination area" which is described by the OPCC as: "a small, relatively stable geographic
unit composed of one or more blocks. It is the smallest standard geographic area (400 to 700
persons) for which all census data are disseminated. Dissemination areas cover all of Canada’s
territory." 408 Aggregate census data is available for a number of demographic characteristics
that would be highly sensitive were they considered only to refer to one individual, such as:
"median age, median household income, propensity of households with children, propensity of
home ownership, median home value and dominant period of construction at the disseminationarea level. The aggregated census information, such as average age or median home value, is
used to determine factors such as the probability of children, and marital status." 409
Given the possibility of misuse of data shared by StatsCan, the department undertook an
internal "Audit of Data-Sharing Agreements", released in April 2010. 410 The report's main
finding was the lack of an overarching policy framework for the agreements and recommended
one be developed. However, the audit found StatsCan generally compliant with all of its
agreements.
However, the audit covered only data-sharing agreements (DSAs) with other provinces and
territorial (and some municipal) agencies, not private entities. 411 It does not appear that
StatsCan ever has completed a public audit or investigation of the uses of StatsCan data by
private sector purchaser's of licensed aggregate data.
The question of StatsCan's role in re-identification or "identification re-creation" or "identity-like"
use of aggregated data with private or publicly available data sets is one that should be asked.
At the time that StatsCan started its aggregation release activities, the spectre of re407

See Statistics Canada, Value-Added Distribution Licence Agreement (January 2007) P.1, clause 1 for
definitions of “derived-information product(s)” and “end-user(s)”.
408
PIPEDA Case Summary #2009-004.
409
PIPEDA Case Summary #2009-004.
410
Statistics Canada, Final Audit Report Audit of Data-Sharing Agreements (April 15, 2010), online:
http://www.statcan.gc.ca/about-apercu/pdf/pn-np-80590-60-eng.pdf.
411
Of the approximately 500 DSAs existing at the end of 2008 that were reviewed, only 65 were classed
in Appendix B as "Other/Divers". Given the references to ss. 11 and 12 of the Statistics Act, these
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identification was unrealistic. Now, however, the StatsCan data is of such a richness and utility
as a baseline or "grid" for other data mining activities and those outside activities themselves
draw on such a wide range of available personal information, that it appears StatsCan plays a
central role in an ecosystem where re-identification or a form of it is not only possible, but
happening on a large scale. Present StatsCan law, policy and procedures, however, appear to
perpetuate a "see no evil" complacency that all is well. Perhaps it is not.
Therefore it is an open question if Statistics Canada is an unwitting "data launderer" if such
aggregated data it sells can now be creatively linked back to individuals by data mining
companies. Alternatively, one can continue to see Statistics Canada as providing crucial
aggregate information in a responsible and non-commercial manner and not to blame for any
data enrichment that results from using Canadians' information as an "aggregated information"
baseline. However, to do so ignores much of the development in the area outlined in this report.
This suggests a review of StatsCan's legislation and policy choices on the release of
"aggregated" data to directly address how this information is used and is likely to be used once
released. It appears possible, for example to base a policy difference between uses for public
interest motives and commercial motives. 412 Where commercial motives such as targetted
marketing are the ultimate result of the release of aggregated data are extra rules needed to
prevent misuse of that data? Where the releases are used by social sciences researchers and
academics, is more latitude appropriate? These are the questions that must be asked given the
present reality and StatsCan's central role in providing baseline information.

10.3. The Telecommunications Act, and CRTC rules on the use
of residential telephone directory information
A valuable source of personal information is the database of telecommunications records of
Canadians. These databases are also subject to confidentiality rules.
In Canada, the Telecommunications Act applies to all telephone (wireless and wireline) and
internet services. One of the "policy objectives" of the Telecommunications Act is "to contribute
to the protection of the privacy of persons." 413 Over the years, the Canadian Radio-television
and telecommunications Commission (CRTC) has kept a tight rein on the use and particularly
the disclosure by telecommunications companies of certain personal information collected in the
course of offering telecommunications services.
For example, Bell Canada's General Tariff for many years and still in certain locales has the
following requirements regarding "customer confidential information" (CCI), the term of art used
in CRTC decisions on privacy:
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Statistics Canada makes about $100M a year on "statistical services and products": See online:
http://www.tbs-sct.gc.ca/dpr-rmr/2009-2010/inst/stc/st-ts01-eng.asp. How much is attributable to licensing
data to marketers and other data processors is unclear.
413
Telecommunications Act, S.C. 1993, c. 38, subs. 7(i).
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11.1 Unless a customer provides express consent or disclosure is pursuant to a
legal power, all information kept by Bell Canada regarding the customer, other
than the customer's name, address and listed telephone number, are
confidential and may not be disclosed by Bell Canada to anyone other than:
- the customer;
- a person who, in the reasonable judgement of Bell Canada, is seeking the
information as an agent of the customer;
- another telephone company, provided the information is required for the
efficient and cost effective provision of telephone service and disclosure is
made on a confidential basis with the information to be used only for that
purpose;
- a company involved in supplying the customer with telephone or telephone
directory related services, provided the information is required for that purpose
and disclosure is made on a confidential basis with the information to be used
only for that purpose;
- an agent retained by Bell Canada to evaluate the customer's credit worthiness
or to collect the customer's account, provided the information is required for and
is to be used only for, that purpose;
- a public authority or agent of a public authority, if in the reasonable judgement
of Bell Canada, it appears that there is imminent danger to life or property
which could be avoided or minimized by disclosure of the information;
- a public authority or agent of a public authority, for emergency public alerting
purposes, if a public authority has determined that there is an imminent or
unfolding danger that threatens the life, health or security of an individual and
that the danger could be avoided or minimized by disclosure of information; or
- an affiliate involved in supplying the customer with telecommunications and/or
broadcasting services, provided the information is required for that purpose and
disclosure is made on a confidential basis with the information to be used only
for that purpose. 414

The last three permitted disclosures were only recently permitted. 415 In particular, the disclosure
within a corporate group to affiliates for any purpose was previously disallowed by the CRTC.
The "high-water mark" of CCI privacy was in CRTC Telecom Decision 2003-33. 416 This
decision confirmed the no sharing to affiliates rule, confirmed all of the other tariff protections
and other privacy tools and, in a decision following-up on this decision, extended the coverage

414

Bell Canada, General Tariff 6716, Part 1 - General, Item 10, Article 11: Confidentiality of Customer
Records, online:
http://www.bce.ca/en/aboutbce/regulatoryinformation/tarrifs/index.php/ItemView.asp?Tariff=GT%20%20%
20&Part=%20%20%201%20%20%20%20%20%20&Item=%20%20%2010%20%20%20%20%20.
415
In addition, the permission to disclose "to evaluate the customer's credit worthiness" was also not
permitted until Bell sought this permission in a separate tariff application. See Telecom Order CRTC
2003-319 (7 August 2003), online: http://www.crtc.gc.ca/eng/archive/2003/o2003-319.htm.
416
See Telecom Decision CRTC 2003-33, Confidentiality provisions of Canadian carriers (30 May 2003)
as amended by Telecom Decision CRTC 2003-33-1 (11 July 2003), online:
http://www.crtc.gc.ca/eng/archive/2003/dt2003-33.htm and
http://www.crtc.gc.ca/eng/archive/2003/dt2003-33-1.htm.
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to all telecommunications service providers, including those companies that had no tariff and
also extended the coverage to Internet service records. 417
The CRTC specifically noted that its CCI rules were not affected by PIPEDA, as it considered its
jurisdiction in privacy flowed from subs. 7(i) of the Telecommunications Act. In effect, therefore,
the CRTC felt it was justified when warranted in imposing higher privacy protections than that
afforded in PIPEDA, as opposed to adopting PIPEDA rules as a lowest-common denominator:
The Commission considers that, in the case of the customer confidentiality
requirements, it has chosen to impose a higher standard of privacy protection
than that which would be available under the PIPED Act. The Commission
considers that the higher degree of privacy protection available to customers of
telecommunications services through the customer confidentiality provisions is
even more relevant today than when the provisions were first implemented, due
to the advent of new technologies and the emergence of electronic commerce,
which allow information to be more easily processed, rearranged and
exchanged. The Commission also considers that, as its own experience in
dealing with privacy issues has demonstrated, technical expertise and specific
telecommunications industry knowledge is often required to address privacy418
related issues in the telecommunications industry.

Recently, however, there was a partial retreat from aggressive protection of CCI by the CRTC:
companies were permitted to share customer contact and use profiles with affiliates for the
purposes of servicing their accounts. 419 The telecommunications service providers had argued
in the proceeding leading to this decision that they were permitted to release information to
other telecommunications companies to ease the transfer of clients from one carrier to another
and the same was expected by customers signing up to the company's own wireless service, for
example, when they were already customers of the company's wireline service, without having
to provide explicit consent. The CRTC permitted this but stated it was only to provide the
existing client with the new service:
In light of the above, the Commission determines that TSPs are permitted to
disclose CCI to an affiliate involved in supplying the customer with
telecommunications and/or broadcasting services, provided the information is
required for that purpose and disclosure is made on a confidential basis with
the information to be used only for that purpose. The Commission has provided,
in the Appendix to this decision, an example of the customer confidentiality
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See Telecom Decision CRTC 2004-27, Follow-up to Telecom Decision CRTC 2003-33 - Confidentiality
provisions of Canadian carriers (22 April 2004), online: http://www.crtc.gc.ca/eng/archive/2004/dt200427.htm.
418
See Telecom Decision CRTC 2006-15, Forbearance from the regulation of retail local exchange
services (6 April 2006), online: http://www.crtc.gc.ca/eng/archive/2006/dt2006-15.htm at para. 362, varied
by Order in Council P.C. 2007-532 (not on this point).
419
See Telecom Regulatory Policy CRTC 2009-723, Regulatory measures associated with confidentiality
provisions and privacy services (25 November 2009), online:
http://www.crtc.gc.ca/eng/archive/2009/2009-723.htm [TRP 2009-723].

118

provision which includes the new exception to the requirement to obtain
420
customer express consent.

The text proposed by the CRTC for this new right of disclosure read: "[to] an affiliate involved in
supplying the customer with telecommunications and/or broadcasting services, provided the
information is required for that purpose and disclosure is made on a confidential basis with the
information to be used only for that purpose." 421 This is the wording adopted in most
telecommunications carriers' tariffs and contracts, however, many carriers appear to view this
permission as also authorizing extending targeted marketing offers to customers of affiliate
members, probably based on the profile of the customer from the other affiliate's service.
However, in regards to new privacy protections on CCI created by "traffic management" servers
on internet service provider (ISP) networks, the CRTC generally mirrored its approach to CCI
with this novel source of consumer transactional information. In effect, ISPs were not permitted
to use or disclose personal information created by the "deep-packet inspection" of the traffic
management software and servers for any reason except technical internet traffic management.
103. In light of the above, the Commission finds it appropriate to establish
privacy provisions in order to protect personal information. The Commission
therefore directs all primary ISPs, as a condition of providing retail Internet
services, not to use for other purposes personal information collected for the
purposes of traffic management and not to disclose such information.
104. In order to ensure that customers of secondary ISPs are afforded the
same degree of privacy protection as those of primary ISPs, the Commission
directs all primary ISPs, as a condition of providing wholesale services to
secondary ISPs, to include, in their service contracts or other arrangements
with secondary ISPs, the requirement that the latter not use for other purposes
personal information collected for the purposes of traffic management and not
disclose such information.
105. The Commission notes that ISPs use aggregated information collected for
the purposes of network planning and engineering, and expects that they will
422
continue to rely on aggregated information for such purposes.

As noted in the final paragraph, the CRTC did permit aggregated information be used "for the
purposes of network planning and engineering".
As this regime is fairly strict in protection of personal information, yet telecommunications
carriers are at the heart of internet and wireless communications of Canadians that have so
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TRP 2009-723 at para. 18.
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422
See Telecom Regulatory Policy CRTC 2009-657, Review of the Internet traffic management practices
of Internet service providers (21 October 2009) at paras. 103-105, online:
http://www.crtc.gc.ca/eng/archive/2009/2009-657.htm.
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much potential for data mining, 423 there is a severe tension between the two and a relentless
drive by telecommunications service providers to loosen the rules and to engage in creative
attempts to use aggregate data. 424 It is instructive that a dedicated sectoral regulator like the
CRTC with a separate mandate to protect and indeed to "promote" privacy is required to have a
counterbalancing effect on the drive to disclosure. 425

11. INTERNATIONAL LEGISLATIVE APPROACHES TO DEIDENTIFICATION AND ANONYMIZATION
11.1. European Union
11.1.1. Data Protection Directive
In Europe, data protection issues are governed by the Directive 95/46/EC of the European
Parliament and the Council of 24 October 1995 on the protection of individuals with regard to
the processing of personal data and on the free movement of such data, (Data Protection
Directive). The right to data protection is intimately connected to the right to privacy which is
classified as a human right under article 8 of the European Convention on Human Rights. The
right to privacy and the right to data protection also are guaranteed by articles 7 and 8 of the
Charter of Fundamental Rights of the European Union respectively. 426
These articles act as the guiding principles of the current Directive as well as any
complementary legislation on data protection developed within the European Community. Under
the Treaty of Lisbon, both of these rights have become binding by law and enforceable in
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In addition, the white pages directories produced by wireline telephone subscriptions while declining in
importance, still are a large source of publicly available information under the exemption rules in PIPEDA.
424
Some of the largest customers of Rapleaf, for example, are Canadian telecommunications providers.
425
Recently, TELUS Communications Company has filed a tariff amendment seeking permission from the
CRTC to disclose CCI to credit bureaux, collection agents and other telecommunications carriers for
purposes such as collecting on accounts and reporting poor payment history. See 2011-07-25 - #8740T66-201109918 - TELUS Communications Company - TN 412/A - Amendment. Online:
http://www.crtc.gc.ca/8740/eng/2011/t66_412.htm/.
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Council of Europe, Article 29 Working Party. The Future of Privacy Joint contribution to the
Consultation of the European Commission on the legal framework for the fundamental right to protection
of personal data (1 December 2009), online:
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2009/wp168_en.pdf at 5. Article 7 addresses
respect for private and family life. Article 8 discusses protection of personal data. [Working Paper 168]
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court. 427 Both the right to privacy and the protection of personal data are paramount to the
Directives’ objectives. 428
The Data Protection Directive can be characterized as a binding supranational legal instrument
that harmonizes data protection systems throughout Europe. It is cross-sectional in nature,
intended to be completed by national legislation, and is applied to both the public and private
sectors. The scope of the Directive encompasses all types of information technology and data
processing relating to natural persons and its application extends beyond the location where the
processing in question has occurred. Finally, the Directive can be said to have the dual aim of at
once protecting natural persons whose data is subject to processing while also ensuring the free
movement of such data. To that end, the Directive attempts to strike a balance between these
two competing objectives. 429
Article 2 (a) and (b) present the definition for ‘personal data’ and the expression ‘processing of
personal data’, and recital 26 provides a general exemption for anonymized data. The relevant
provisions read as follows:
Article 2
Definitions
For the purposes of this Directive:
(a)'personal data 'shall mean any information relating to an identified or identifiable
natural person ('data subject'); an identifiable person is one who can be identified,
directly or indirectly, in particular by reference to an identification number or to one or
more factors specific to his physical, physiological, mental, economic, cultural or social
identity;
(b)'processing of personal data'('processing') shall mean any operation or set of
operations which is performed upon personal data, whether or not by automatic
means, such as collection, recording, organization, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, blocking, erasure or destruction;
…
(26) Whereas the principles of protection must apply to any information concerning an
identified or identifiable person; whereas, to determine whether a person is identifiable,
account should be taken of all the means likely reasonably to be used either by the
controller or by any other person to identify the said person; whereas the' principles of
protection shall not apply to data rendered anonymous in such a way that the data
427

Alfred Büllesbach et al., eds., Concise European IT Law, 2nd ed., (London: Kluwer Law International,
2010) 2 online:
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Council of Europe, Article 29 Working Party, Opinion 4/2007 on the concept of personal data (June 20
2007), online: http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wp136_en.pdf [Working
Paper 136].
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subject is no longer identifiable; whereas codes of conduct within the meaning of
Article 27 may be a useful instrument for providing guidance as to the ways in which
data may be rendered anonymous and retained in a form in which identification of the
430
data subject is no longer possible[.]

11.1.2. The Article 29 Data Protection Working Party on
anonymization
The Article 29 Working Group finds its legal underpinning in the Article 29 of the Directive. The
Groups’ main function is to act as the institutional cooperation body for national data protection
authorities and one of its primary tasks as established by article 30 is to assist member states in
the interpretation of their data protection laws. This last role serves to ensure that data
protection norms are applied in a standardized manner across the continent. 431
11.1.2.1.

2007 opinion the concept of personal data

In its 2007 opinion on the concept of personal data, the Article 29 Working Party states that a
common definition of ‘personal data’ is essential to defining what falls in or outside the scope of
data protection rules. 432 The Working Party goes on to state that the current definition found in
the Directive echoes the intention of European Legislature in that it provides a general definition
that allowing for an extensive reach able to encompass all information concerning an identifiable
individual. 433 The Working Party also cautions against unduly restricting the interpretation of the
definition and reminds that there is considerable flexibility in the application of the Directive to
personal data. 434 The Working Party asserts that the definition found in the directive contains
four main building blocks: (i) any information; (ii) relating to; (iii) identified or identifiable; (iv)
natural person. 435 According to the Party, these four elements are closely related and must be
considered together in order to determine if a given piece of information constitutes ‘personal
data’. 436
Regarding the expression ‘any information’, the Working Party declares that this phrase calls for
an far-reaching interpretation and that the directive is to be applied without regard to the nature,
content or technical format of the information in question. To this end, ‘personal data’ may
include both objective and subjective information, communicated through any type of technical
medium, so long as it pertains to a data subject. 437 Examples provided by the Working Party
include: prescriptions written by identified or identifiable doctors; a customer’s recorded voice
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instructions to a bank; recognizable images of an individual captured by a video surveillance
system; a child’s drawing; and biometric data. 438
‘Relating to’, is essential in determining the substantive range of the personal data concept
particularly as it relates to objects and new technologies. 439 Information will generally be
considered to relate to a data subject when it is about that individual. 440 In order to assess
whether or not a certain piece of information ‘relates to’ and individual, one must also consider
the content, purpose and result regarding the information as well as the impact of its processing
on a data subject. 441 These three sub-factors are to be considered alternatively and not
cumulatively. 442 Examples of data that relates to an individual are: the value of a home; a car
service record; a telephone call log; the monitoring of a taxi’s position; and information
contained in meeting minutes. 443
The ‘identified or identifiable’ element addresses criteria necessary for an individual to be
judged as being identifiable. 444 The Working Party places considerable emphasis on the ‘means
likely reasonably to be used’ by a data controller or any other person to determine the data
subjects identity. 445 To complete this portion of the analysis the context of a given case must
also be considered in order to determine if an individual has been indeed identified or is at least
identifiable in the circumstances. 446 This element is of particular importance to the present
discussion, as it addresses the question of a person being ‘directly’ or ‘indirectly’ identifiable as
well issues of pseudonymised data, key-coded data, and most importantly, anonymous data.
A person is usually directly identifiable if his or her most common identifier is used. The Working
Party expands on this statement by stating that, in practice, a person will be considered
‘identified’ if his or her first and last name has been used. If a person’s name is very common
however, such as John Smith, this information will have to be complemented with other
information such as their date of birth in order for the individual in question to be considered as
having been ‘identified.’ 447 A person will be ‘indirectly identifiable’ if, when certain identifiers that
may not in and of themselves allow for identification, will in fact, permit identification once they
have been combined with other available data. 448 It is important to note that identification by
means of complementary data will be deemed to have occurred regardless if the
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complementary data set is or is not retained by a data controller. 449 The Working Party cites the
helpful examples of fragmentary information in the press and code numbers given to asylum
seekers to illustrate this last point: 450
Example No. 10: fragmentary information in the press
Information is published about a former criminal case which won much public
attention in the past. In the present publication there is none of the traditional
identifiers given, especially no name or date of birth of any person involved.
It does not seem unreasonably difficult to gain additional information allowing
one to find out who the person mainly involved are, e.g. by looking up
newspapers from the relevant time period. Indeed, it can be assumed that it is
not completely unlikely that somebody would take such measures (as looking
up old newspapers) which would most likely provide names and other identifiers
for the persons referred to in the example. It seems therefore justified to
consider the information in the given example as being ‘information about
identifiable persons’ and as such ‘personal data.’
Example No. 11: asylum seekers
Asylum seekers hiding their real names in a sheltering institution have been
given a code number for administrative purposes. That number will serve as an
identifier, so that different pieces of information concerning the stay of the
asylum seeker in the institution will be attached to it, and by means of a
photograph or other biometric indicators, the code number will have a close and
immediate connection to the physical person, thus allowing him to be
distinguished from other asylum seekers and to have attributed to him different
451
pieces of information, which will then refer to an “identified natural person.

For the purposes of the Directive, ‘anonymous data’ is any information relating to a natural
person, where the person cannot be identified by the data controller or a third party. 452 This
definition includes “all of the means likely reasonable to be used either by the controller or by
any other person to identify that individual”. 453 As such, anonymous data that had in the past
referred to an identifiable individual but is no longer does so, would be categorized as
‘anonymized data’. 454 In the case of anonymous data, the Working Party stresses that the
449

Working Paper 136 at 13. See also Paul Ohm “Broken Promises of Privacy: Responding to the
Surprising Failure of Anonymization” at 34. In this article Ohm criticizes the Data Protection Directive as
being over broad and almost boundless. Ohm states: “Because the Directive turns on whether information
is “directly or indirectly” linked to a person, each successful reidentification of a supposedly anonymized
database extends the regulation to cover that database. As re-identification science advances, it expands
the EU directive like an ideal gas to fit the shape of its container. A law that was meant to have limits
becomes limitless. A careful balance struck by legislators between privacy and information flow shifts
wildly to impose data handling requirements to all data in all situations.”
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124

‘means likely reasonable to be used’ threshold as described in recital 26, must be determined
on a case-by-case basis. 455 The Working Party explicitly states that this threshold is of utmost
importance in the case of statistical information where despite the eventual aggregation of data,
the original sample is not large enough and other information may be used to complete the
available data to identify an individual. 456 Examples of anonymized data that will fall under the
auspices of ‘personal data’ are; statistical surveys combined with scattered information and the
publication of video surveillance. 457
Lastly, the fourth and final criterion is that of a ‘natural’ person. The Working Party attests that
the Data Protection Directive applies to all ‘natural person’ an expression that covers all living
human beings. 458 In this section the Working Party examines how the Directive applies to
deceased, unborn and legal persons. 459
European law currently does not explicitly address the issue of de-identified or ‘anonymous’
data that has been re-identified and used for data infringement purposes. Although it is quite
clear that due to the exemption found at recital 26, the Data Protection Directive does not apply
to subsequent use of anonymized data, data mining techniques that in fact re-identifies deidentified information may render this information ‘personal data’ subject to the Directive. 460
Also, as author Ian Walden notes, a particular use of an individual’s data is often measured
against the threat that the use poses to the individual’s right to privacy. 461 Walden goes on to
state that a use intended to protect this right should be interpreted favorably. 462 It would then
follow that a use intended to besiege this right should be interpreted unfavourably. Recalling the
Data Protection Directive’s objective of to protect individuals’ right to privacy as well as the
Working Party’s determinations regarding activities that fall outside of the Directive’s scope, one
Protection Directive at Article 6 (e) which states that personal data must be: “kept in a form which permits
identification of data subjects for no longer than is necessary for the purposes for which the data were
collected or for which they are further processed. Member States shall lay down appropriate safeguards
for personal data stored for longer periods for historical, statistical or scientific use.” Directive 2002/58/EC
of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal
data and the protection of privacy in the electronic communications sector (ePrivacy Directive)
complements the Data Protection Directive and makes specific reference to data retention in article 15
(1). The Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the
retention of data generated or processed in connection with the provision of publicly available electronic
communications services or of public communications networks and amending Directive 2002/58/EC
(Data Retention Directive), also addresses the issue of retention, however this last directive was adopted
in the aftermath of major terrorist attacks in Madrid in 2004 and London in 2005 and as such, specifically
addresses the issue of data retention within the context of telecommunications. The Data Retention
Directive has received considerable criticism by the European Community for reasons of its
incompatibility with the Data Protection Directive.
455
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may be inclined to conclude that re-identified data used for privacy infringement purposes,
would indeed be considered as violating the rules set out by the Data Protection Directive. This
conclusion is also supported by the Working Party’s 2008 opinion where, in the context of
search engine anonymization techniques, the party states: “Instead of deletion, search engines
may also anonymise data, but such anonymisation must be completely irreversible for the Data
Protection Directive to no longer apply.” 463 This opinion will be discussed at greater length in the
following section.
11.1.2.2.

2008 opinion on data protection issues related to search
engines

In 2007, the Article 29 Working Party urged Google, Microsoft and Yahoo! to anonymize search
query data by de-identifying their users’ IP addresses every few months. The Article 29 Data
Protection Working Party published an opinion on data protection issues related to search
engines in 2008. 464 The Article 29 Working Party recognizes the usefulness of search engines
and their importance in the daily lives of individuals using the internet. The opinion concludes
that search engine providers must delete or irreversibly anonymize personal data once they no
longer serve the specified and legitimate purpose they were collected for. Service improvement
is not considered a legitimate reason for storing data that has not been anonymized. 465 The
consent of the user must be sought for all planned cross-relation of user data and for user
profile enrichment exercises.
The opinion notes that instead of deletion, search engines can anonymize data, but such
anonymization must be “completely irreversible” for the Data Protection Directive to no longer
apply. 466 The opinion provides further guidance:
Even where an IP address and cookie are replaced by a unique identifier, the
correlation of stored search queries may allow individuals to be identified. For
this reason, where anonymisation rather than deletion of data is chosen, the
methods used should be considered carefully and performed thoroughly. This
might involve the removal of parts of the search history to avoid the possibility
of indirect identification of the user who performed those searches.
Anonymisation of data should exclude any possibility of individuals to be
identified, even by combining anonymised information held by the search
engine company with information held by another stakeholder (for instance, an
internet service provider). Currently, some search engine providers truncate
IPv4 addresses by removing the final octet, thus in effect retaining information
about the user's ISP or subnet, but not directly identifying the individual. The
activity could then originate from any of 254 IP addresses. This may not
always be enough to guarantee anonymisation.

463 Article 29 Data Protection Working Group, “Opinion 1/2008 on data protection issues related to
search engines” 00737/EN WP148 adopted on 4 April 2008, online:
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2008/wp148_en.pdf at 17 [Working Paper148].
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Finally, log anonymistion or deletion must also be applied retroactively and
467
encompass all of the relevant search engine’s logs worldwide.

Thus, if the data can ever be used to identify an individual, then the data should be deleted. The
test expressed here, being the “exclusion of any possibility of identifying individuals,” suggests a
very high burden for identifiability.
The Working Party recommended a maximum retention period of six months, stating that were
search engine providers wished to retain data for longer than six months, they must
demonstrate comprehensively that it is strictly necessary for the service. 468

11.1.3. English case law on de-identification
The English Court of Appeal addressed the issue of data de-identification in Regina v. Source
Informatics Ltd. where pharmacists de-identified prescription information and sold it to Source
Informatics. 469 The British Department of Health issued a policy document stating that it was a
breach of confidence to de-identify the prescription data without the consent of the data subject.
The Court of Appeal reversed the lower court ruling upholding the British Department of Health
policy document. The court noted “the striking paucity [concerning] the anonymisation of
confidential information and its subsequent use in anonymised form.” 470
Both parties raised the Data Protection Directive on appeal, using it to support their view. The
Department of Health argued that de-identifying data was a form of processing which required
the explicit consent of the data subject. Source Informatics argued that the Directive “can have
no more application to the operation of anonymising data than to the use or disclosure of
anonymous data.” 471 The Court acknowledged that the erasure or destruction of data is
considered a form of processing but noted that “it by no means follows, however, that
[anonymisation] should be held to fall within the definition: on the contrary, recital (26) strongly
suggests that it does not.” 472 It may be important to note that the statement of the court on the
Directive was not intended to be a definitive ruling, as the court stated that “this is clearly not the
appropriate occasion to attempt a definitive ruling on the Directive,” especially given that the
Directive was not yet effective.

11.1.4. Council of Europe recommendation on the protection of
medical data
The Council of Europe acknowledges the increasing use of automatic processing of medical
data by information systems, and stresses the importance of the quality, integrity and availability
of medical data regarding a data subject’s health as well as that of his family. In its
recommendation of the committee of minister to member states on the protection of Medical
Data or Recommendation No. R (97) 5, the Council of Europe addresses the issue of
467
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identifiability for personal data. 473 The recommendation is applicable to the collection and
automatic processing of medical data, unless domestic law provides an alternative safeguard.
Member states may also, if they so desire, implement laws that extend the recommendations
principles to include medical data that is not processed automatically.
The appendix of the recommendation defines ‘personal data’ to cover all information relating to
an identified or identifiable individual. The Council provides the guidance that an individual will
not be considered identifiable “if the means used requires an unreasonable amount of time and
manpower.” Data will be referred to as ‘anonymous’ when an individual is not identifiable.
Principle 10 states that as a general rule, medical data shall not be retained longer than
necessary to achieve the purpose for which they are collected and processed. If data needs to
be conserved longer, technical measures must be put in place to ensure their correct
conservation and security, taking the privacy of the patient into account. The patient also
reserves the right to request that his or her personal data be erased unless they have been
made anonymous, there are overriding and legitimate interests not to do so or there is an
obligation to keep the data on record.
Principle 12 is devoted to personal data collected for scientific research purposes and stipulates
that medical data used for scientific research purposes should be anonymous. The task of
promoting and developing techniques and procedures for securing anonymity is to be borne by
professionals, scientific organizations, and public authorities.

11.1.5. The “right to be forgotten”
In November 2010 the European Commission adopted a communication entitled "A
comprehensive approach on personal data protection in the European Union" for consultation.
In the context of data retention, the communication discusses two important concepts to
strengthen citizens' privacy rights: data portability and the "right to be forgotten". The European
Commission briefly described the right to be forgotten as:
The right of individuals to have their data no longer processed and deleted
when they are no longer needed for legitimate purposes. This is the case, for
example, when processing is based on the person’s consent and when he or
474
she withdraws consent or when the storage period has expired.

The concepts of data portability and the "right to be forgotten" represent an added-value in an
information society context, where more and more data are automatically stored and kept for
indefinite periods of time, most notably in social networks. From an economic perspective, it is
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more costly for a data controller to delete data than to continue to store data, thus the exercise
of the rights of the individual goes against the natural economic trend.
Although an actual ‘right to be forgotten’ has yet to be recognized in a court of law, recent
events in Europe, notably the Spanish data protection authorities order that Google remove
links to news articles mentioning people by name, the French government’s support of a charter
on the ‘droit à l’oublie’, and the European Union’s announcement of its intention to legislate on
the matter, indicate a growing trend in Europe towards recognizing such a right. 475

11.2. United States legislation addressing identifiability and reidentification
11.2.1. Privacy Act of 1974
The Privacy Act of 1974 applies mostly to federal agencies and defines “record” as a grouping
of information about an individual that contains “his name, or the identifying number, symbol, or
other identifying particular assigned to the individual, such as a finger or voice print or a
photograph.” 476 The ability to infer identity or to re-identify a record is not sufficient or relevant,
however easily re-identification might be accomplished. 477 Gellman states that the Act’s concept
of identifiability is “muddled, at best.”

11.2.2. Cable Communications Policy Act
The Cable Communications Policy Act does not define “personally identifiable information.” 478
The Act excludes from the term “any record of aggregate data which does not identify particular
persons.” 479 The Act does not address the possibility of re-identifying individuals from aggregate
data.
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11.2.3. Health Insurance Portability and Accountability Act
The Health Insurance Portability and Accountability Act (HIPAA) is a federal health privacy
statute that notably provides perhaps the most detailed and specific approach to defining a
standard for de-identification. 480 Under the HIPAA Privacy Rule, health data that is fully
identifiable – data that contains patient names, addresses or other identifiers – is “protected
health information” and subject to restrictions on access, use and disclosure. The Privacy Rule
establishes two classes of data that are stripped of identifiers and exempt them in whole or in
part from the regulation.
HIPAA’s privacy rule classifies data as “de-identified” if seventeen specified fields of data are
removed or generalized. 481 This rule assumes that this method of de-identification would provide
anonymity to the individuals concerned. Data that is de-identified in accordance with this
standard falls outside of the rule’s scope and the de-identified data is allowed unrestricted use.
This de-identified data is defined as “information that does not identify an individual and with
respect to which there is no reasonable basis to believe that the information can be used to
identify an individual.” 482
The Privacy Rule also recognizes a second category of data, the “limited data set” that is not
fully identifiable. A “limited data set” is stripped of many categories of identifying information but
retains information often needed for public health and health research. Entities covered by
HIPAA may share a limited data set for research, public health and health care operations
purposes permitted by the Privacy Rule, as long as recipients are bound by a data use
agreement with the originator of the data.
The HIPAA Privacy Rule provides the federal standard of privacy protection for health
information in the United States, while allowing more protective and stringent state laws to
continue in force.
The Center for Democracy & Technology have criticized the Privacy Rule’s approach as less
satisfactory as a result of technology changes and a growing sophistication in the use of data.
They note three concerns with the approach. First, not all uses of de-identified health data or a
limited data set require identical levels of masking: “[i]deally, a broader spectrum of data
‘anonymization’ options would meet the needs of different contexts and assure that data is
accessed or disclosed in the least identifiable form possible for any given purpose.” 483 Second,
the Privacy Rule provides little incentive for covered entities to use data that is less than fully
identifiable for the identified purposes. Third, CDT states that the de-identification provisions
may no longer be as effective at protecting privacy, given changes in society and technology
480
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that make re-identification of health information easier and cheaper. There are no mechanisms
in the Privacy Rule that hold recipients of de-identified data accountable for re-identification.
David Cross notes an additional concern that “[i]t is unlikely that any company involved in the
data de-identification business will go beyond HIPAA regulations in scrubbing data simply
because of the privacy vs. utility trade off made when data is lost to research.” 484
Professor Sweeney testified that there is a 0.04% chance that data de-identified under HIPAA’s
standard could be re-identified with the de-identified data was compared to voter registration
records for a confined population. 485 If other public, commercially available internet-based or
private records were consulted, the chances of re-identification would increase. Sweeney has
documented the growing monetization of personal data and lucrative business of sharing
personal health information beyond the direct care of the patient. 486 However, a study
undertaken for the United States Department of Health and Human Services’ Office of the
National Coordinator (ONC) for Health Information Technology found that under realistic
conditions, re-identification of individuals that had had their patient data de-identified in
accordance with HIPAA was extremely low. The ONC team was only able to accurately reidentify two of 15,000 individuals after matching de-identified records with identifiable records in
a commercial data repository. 487
The Washington Post reported that the federal government received nearly 20,000 allegations
of privacy violations under HIPAA but rarely imposed fines or pursued criminal prosecutions. 488
By 2010, the government had prosecuted only 8 HIPAA criminal convictions and a $1 million
settlement with Rite-Aid. 489 As noted above, the Department of Health and Human Services is
undertaking a review to confirm whether data that has been de-identified under HIPAA can be
re-identified to match a specific individual. 490
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11.2.4. The Do Not Track movement
11.2.4.1.

Federal Trade Commission 2010 Staff Report on Protection of
Consumer Privacy

In 2009 the Federal Trade Commission (FTC) announced that it would be holding a series of
roundtable discussions to better understand issues and challenges associated with online
privacy in the 21st century. 491 One of the aims of the series was to ascertain how an appropriate
balance may be struck between consumer privacy on one hand, and supporting the beneficial
uses of information and contemporary technology on the other. The result of this series was a
report published in 2010 entitled Protection Consumer Privacy in an Era of Rapid Change: A
Proposed Framework for Businesses and Policy Makers. This report served as the basis of
online tracking initiatives taken by Microsoft and Mozilla, as well as legislation proposed to the
United States’ federal government, which shall be reviewed in the following section.
According to the FTC, a theme that became apparent during the roundtable discussions was the
growing collection and use of consumer data and the degree to which this information is
gathered, maintained and shared among diverse entities. 492 Two contributing factors cited by
participants was the growth in data processing and storage capabilities, as well as advances in
online profiling and data aggregation using both online and offline sources. 493 Participants also
spoke of the ways in which economic incentives drive the collection of data. An example used
by the Commission to illustrate this last point was the complaint filed by the Center for Digital
Democracy on real-time bidding discussed earlier.
The issue of retention was also raised within the context of increased data collection and use.
Several participants argued that low-cost data storage practices would allow companies to
retain collected data indefinitely. This would in turn spur collectors to find new uses for data,
which would allow such data to be used in ways that were not disclosed or even considered
when it was collected. 494
Another issue addressed was that oftentimes consumers cannot fully appreciate the extent to
which data is shared with third parties. Not only are consumers often unaware that their
information can be shared with hundreds of “affiliates,” but consumers are equally unaware that
these third party affiliates can combine the information they have purchased with additional
information obtained from other sources. 495 The FTC asserts that this practice is problematic in
that it limits consumers’ control and understanding of options that are presented to them. 496
The final theme referred to by the FTC, and the most relevant to the present discussion, is the
decreasing relevance between personally identifiable information (PII) and non-personally
identifiable information (non-PII). The Commission takes care to specify that non-PII is
491
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“supposedly anonymous or de-identified information”. 497 Participants widely acknowledged that
the conventional dichotomy between PII and non-PII had greatly diminished and as a result
practices and regulations that relied on this division are, if not already, rapidly becoming
obsolete. 498 According to presenters this phenomenon can be largely attributed to the allencompassing scope of data collection as well as the common practice of combining of distinct
bits of “anonymous” data from various on and offline sources used to create a profile that can
then be linked back to an individual. 499 Panelists again cited the current value of personal data
to advertisers and the incentive this creates for data-collectors to re-identify individuals using
scattered pieces of information. To this end the Commission explicitly states that; “the more
information that is known about a consumer, the more a company will pay to deliver a preciselytargeted advertisement to him”. 500
The FTC ends this section by raising the issue of anonymity. More precisely it posits that the
notion of anonymity has been fundamentally altered by the practice of re-identification and that
unfortunately even in cases where entities endeavor to de-identify data, these efforts are often
thwarted by technological advances and the prevalence of publicly available information. Seeing
that any data relating to an individual now appears to carry privacy implications with it, several
participants suggested was that all data relating to an individual should be appropriately
protected. 501
One of the major initiatives advanced in this study was the recommendation for the creation of a
Do Not Track mechanism as a means to simplify consumer choice regarding online tracking.
According to the FTC, a universal ‘Do Not Track’ tool could be implemented either by legislation
or robust enforceable self-regulation. 502 The FTC continues by suggesting that this could be
accomplished through the use of a setting on a consumer’s browser, comparable to the current
setting available for cookies. 503 The Commission also carefully advises that any ‘Do Not Track’
mechanism suggested should also be clear, enforceable, easy to locate and effective. 504 In
addition to this, the proposed universal choice tool should: (1) not undermine the benefits of
behavioral advertising; (2) be different than then Do Not Call program; (3) possibly provide
consumers with a granular option; and (4) be understandable and simple. 505 Finally the
Commission considers the possibility that such a mechanism be extended to include behavioral
advertizing for mobile applications. As mentioned earlier, both Microsoft and Mozilla have
attempted to put a ‘Do Not Track’ mechanism in place and the issue has been taken up by two
separate bills, which will be addressed in the next section.

497

FTC Report at 35.
FTC Report at 35-36.
499
FTC Report at 36.
500
FTC Report at 37.
501
FTC Report at 38.
502
FTC Report at 66.
503
FTC Report at 66.
504
FTC Report at 66-67.
505
FTC Report at 66-68.
498

133

11.2.4.2.

Proposed bill: Do Not Track Me On-line Bill

Following recommendations made by the Federal Trade Commission (FTC) regarding online
behavioral marketing practices and the need to develop an efficient opt-out mechanism for
consumers, Democratic congresswoman Jackie Speier introduced A bill to direct the Federal
Trade Commission to prescribe regulations regarding the collection and use of information
obtained by tracking the Internet activity of an individual and for other purposes, or the Do Not
Track Me On-line Act, to Congress on February 11th 2011.
The bill proposes a legislative backing to technical measures taken by companies such as
Mozilla and Microsoft to implement ‘Do not track’ mechanisms in their Internet browsers. Both
the measures essentially aim to protect consumers from behavioral marketing practices by
allowing them to opt-out of being tracked online. The proposed mechanism is a general option
available on web browsers. Once the option selected, companies would be then forced to obey
a customer’s setting and refrain from future tracking practices. The concept of ‘Do not track’
reflects the FTC’s recommendations that consumers have access to a “more uniform and
comprehensive consumer choice mechanism for online behavioral advertising”. 506
Among its other features, the proposed legislation also; (1) grants the FTC disciplinary powers
allowing it to fine companies who do not comply with consumer requests; (2) attempts to strike a
balance between the possible benefits provided by online marketing and its drawbacks; and (3)
requires data-collecting entities to adopt fair practices related to data collection. An example of
this last criterion would be to inform consumers when data is being collected as well as the use
intended by a company. It has also been recommended that consumers would be able to refuse
collection as well as providing a means by which data that is has been collected can be viewed
by the individual in question. 507
One important provision to consider is the term ‘covered information’ as defined in subsection 2
(3) of the act. ‘Covered information’ includes; (1) the online activity of the individual; (2) any
unique or substantially unique identifier, such as a customer number or Internet protocol
address; and (3) personal information. 508
(3) COVERED INFORMATION(A) IN GENERAL- The term `covered information' means, with respect to an
individual, any of the following that is transmitted online:
(i) The online activity of the individual, including--
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(I) the web sites and content from such web sites accessed;
(II) the date and hour of online access;
(III) the computer and geolocation from which online information was accessed;
and
(IV) the means by which online information was accessed, such as a device,
browser, or application.
(ii) Any unique or substantially unique identifier, such as a customer number or
Internet protocol address.
(iii) Personal information such as-(I) the name;
(II) a postal address or other location;
(III) an email address or other user name;
(IV) a telephone or fax number;
(V) a government-issued identification number, such as a tax identification
number, a passport number, or a driver's license number; or
(VI) a financial account number, or credit card or debit card number, or any
required security code, access code, or password that is necessary to permit
access to an individual's financial account.

Due to the fact that the examples provided for ‘personal’ information are non-exhaustive, it
remains to be seen if this term includes data that has been de-identified and is subsequently reidentified through the use of additional information. It also appears that should re-identified
information be deemed ‘sensitive’ by the act, it may receive wider coverage, as the Act grants
the FTC power to modify the scope and application of this last definition. 509
‘Covered information’ is circumscribed by various exclusions, namely (1) specified information
associated with an individual's status as an employee of an organization, or an individual's
name when collected, stored, used, or disclosed in connection with such employment status; or
(2) any information collected from or about an employee by an employer that directly relates to
the employee-employer relationship. 510 In addition to this last limitation, the FTC is also granted
significant latitude in applying the Act through the means of several exemptions relating to
certain commonly accepted commercial practices, including: (1) providing, operating, or
improving a product or service used, requested, or authorized by an individual; (2) protecting or
defending rights or property against security threats, fraud, theft, unauthorized transactions, or
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other illegal activities; and (3) preventing imminent danger to the personal safety of
individuals. 511
11.2.4.3.

Proposed bill: Commercial Privacy Bill of Rights Act of 2011

Much like the Do Not Track Me On-line Act, A Bill To establish a regulatory framework for the
comprehensive protection of personal data for individuals under the aegis of the Federal Trade
Commission, and for other purposes, or the Commercial Privacy Bill of Rights Act of 2011, was
introduced by Democratic senator John Kerry and Republican Senator John McCain to the
Senate on April 12th, 2011 in response to recommendations by the Federal Trade Commission
(FTC) regarding online behavioral marketing practices.
The Commercial Privacy Bill of Rights Act, seeks to provide legislation to protect consumers
who do not wish to have their online behavior tracked by marketing and other online companies.
The bill strives to ensure that ‘covered entit[ies]’ implement a comprehensive information privacy
program designed to empower consumers during their online activities. 512 That said, the bill
does not mandate a simple to use ‘do not track’ mechanism, and instead requires consumers to
find links on individual websites to opt-out from being tracking by a particular company. The
absence of an easy-to-use ‘do not track’ option, as recommended by the FTC, has been the
subject of criticism from privacy advocates who argue that the procedure established by the act
is burdensome for consumers. 513
Regarding the issue of re-identified data, the bill acknowledges at subsection 2(9) that the
facility with which personal information is gathered and complied, both on and off the internet, is
becoming increasingly efficient and effortless due to technological advancement. 514 Subsection
2(10) seems to address the issue of data-mining and re-identification directly by stating that vast
amounts of personal information about individuals are collected on an off the internet and often
combined and sold to third parties for reasons that a data subject may not be aware of. 515
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Similar to the Do Not Track Me On-line Act, the Commercial Privacy Bill of Rights adopts a
definition for the term ‘covered information’:
(3) COVERED INFORMATION(A) IN GENERAL- Except as provided in subparagraph (B), the term `covered
information' means only the following:
(i) Personally identifiable information.
(ii) Unique identifier information.
(iii) Any information that is collected, used, or stored in connection with personally
identifiable information or unique identifier information in a manner that may
reasonably be used by the party collecting the information to identify a specific
individual.

The last facet of the definition of also seems to make reference to the issue of re-identification.
That said, the exceptions listed in this section, relating to information that is publicly available,
appear to be quite broad and exclude a considerable amount of data from the Act’s application,
and therefore will undoubtedly be considered in any future determinations. Also under the
proposed legislation an individual cannot request that information pertaining to him or her be
deleted, nor does an individual have the right to view what information has been collected.
Section 301 provides an exhaustive list of criteria under which data may be collected, and
subsection 301 (B) provides a list of situations under which data may be retained. 516 Paragraph
302 (a) (2) is also of interest to the present discussion as it requires that a covered entity
establish by contract a prohibition that third parties may not combine information transferred that
relates to an individual and is not personally identifiable information, with other information in
order to identify an individual, unless the covered entity has obtained the opt-in consent of a
consumer to such a combination and identification. 517
Finally, the issue of anonymised data is explicitly addressed at subsection 401 (4), which
provides a direction for the Secretary of Commerce to contribute to the development of
commercial data privacy policy by conducting research related to improving data sharing
practices, including the use of anonymized data. 518

12. CONCLUSIONS
As organizations collect an increasing amount of personal information about consumers, their
practices of de-identifying this personal information should be scrutinized to ensure that the data
has been de-identified to a sufficient degree to protect the consumer from re-identification and
potential harms that could flow from the use of de-identified data. The discussion surrounding
516
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de-identification and anonymization is increasingly complex as assumptions about
anonymization are challenged. Experts now generally recognize that anonymization is not a
risk-free option to retention of personal information, especially given the wealth of personal
information available online and technological advances.
Greater clarity is needed in the terminology used to describe privacy practices. Organizations
are not always consistent in their use of the term “personal information” and sometimes classify
information as “non-personal” when it may actually fall within the scope of “personal information”
as broadly defined in PIPEDA. Moreover, some organizations refer to “personally identifiable
information” though the Canadian definition of “personal information” is broader than that of
“personally identifiable information” used in the American context. The classification of certain
types of information as “non-personal information” or “non-personally identifiable information”
prevents consumers from fully understanding the full uses and disclosures that will take place
with deemed “non-personal” information. Of greater concern is that classification of information
as “non-personal” results in a lack of consent for the collection, use or disclosure of this
information and leads the consumer to believe that they have no rights over such information.
The improper use of these terms, if left widespread and left uncorrected by the industry, enables
deemed “non-personal information” to be aggregated and shared with various parties without
ever capturing the individual’s informed consent for these practices.
Principle 4.5.3 of PIPEDA addressing retention equates the destruction and erasure of personal
information with “making anonymous” or de-identification. The OPCC has recently
acknowledged, along with many technical experts, that true anonymity is a difficult state to
achieve given advances in technology. The question of whether de-identification should be
equated with destruction and erasure should be considered in the next PIPEDA review, given
that anonymized data is often not completely anonymous and re-identification of individuals is
hardly an impossible task. 519 Policymakers may contemplate eliminating anonymization as a
retention option and refocusing on minimizing the collection of personal information and limiting
the purposes of the use of collected personal information. If de-identification is left as an
alternative to destruction or erasure of personal information, then clarity is needed with respect
to what is meant within Principle 4.5.3 with respect to “making anonymous.” Guidance should
address how de-identification techniques should be applied to personal information and the
threshold at which personal information is sufficiently de-identified to fulfill the anonymity
requirement of Principle 4.5.3. Such guidance could be provided by the OPCC in Guidelines or
passed in regulations to PIPEDA. Furthermore, the OPCC may want to consider whether
retention limits should attach to de-identified information, given that advances in technology will
continue to shift the achievability of true anonymity.
A third area that requires clarification is what is meant by “aggregate” data. Some organizations
state in their privacy policies that they will share “aggregate data” with third parties, sometimes
with an explicit statement that such data is “non-personal,” though some organizations merely
imply that such data is non-personal. One type of “aggregate data” might be summary statistical
data, wherein for example, a company notes that the total number or a percentage of their total
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customer base fits a demographic category (e.g. 47% of their customers are female, or 1,929 of
their customers have an annual income exceeding $100,000). However, “non-personal
aggregate data” may refer to an aggregated microdata that contain personal information that
has been de-identified to a state where the organization considers the data “non-personal.” If
this is what is meant by “non-personal aggregate data,” then the same concerns about deidentification thresholds attach. This concept could also be addressed by guidance from the
OPCC or in regulations to PIPEDA.
PIAC’s review of organizations’ privacy policies revealed that few organizations explain their deidentification or anonymization practices. PIAC was unable to determine what de-identification
techniques are consistently used by industry to de-identify personal information. It is unclear
how the de-identified data is assessed to ensure that it is sufficiently anonymized or how an
organization evaluates the risk of re-identification within a given de-identified dataset. PIAC was
unable to access a sample of de-identified personal information or “non-personal aggregate
data” in the course of this research. Given the lack of transparency surrounding industry deidentification practices, the general absence of discussion surrounding de-identification or
anonymization practices in organizations’ privacy policies and the confusing nature of the
terminology used by organizations in their privacy policy when classifying certain types of
information as “non-personal,” the OPCC is best placed to draw a focus on these issues by
hosting a consultation, similar to the consultations discussing online tracking and cloud
computing. Notably, the United Kingdom Information Commissioner’s Office recently hosted a
seminar on privacy and data anonymization examining current practices and possible
solutions. 520
The OPCC may also consider using their audit power under s. 18 of PIPEDA to conduct
targeted audits of organizations’ de-identification practices. In the course of such audits, the
OPCC should examine the algorithms and processes used by organizations to de-identify the
data. The OPCC might also request a sample of de-identified personal information to test
whether such data is easily re-identifiable if matched with publicly available information. The
audit should also trace the third parties with whom the de-identified data is shared and whether
contractual mechanisms are used to restrict attempts to re-identify individuals within the deidentified data or to prohibit further sharing of the de-identified data.
One possible approach is the clarification of anonymization or de-identification of personal
information as a “use” of personal information under PIPEDA. If the OPCC were to issue
Guidelines clarifying that anonymization is a “use” of personal information, then organizations
would understand that consent of the individual is required under Principle 4.3.1 (Consent). In
order to obtain informed consent for the new use of "anonymizing" or "aggregating" data, the
organization must identify the purpose for the use under Principle 4.2.4 (Identifying
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Purposes). 521 The individual then should have the ability to opt-out of consenting to the use of
anonymization of his or her personal information, as the organization could not require the
individual to consent to this use as a condition of supply (Principle 4.3.3). In PIAC’s review of
privacy policies, only MasterCard’s privacy policy stated that they use the individual’s personal
information to perform data analyses with anonymized data. MasterCard also provides an optout for the use of anonymized personal information for data analyses. Notably, “knowledge” of
the individual is a key component in obtaining an individual’s consent, requiring the organization
to make a reasonable effort to ensure that the individual is advised of the purpose for which the
information is used. Such efforts in the organization’s privacy policy must acknowledge that deidentification is not free from risk of re-identification, such that the individual is aware of the risks
of such use and so that informed consent can be properly obtained.
PIPEDA appears to be limited in addressing disclosures of anonymized data. While
anonymization of personal information could be considered a use, once the data has been
properly anonymized, then consent is arguably not required for the disclosure of such data
because it is no longer “personal information” under PIPEDA. This leaves consumer personal
information at risk when an organization shares de-identified or anonymized data with third
parties. The third parties may, without legal limitation, use the anonymized data in a manner that
the individual would not consent to, or combine the de-identified data with other sources, either
publicly available or commercial, to re-identify the individual. This gap in PIPEDA could be
addressed by creating a separate category of “information derived from personal information”
and strengthening disclosure obligations attached to such information. The goal would be to
enhance consumer autonomy surrounding their personal information by providing effective
mechanisms for the consumer to opt-out of consenting to the use and disclosure of data derived
from their personal information.
The OPCC should also consider providing further guidance regarding the publicly available
regulations. In particular, greater clarity is needed regarding whether personal information that is
available online, such as social networking sites, is contemplated as a “publication” within the
regulation. In addition, a review of the broad categories of publicly available information should
be undertaken in light of recent developments in data-matching and predictive algorithms that
can attach significant individual data elements to publicly available information that nonetheless
implicates particular individuals.
In addition to the clarity that is required on the subject of de-identification and anonymization,
there are a number of areas for further research. First, consideration should be given to whether
a sectoral approach to prohibit re-identification or certain uses of de-identified data would be
useful. Some sectors deal with more sensitive personal information, such that the use or
disclosure of de-identified or aggregate information would trigger a greater risk of harm for
consumers. Second, research could examine the ability of the individual to detect a wrong
flowing from an improper use or disclosure of his or her personal information. Such research
would need to better articulate the privacy risk and how one might assess such a risk. Would
521

Where the organization has collected personal information and wishes to use the personal information
for a purpose not previously identified, the new purpose must be identified and the consent of the
individual is required prior to use for that purpose.(Principle 4.2.4).

140

actual harm be required to engage a remedy or is the potential for harm sufficient? An
exploration of possible remedies to give full effect to consumers’ rights over their personal
information is needed.
Various groups have developed best practices for the de-identification of personal health
information for secondary health research purposes. No such best practices appear to exist for
the de-identification of personal information collected by the private sector or the private sector’s
use of de-identified data, even within sectors of the industry. As assumptions of anonymization
are challenged, industry best practices would serve to bring increased transparency of deidentification practices to garner consumer trust in personal information practices.
In conclusion, de-identified data and the questions around re-identification are growth industries.
Given the potential harms to consumers and citizens, the OPCC must monitor this question
closely and provide timely guidance to industry - and comfort to consumers - to assure all
parties they are aware of how identifiable individuals are or may become in the course of regular
commercial data processing.
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