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EXECUTIVE SUMMARY
The concept of internet neutrality provokes widely divergent and strongly held
beliefs. Internet neutrality has sparked emotional political, legal and even moral
debates. However, this large scale discussion has never clearly defined the
effect of internet neutrality on consumer groups. This report aims to present a
view of net neutrality from a consumer perspective.
The Public Interest Advocacy Centre (PIAC) and Environics Research conducted
6 focus groups in both English and French in Toronto, Montreal and Vancouver
in January 2009 to gauge consumer knowledge and reactions to net neutrality
issues facing Canadians. Environics chose these focus group members by virtue
of their heavy usage of the internet in their homes as well as their professed
interest in public policy issues. PIAC also performed extensive qualitative
secondary research, as well as primary research in the form of participation in
regulatory hearings before the Canadian Radio-television and
Telecommunications Commission, in addition to interviews with stakeholders.
This combination of qualitative and quantitative research provided a more
thorough examination of the issue, with respect to consumers. Consumers did
not seem aware of the debates surrounding net neutrality, however, they
demonstrated concern for issues relating to it. Issues such as universal access,
privacy, censorship and the commercialization of the internet figured prominently
in focus group discussions.
The report also provides an overview of internet network design. How the internet
actually “works” and its “end to end” design are an important element to
understanding net neutrality. The network is described in various levels, from a
large scale, macro-level examination of the entire network down to how exactly
internet services are provided to consumers’ homes. An analysis of internet
service providers’ deep packet inspection techniques is also provided in the
context of internet neutrality principles.
While the debate surrounding net neutrality is a recent phenomenon, the
underlying principles of net neutrality can be found in the principles of common
carriage. Common carriers must serve upon reasonable request without
discrimination, charge just and reasonable prices, and provide service with
adequate care, skill and honesty – merely by virtue of common carriers’ status as
public callings.
The common carriage rules were developed to be so favourable to the customer,
rather than the carrier, largely as a result of the vulnerability of the customer
when he or she placed the parcel or the packet or the message in the hands of
the common carrier.
These principles of “common carriage” were enshrined in statutory
telecommunications law in the early 1900s and it to this day in Canada forbid
telephone companies from controlling access or content over its telephone
network and from unduly discriminating against competitors and customers’ use
of the network.
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Under Canada’s Telecommunications Act, all telecommunication services,
including Internet access as well as wireless and wireline telephone services,
subject to these codified common carriage principles. Section 27(2) forbids
providers from unduly favouring or discriminating against any person who uses
their service, including the companies themselves. Furthermore, Section 36 of
the Act forbids unilateral content control by ISPs, except where the CRTC has
preapproved such interference.
Therefore it appears that Canada has a common carriage-based set of legal
principles upon which to base its regulation of Internet Service Provider and other
network operators’ practices that should legally help define “net neutrality”.
In April 2008, the Canadian Association of Internet Providers (CAIP), a coalition
of mostly smaller, independent ISPs, and wholesale customers, filed complaint
with the CRTC in regards to Bell Canada’s throttling of bittorrent traffic. CAIP
alleged that Bell Canada was using DPI technology to throttle peer-to-peer traffic
of not only their own Sympatico service customers but also the end-users of
CAIP member ISPs. CAIP alleged this violated their wholesale tariff and violated
the common carriage sections of the Telecommunications Act.
The CRTC determined that that Bell was indeed permitted to throttle CAIP
member customers as it was “the only practical option that is technologically and
economically suitable, at this time, for addressing congestion in its DSL network”
and that regarding discrimination, since all end users of services were treated the
same with regard to throttling, that there could be no discrimination. The CRTC
also found that the “the fact that the transmission of a file is delayed does not
alter its meaning or its purpose”.
The CRTC issued a follow-up proceeding calling, promising a wide scope,
namely to examine and pronounce upon the legality of: “Internet traffic
management practices for both wholesale and retail Internet services” of all
Canadian ISPs. Unfortunately for consumers, the CRTC issued “decision” as a
“Telecom Regulatory Policy” rather than a “Telecom Decision”, meaning all
existing internet traffic management practice of ISPs (such as throttling of P2P
traffic that ISPs admitted to during the hearing) could continue until challenged
under an analytical framework described in the policy.
The CRTC’s Internet Traffic Management policy framework created a test for
complaints about traffic management that placed a high evidentiary burden on
those seeking to invalidate present throttling and other ISP practices that raised
the issue of net neutrality. The test further does not appear to favour consumer
interests but rather those of ISPs and third party content providers, such a
Google. Thus, traffic management practices may lead to such consumer woes
as narrowed choice of services and segmented pricing plans, based on usage
profiles gleaned from information about application use.
The disclosure of ISPs’ traffic management practices, which was ordered by the
CRTC in this decision, while providing general awareness that such practices are
5

undertaken, unfortunately are high level and unlikely to assist consumers in
grounding complaints.
The CRTC also effectively upheld the CAIP wholesale decision in this larger
proceeding, so consumers will be unable to “escape” the status quo of major ISP
choices on traffic management.
The only real clear “win” consumers can take from the CRTC’s consideration of
net neutrality was the prohibition of any use or disclosure of information gathered
from subscribers when DPI was performed on their data streams for any purpose
other than traffic control.
Finally, the CRTC created the concept of “time-sensitive” applications which it
stated cannot be slowed so as to produce “noticeable degradation” for
customers. This is a positive development for consumers as consumers can
complain to the CRTC based on this slowing of time-sensitive traffic. Therefore,
it appears that the new battleground for the net neutrality debate in Canada may
well be over which applications and services are “time-sensitive” and which are
not.
In September 2009, the Office of the Privacy Commissioner released its findings
with respect to Bell Canada and Bell Sympatico’s use of DPI technology. The
Commissioner ruled that Bell needs to provide a clearer explanation of how its
DPI equipment uses personal information to manage traffic. This decision, along
with the CRTC ruling, gives some comfort to Canadians that ISPs will not sell
their Internet data trails to the highest bidder.
Finally, a private member’s bill on net neutrality has been introduced. Such
legislative efforts likely will continue but should take the above CRTC decisions
into account and more importantly the barriers consumers still face.
Several legal and policy developments on net neutrality have emerged in the
United States and in the European Union. In the US, the complaint by public
interest groups against Comcast’s traffic management practices resulted in a
FCC finding that Comcast’s traffic management techniques were unreasonable,
as they discriminated among applications and protocols instead of treating them
equally. The FCC is currently in the process of public rulemaking, which propose
to preserve open internet broadband industry practices with six principles,
including a principle to ensure that all lawful content, applications and services
are treated in a non-discriminatory manner.
In the EU, the European Commission has been reviewing the EU Telecom Rules
to achieve a new regulatory framework to become law by 2010. An agreement
was recently reached to include a new internet freedom provision to strengthen
the rights of internet users. This internet freedom provision comes with the
guarantee for an open and more neutral internet. With this provision, national
telecoms authorities have the power to set minimum quality levels for internet
services to promote net neutrality and net freedoms for European consumers.
The EU has also been active in investigating and condemning the invasion of
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consumer privacy by deep packet inspection technology, such as that of Phorm
in the UK.
Canada’s broadband policy has not been keeping pace with the rest of the world.
Recent reports – an OECD study, a Harvard University FCC-commissioned
report and an Oxford University and Universidad de Oviedo – illustrated evidence
of Canada’s low broadband ranking among its peers. If broadband access and
higher speeds were made an explicit government priority as has been
undertaken in the EU and started in the US, the problems of network capacity
might be somewhat alleviated.
Given that the EU and the United States appear to be moving in a direction that
wholly recognizes neutrality as a principle for the internet and enumerates
principles to protect their broadband consumers, Canada’s regulatory efforts
have set us back. If ISPs are allowed to continue using their current ITMPs, then
Canadian consumers may be looking at a future with a non-neutral internet in
Canada. A non-neutral internet could have many implications and produce
several undesirable effects for consumers, as supported by PIAC’s focus group
findings.
For example, a tiered network featuring fast and slow lanes on the internet would
mean that websites and content would not be equally accessible to consumers.
Consumers are also opposed to traffic shaping and throttling as a means to
resolving bandwidth issues. Some participants were willing to accept higher fees
for heavy use in order to avoid throttling. As well, the need for high speed
internet is growing, but Canadian consumers have not seen the cost associated
with internet service come down over time. Some focus group participants
suggested that ISPs may not be keeping up with the demand by improving their
technology and infrastructure. As well, consumers are very opposed to
prohibition or throttling of certain targeted applications or protocols. Privacy is
also a great concern for Canadian consumers, who want to ensure that their
internet activities are not being tracked by their ISPs or used for marketing
purposes. Finally, consumers believe that reseller ISPs should be able to make
their own policy decisions about how to manage bandwidth concerns and not be
dictated by suppliers.
PIAC calls on Parliament to take leadership on the issue of net neutrality and
preserve the consumer right to a neutral internet. As well, Parliament should
ensure that consumers are guaranteed rights with their internet access, as
outlined in our Recommendations. PIAC also urges the government to set legal
broadband service standards with forward looking minimum speed targets for
ISPs, similar to the EU approach.
As well, consumers need comprehensive and accessible education about net
neutrality and the CRTC decisions. The CRTC, in conjunction with CCTS, must
also provide guidance must be given to consumers regarding how to file a formal
complaint about the internet traffic management practices of their ITMP and the
evidence the consumer would be required to bring forward. The CRTC must also
prepare itself to handle consumer complaints about ITMPs and ensure that each
7

consumer complaint is given full consideration. If the CRTC is unprepared to
handle consumer complaints, it may wish to consider requesting the CCTS
complaint process to accept some ITMP complaints from consumers.
Consumers and consumer groups must use this complaint mechanism to
challenge ITMPs under s. 27(2) and s. 36 of the Telecommunications Act.
Finally, the Canadian government must provide consumers with protection from
the removal of their internet connection without due process of the law for
copyright infringement allegations and preserve the consumer right to access the
internet.
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Introduction
For consumers, Internet service providers, third party application and content
providers, policymakers and legislators, entering into the discussion of “Net
Neutrality” appears a daunting task. It appears that never has so much opinion
been delivered by so many with such widely divergent and strongly held beliefs.
The issue has sparked strong political, legal and even moral debates. However,
to date the dialogue on net neutrality has not clearly defined the effect of the
concept on consumers. This report aims to present a view of net neutrality by
and for Canadian consumers, in the hopes that their interests are respected by
all those parties that shape the Internet that we nearly all use on a daily basis.

What is “net neutrality”?
Perhaps the most complicating matter in any discussion of “net neutrality” is the
definition of that term.1 The term as presently used encompasses at the very
least a bundle of social, economic and democratic rights and goals of Internet
end-users (citizens, consumers and ISP customers), Internet Service Providers
(ISPs), Internet content developers and related businesses, Internet engineers
including the Internet Engineering Task Force (IETF), telecommunications
regulators and many others.
Historically neutrality has been a guiding principle in massive communication
systems; however the term “net neutrality” is a fairly recent idea and one that has
more than a single common definition. One of the world’s leading proponents for
net neutrality, Professor Tim Wu of Columbia Law School, defined it this way:
Network neutrality is best defined as a network design principle.
The idea is that a maximally useful public information network
aspires to treat all content, sites, and platforms equally. This
allows the network to carry every form of information and support
every kind of application. The principle suggests that information
networks are often more valuable when they are less specialized
– when they are a platform for multiple uses, present and future.2

Another major proponent for net neutrality is Google, one of the largest and most
popular search engines on the internet. It defines net neutrality with an emphasis
1

The U.S. Federal Trade Commission addressed the definition in a footnote to its broadband report
Broadband Connectivity/Competition Policy: FTC Staff Report (June 2007). That definition (found at
footnote 2, reads in part):

2

The terms “net neutrality” and “network neutrality” have been used to identify various policy
concerns and prescriptions raised by diverse parties to the larger social discussion of broadband
Internet connectivity. Typically, such terms are identified with positions that recommend, at least,
some legal or regulatory restrictions on broadband Internet access services that include nondiscrimination requirements above and beyond any that may be implied by existing antitrust law
or Federal Communications Commission (“FCC”) regulations.
Tim Wu, “Network Neutrality FAQ” <http://timwu.org/network_neutrality.html>.
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on commerce and also with an eye open to the growing debate surrounding the
issue:
Network neutrality is the principle that Internet users should be in
control of what content they view and what applications they use
on the Internet. The Internet has operated according to this
neutrality principle since its earliest days. Indeed, it is this
neutrality that has allowed many companies, including Google, to
launch, grow, and innovate. Fundamentally, net neutrality is about
equal access to the Internet. In our view, the broadband carriers
should not be permitted to use their market power to discriminate
against competing applications or content. Just as telephone
companies are not permitted to tell consumers who they can call
or what they can say, broadband carriers should not be allowed to
use their market power to control activity online.3

Google’s definition highlights the growing discontent between broadband
providers and many application or content providers, like Google. Broadband
providers see non-neutral networks as a way to add value to their services and
move their business model away from being simply infrastructure for other
companies to use to generate profits. Many application and content providers are
troubled by this recent change of philosophy. They fear that it may signal the end
to an internet where innovation can occur easily at the ends of the network, and
at the hands of nearly anyone. Noted law professor and net neutrality advocate
Lawrence Lessig provides useful insight into the role of neutrality on internet
innovations:
The Internet was born in the United States, but its success grew
out of notions that seem far from the modern American ideals of
property and the market… But the Internet took off precisely
because core resources were not "divided among private owners."
Instead, the core resources of the Internet were left in a
"commons." It was this commons that engendered the
extraordinary innovation that the Internet has seen. It is the
enclosure of this commons that will bring about the Internet's
demise.4

Lessig remarked that a great deal of important innovations on the internet were
not the result of large, American corporations, but rather, by savvy users around
the world at the ends of the network.
This research focuses however upon the meaning of net neutrality to Canadian
consumers and therefore this report seeks to define the term in light of consumer
needs and desires. Given the relative paucity of the discussion of net neutrality
from a purely consumer viewpoint, it is hoped that this consumer-centred
perspective will help to advance the debate amongst policymakers, regulators,
ISPs, content providers and of course Canadian consumers.
3

Google, “A Guide to Net Neutrality for Google Users”
<http://www.google.com/help/netneutrality.html>
4
Lawrence Lessig, “The Internet Under Siege” Foreign Policy (Nov. – Dec. 2001).
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Focus Groups with Canadian Consumers on Net
Neutrality
Focus group methodology
The Public Interest Advocacy Centre (PIAC) and Environics Research Group
(Environics) conducted six focus groups with consumers who were Internet users
in Toronto, Montreal and Vancouver in January 2009.5 One Montreal session
was conducted in French and the other sessions were conducted in English. Ten
participants were recruited for each session in the expectation that eight would
attend and care was taken to ensure three recruits used a cable company as
their ISP (e.g., Rogers, Shaw, Videotron or Cogeco), three used a phone
company as their ISP (e.g., Bell Sympatico or Telus) and one or two who used a
small independent ISP that is not one of the big cable or phone companies (e.g.,
Toronto Freenet, TekSavvy, Execulink, LOGIX, Internet Light Speed
Connections, Velcom, Acanac, Wireless Nomad etc…). All were heavy users of
the Internet at home (i.e. over 20 hours per week) and use advanced applications
such as VOiP, PTP file transferring, live streaming of TV or radio programming or
use Virtual private networks. All indicated they were very interested in public
policy issues and in issues around the future of the Internet and how it may be
regulated. Fuller information on the methodology of the focus group research is
contained in the Environics Report on the focus groups, found below and in the
full Environics Report at Appendix 1.

Statement of Limitations
The objectives of this research initiative are exploratory and therefore best
addressed qualitatively. Qualitative research provides insight into the range of
opinions held within a population, rather than the weights of the opinions held, as
would be measured in a quantitative study. The results of this type of research
should be viewed as indicative rather than projectable. The intent of this research
is to provide insights into the range of issues and opinions, and not the weight of
those issues.
PIAC buttressed the qualitative research with extensive secondary research and
additional primary research in the form of participation in regulatory hearings
before the Canadian Radio-television and Telecommunications Commission and
in interviews with stakeholders.

5

The full report is Environics, “Focus Group Report on Canadians’ Attitudes toward Net
Neutrality” Environics Research Group (February 2009). The full report is reproduced in the electronic
version of this report at Appendix 1.
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Consumers are largely unaware of net neutrality and find it
difficult to discuss the issue
A major finding of the focus groups was that consumer awareness and
recognition of the term “net neutrality” was very limited amongst the groups.6
Those that had heard the term before did not have a clear idea of what it meant.
Perspectives on the meaning of net neutrality that emerged in the discussion
touched on a variety of issues:
1. Net neutrality implies that there would be no differentiation between users in
accessing the Internet. Various approaches to this concept included:
 Everyone should receive the same kind of access, with all users being
able to connect at the same speed.
 If two people are paying for the same level of access, they should receive
the same service. Consistency of access – that the speed of connection
and throughput should always be the same, regardless of the number of
users.
 Equality of access should be regulated in the interest of fairness by
limiting bandwidth so that specific users cannot exceed specified
maximums and all users can have access
2. Net neutrality is the ability to access whatever sites or applications they want
to visit or use, without hindrance or discrimination, regardless of bandwidth
requirements or any other considerations.
3. Net neutrality means open access to information, rather than access to the
Internet itself – that everyone should be able to access everything available
on the Internet, and anyone should be free to access whatever information
they choose. Closely associated with this concept is the idea of an
uncensored Internet with freedom of expression.
4. Net neutrality suggests a lack of ownership, or commercial bias – that no
business interests have ownership or control over the Internet such that they
can influence content, bias search engine results, or otherwise further a
“hidden agenda” for corporate interests.
5. Net neutrality is a regulatory matter: to some, it means that no one party
controls the Internet; to others, a regulatory body would be required to
impose equal access.7

There seemed to be a general feeling that internet neutrality implied that there
would be no differentiation between users, but this meant different things to
different focus group participants. For example, some participants believed that

6
7

Focus Group Report at p. 23.
Focus Group Report at p. 6.
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internet neutrality meant having an equal level of access, with all users being
able to connect at the same speed:
I was actually thinking about it in a different way in terms of access neutrality.
How sometimes if I log in, it can be going really fast and sometimes it can be
going really slow but that if I’m paying a certain amount, I should be guaranteed
that I get ... Consistency between people and that if my neighbour is paying the
same, we should be getting the same access. (Toronto)8
A huge shot in the dark but I’m picturing everyone, and I don’t quite know the
words, but everyone sort of functioning at the same speed. There’s not one
computer that’s slower or faster. (Vancouver)9
They’re not changing anything. It’s just consistent regardless how many people
come on or what you’re downloading. (Vancouver)10
What I’m trying to define vaguely is neutrality has a meaning universally and if
you apply it to the Net, you’ve got two aspects to any transaction; you’ve got the
provider and you’ve got the user. I think when they talk about neutrality it’s the
provider giving equal opportunity and access within our sociological confines. I
mean we all have the right to live ... It’s utopian but in a sense what they’re doing
is you’re saying everybody has the same whack at this, the same information to
the same ability to make decisions based on that information. (Toronto)11

A few participants defined “net neutrality” as the ability to access whatever sites
or applications they want to visit or use, without hindrance or discrimination,
regardless of bandwidth requirements or any other considerations.
Equal access for everybody and nobody’s discriminated, everybody can use the
same applications, the same speed, same time, no problems at all.
(Vancouver)12
It’s just the ability to go and access anything without any discrimination for or
against specific sites. (Montreal)13
Unbiased access to information. So, if I wanted to learn about anything, whether
it was deemed to be good or bad, there was the ability for me to actually get
access to that information to learn. (Toronto)14
A big one was just access to information. Broader access to international news
as opposed to just getting the CNN perspective or the CBC perspective or BBC
or whatever. And then we also agreed on just access to a greater amount of
global culture or social … what’s happening in another country. (Toronto)15

8
9
10
11
12
13
14
15

Toronto Focus Group #1 at p. 24.
Vancouver Focus Group #1 at p. 18.
Vancouver Focus Group #1 at p. 18.
Toronto Focus Group #1 at p. 26.
Vancouver Focus Group #2 at p. 25.
Montreal Focus Group, English at p. 23.
Toronto Focus Group #2 at p. 22.
Toronto Focus Group #2 at p. 26.
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That’s what I thought of net neutrality in terms of not having censorship in trying
to block out certain sites and stuff like that. I was thinking this is something that
is not controlled. (Toronto)16
En fait, moi ce que j’en comprends, à moins que je me trompe, c’est qu’Internet a
été créé pour être utilisé de façon libre et toute la manière dont Internet est bâti,
ça permet aux gens malveillants de l’utiliser comme à des gens bienveillants de
l’utiliser et il n’y a pas de police sur le réseau pour pouvoir contrôler ça. Mais je
sais qu’actuellement il y a des universités aux États-Unis qui sont en train
d’essayer de créer un Internet où ce serait beaucoup plus balisé où ce serait
encore plus filtré, l’information serait encore disponible selon le bon vouloir de
quelqu’un d’autre. Moi c’est l’interprétation que j’en fais, je me trompe peut-être,
mais c’est ce que ça me dit la neutralité de réseau.17
Mais dans le fond si on parle de neutralité, c’est pas neutre l’Internet comme ils
disaient s’ils décident qu’ils mettent en faveur quelque chose ça va être mis en
faveur.18

Several participants felt that internet neutrality meant a lack of commercial
ownership over the network or a role for the government in maintaining the
internet’s neutrality:
I would say net neutrality would be if it’s neutral, it’s because it’s non-commercial.
That’s what I’m thinking. For example, if you get your news from CNN, CNN is a
business. They have commercials to sell. They have stuff to sell and they’re not
neutral whereas the Federal Government and the Provincial Government in
theory would be non-commercial. (Montreal)19
I just thought that perhaps it was somehow creating an unbiased search
environment. So for example if you were to Google, that no paid advertisers
would come up in your search results that would skew the results. (Vancouver)20
I was thinking some overall head person controlling how much you use the
Internet or what type of things you go on. That is net neutrality. (Toronto)21
Or maybe where there’s a good governing agency that monitors it so that things
on the Internet do remain neutral? (Toronto)22
That no parties have complete control. (Montreal)23

It is clear from the comments of the focus group participants that most Canadian
consumers do not have a highly developed understanding of what internet
neutrality is or why it is important to them. Several participants commented on

16
17
18
19
20
21
22
23

Toronto Focus Group #1 at p. 24.
Montreal Focus Group, French at p. 13.
Montreal Focus Group, French at p. 14.
Montreal Focus Group, English, at p. 21.
Vancouver Focus Group #1 at p. 20.
Toronto Focus Group #1 at p. 20.
Toronto Focus Group #1 at p. 25.
Montreal Focus Group, French.
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the fact that their awareness of internet neutrality and the issues surrounding it
was minimal. For example:
We don’t know why. We don’t know why. We just think the server on the other
end is slow or something. We just don’t know why. So, it hasn’t really affected us.
I think if everybody’s service was slow all the time, you’d start hearing about it.
(Vancouver)24

Even though most participants were completely unaware of the concept of net
neutrality and related issues such as ISP throttling and other means of traffic
shaping, once they became aware of these issues, participants became very
interested and engaged in discussion. Where the discussion focused on specific
scenarios of a non-neutral network, participants were very capable of discussing
their Many participants indicated that they would likely do research on net
neutrality and related issues as a result of their participation in the focus groups.
Some mentioned the need for greater education about how the internet functions
and the implications of increasing commercialization of the internet space.
Until we are backed into a corner I don’t think we’re going to start researching it
because it gives us what we want. We do have the freedom to move. We can
potentially have more. (Vancouver)25
I think there is a bit of education needed here too because I’m sure not very
many people know what the bandwidth is, what it means and when they use it,
what is the impact because just people going to their e-mail does not use a lot of
bandwidth whereas if you are watching a TV show, it is going to use up a lot.
(Montreal)26

This lack of awareness about net neutrality is troubling, since it makes the
creation of net neutrality policies more difficult. If consumers are not able to
opine upon or even identify net neutrality issues, they will be equally unable to
choose appropriate solutions proposed to them by legislators.

Consumer Concerns with Business Interests Driving the Internet
Agenda
Notably, some consumers expressed concerns over what they perceive as the
corporatization or commercialization of the internet as it changes from an open
environment primarily used for the exchange of information to a marketplace for
goods and services. The possibility that commercial interests, including ISPs,
might be able to use their business activities to influence internet users’ access
to content on the internet was a real concern for some participants who saw in
the principle of net neutrality a way of limiting, if not preventing, such practices.27

24
25
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Vancouver Focus Group #2 at p. 42.
Vancouver Focus Group #1 at p. 37.
Ibid p.27.
Focus Group Report at p. 34.
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Well, one of the things in the definition here was that market power to
discriminate against competing applications or content so broadband carriers
should not be permitted to use their market power to discriminate against
competing applications or content which you explained. I think we totally agree
with that. (Toronto)28
I think the part that I keep thinking about now is I have Rogers and I’m sort of
thinking less about what sites I have access to. But since I have Rogers, does
that mean that if I got to Bell.ca, are they slowing down my Internet connection?
Do they know that and are slowing it down so that I ... Yeah or if there’s a
sponsor of Rogers. If I’m going to buy Blue Jays’ tickets, will it speed up because
it’s owned by Rogers? Now I want to know things like that like can they be doing
that? I suppose they probably can and it is naive to think that they can’t.
(Toronto)29

Some focus group participants were willing to accept throttling and traffic shaping
practices if they were proven to be necessary to ensure equal access for all
users and provider ISPs with necessary funds to invest in infrastructure
improvements and research more effective technologies.30 However,
participants were strongly opposed to throttling and traffic shaping practices
being used to further corporate interests by prioritizing proprietary software or
directing traffic toward content, either for their own profit or for a fee from other
companies.31

Consumer Views on Government Regulation for Net Neutrality
After a general discussion about what participants thought the term “net
neutrality” meant and delving into some related net neutrality and internet access
issues, attitudes and roles of stakeholders such as the government and other
oversight organizations and ISPs with respect to net neutrality were explored.
Most participants were unsure as to whether the federal government currently
has a role in oversight of the operation of the internet in Canada, or what roles
might be played by other organizations, if any.
Some participants, particularly in Montreal, were aware that the CRTC does have
a mandate to regulate the operations of ISPs. Others, however, believed that
there was little or no regulation of ISPs and other companies engaged in
supporting the Internet by government or any other organizations.32
The way it sounds here is because there are no government laws, the ISP
providers are taking for granted or they can do too much to us at this point in
time. That needs to be looked at basically and how to control those ISP
providers. (Toronto)33
28

Toronto Focus Group #1 at p. 35.
Toronto Focus Group #1 at pp. 30-31.
30
Focus group participants’ reactions to the matter of throttling and traffic shaping will be discussed
in greater detail below.
31
Focus Group Report at p. 45.
32
Focus Group Report at p. 37.
33
Toronto Focus Group #1 at p. 40.
29
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The government is not limiting the use as such. It’s limiting what the ISP provider
can do. That’s what we need is limiting the rules because there’s no holds barred
with what the ISP providers can do. They can do whatever they want and we
don’t know because we’re not behind the scenes. (Toronto)34
We don’t know as consumers and maybe that is for the government to get
involved. Well, for there to be a better understanding as to what they can and
can’t do and what’s been kept from us and what’s not. Maybe that is an excuse
for the government to get involved. (Toronto)35

Net Neutrality for Canadian Consumers
While focus group participants were not aware of the large concept of net
neutrality, they did demonstrate great interest and engagement in discussion
about net neutrality, particularly when the discussion related to their own internet
connection. Consumers may not be aware of the current debates over net
neutrality as a key principle of internet operation, but consumers are aware of
and concerned about a number of issues that touch on the concept of net
neutrality – for example, universal access, privacy issues, censorship on the
internet and commercialization of the internet.
From a consumer perspective, it is often metrics such as pricing, choice,
reliability, quality and control that are the best measures of any policy problem.
What makes the discussion of those diverse metrics comprehensible in relation
to Internet service is the concept of discrimination.
To better grasp the concept of net neutrality and how this issue affects today’s
internet consumers, this paper will explain the principles of network design, the
history of common carriage obligations and how ISPs are currently managing
their networks in a manner that threatens net neutrality. Following that
discussion, findings from PIAC’s focus groups will be used to describe what
consumers think about specific aspects of a non-neutral internet.

The Principles of Network Design
Just how the Internet actually “works” to send messages via telecommunications
is at the heart of many of the disputes encompassed by the term “net neutrality”.
In this section the “end-to-end” design of the Internet is described, down to the
packet level, and the question of the provision of Internet access service, in effect
the “how ISPs work” also is covered, with emphasis on the main ISP models at
play in Canada. It is the actual design of the Internet that not only shapes the
debate on its future but also constrains what can and cannot be accomplished
with the concept of “net neutrality”.

34
35

Toronto Focus Group #1 at p. 53.
Toronto Focus Group #1 at p. 65.
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End-to-End, “Neutral” Design of the Internet
The Internet was designed as “neutral” purely in a theoretical network theory
sense, in that its protocols are designed to be end-to-end and it is simply a
method of permitting “Internet datagrams” (IP packets) to be transferred between
“Autonomous Systems” or, as we name access networks now, Internet Service
Providers (ISPs).
The network design principles of the Internet were summed up in the Comments
of the Campaign for Democratic Media’s submission to the Canadian Radiotelevision and Telecommunications Commission in Telecom Public Notice 200819,36 the Canadian “net neutrality” proceeding described in more detail below:
The individual linked networks that comprise the internet have followed a number
of important design principles, including:
a. Open architecture networking – The objective of the network design is
total connectivity: all vendors, all platforms and all operating systems are
treated as equal.37
b. Layered communications – Communications over the internet occur in
mutually independent layers. Applications and content – the user’s
contribution – occur at a layer independent of underlying layers, such as
the physical (the hardware comprising the network) and transport (the
Transport Control Protocol) layers.38
c. The End-to-End Principle – Communications protocol operations occur
at the end-points of the network. Protocol operations, such as TCP, are
only justified in the lower layers of a network if they optimize network
performance. 39

At a packet level, that is, the “datagrams” or “building blocks” of Internet
communications, these rules are respected and reflected in the design, functions
and routing of the packets themselves, in accordance with established and
accepted Internet protocols.
As explained by David Reed in CDM’s submission:

36

See Comments of the Campaign for Democratic Media, in Public Notice 2008-19 - Review of the
Internet traffic management practices of Internet service providers, 23 February 2009, at para. 8. Online:
http://www.crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1029987.zip
37
(Following 3 footnote references from original CDM submission.) See, generally, Barry M.
Leiner, Vinton G. Cerf, David D. Clark, Robert E. Kahn, Leonard Kleinrock, Daniel C. Lynch, Jon Postel,
Larry G. Roberts, Stephen Wolff, “A Brief History of the Internet”, Internet Society (4 August, 2000).
Online: http://www.isoc.org/internet/history/brief.shtml
38
Ibid.
39
J. Saltzer, D. Reed, and D.D. Clark, “End-to-End Arguments in System Design”, Second
International Conference on Distributed Computing Systems (April 1981), pp. 509-512; ACM Transactions
on Computer Systems, Vol. 2, No. 4 (November 1984) pp. 277-288. Online:
http://web.mit.edu/Saltzer/www/publications/endtoend/endtoend.pdf
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The fundamental agreement among Autonomous Systems is that they
collectively provide each host, that is each computer that is connected to any of
the many Autonomous Systems, the ability to send and receive small messages
called Internet datagrams to any of the other hosts on any Autonomous System
in the Internet. I avoid defining a whole collection of technical terms by
suggesting that you view these Internet datagrams as envelopes containing
messages from one host to another on the Internet. The envelope is stamped on
the outside with only four things: an address, a return address, a protocol
identifier, and some marks that indicate how the message is handled as it is
carried through the network. The content of each message is held “inside the
envelope.” This content is meaningful only to the sending and receiving hosts.40

Therefore, the interconnected Autonomous Systems (now ISP networks) are not
expected to, and do not need to, inspect the “payload” of Internet packets.
All of the information that is necessary to route the packet to its proper
destination (namely, a computer that knows where to send the packet, that is,
a computer controlled by the end user) is already visible in the IP packet header.
The source and destination “addressee” are unknown.
Due to this architecture, the Internet effectively is “neutral” in that all packets
look the same at this level. The architecture also creates a sphere of privacy:
the IP packet header is identified only by IP address and some other minor
routing information; there is nothing in the IP packet header that can, without
more, identify the sending/receiving computer or its user.
Some of these concepts are more clearly conceivable as diagrams. First, we
intend to discuss the Open Systems Interconnection (OSI) model for
communications as compared to a simplified model of how information is
encapsulated for transport over the Internet. This diagram is found in figure 1
below.41

40

Comments of the Campaign for Democratic Media, in Public Notice 2008-19, Reed Evidence, at

para. 3.
41

This portion of the report is based upon the submissions of the Public Interest Advocacy Centre in
Public Notice 2008-19. See Comments of Consumer Groups, February 23, 2009, at pp. 4-15,. in Canadian
Radio-television and telecommunications Commission proceeding Telecom Public Notice 2008-19,
Review of the Internet traffic management practices of Internet service providers. Online:
http://www.crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1030499.zip
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Figure 1

Although the OSI model is particularly complete from a conceptual point of view,
it is unnecessarily detailed for a discussion of transport of Internet packets. In the
context of discussing Internet transport of packets, the simplified levels of
“application”, “transport”, “Internet” and “link” are more useful.
Data is encapsulated (placed in a virtual “envelope” by each of the above four
levels or layers. Figure 2 illustrates how that encapsulation is carried out under
the established Internet protocols.
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Figure 2

Each level of Internet transport architecture adds its own envelope to the packet.
No level, however, “unwraps” the previous packet level. In this way, the final
packetization resembles a matrioshka or a parcel in the children’s game “pass
the parcel” – each level up adds a layer of information – but each layer does not
depend on the previous layer or include its information.
At the application layer, the sending or receiving computers encapsulate the
packets in a way that that application understands. In the application layer, the
“names” of the sending and receiving computers (in our example in figure 1, this
is the “NET BIOS” of the computers) is known.
At the “transport” layer, the packets are wrapped in new header information,
typically the Universal Datagram Protocol (UDP) or Transmission Control
Protocol (TCP), although there are others. Both TCP and UDP packets do NOT
include the identity of the sending and receiving computer. Only the sending and
receiving computers are supposed to read that information, when they run the
relevant application. However, TCP or UDP does wrap the application level
packet in an packet header that includes “port” information. “Ports” are the way
two computers agree set up a communication.
At the “Internet” level, the packet gets re-wrapped in an “Internet Protocol” (IP)
header. See Figure 3 for a comparison of a UDP and an IP packet header.
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Figure 3

As an IP packet transits the Internet it is further encapsulated in a “frame
header” which wraps the IP packet (including IP header – and which is called
as a whole the “frame data”) and facilitates the transmission from one device
to another (such as a router) that is connected to the Internet. However, the
packets are not “unwrapped” until they arrive at the final destination
computer. See Figure 4 below for a graphical representation of this flow.
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Figure 4

The only “identifying” information in the IP header that transits the ISP and
Internet is the source IP address and destination IP address. All other identifying
information occurs at lower levels: the source and destination ports within the
transport protocol and the computer identification within the originally produced
data packet of the application.
This means that for “deep packet inspection” (DPI) (discussed below), there is
necessarily an examination of header information that is part of a level or layer
that was not intended to be read at the higher IP level.

Internet Service Providers and How They Manage Their
Networks
Technological advances in the mid- to late-2000s have radically changed the
provision of broadband internet service and have permitted ISPs to have a new
level of visibility into, and control of, Internet traffic passing on their networks.
That technology is deep packet inspection (DPI). However, an explanation of
why DPI technology came to be developed is crucial to understanding the legal
and policy debates over net neutrality and the use of DPI that have since arisen.
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Why DPI and “Throttling”?
The question arises therefore, as to why ISPs suddenly are resorting to reading
below the level at which they are intended to do so and why it is happening now.
In the 1990s, Canadian ISPs offering service to the public (especially residential)
customers originally were telephony-based and used dial-up modems with the
present telephone line signal. This resulted in a busy signal for callers attempting
to reach the Internet customer while that customer was using his or her modem
to connect to the Internet. Importantly, dial-up modems permitted two-way
(upload and download) bandwidth at a ratio of 1:1 (or, later, 2:1 (download to
upload) for 56 Kbps modems). See Figure 5.
Figure 5

Also during this time, seeing opportunity to be a second source of Internet
connectivity (and with no busy signal), cable companies were being reengineered
to carry two-way Internet traffic with cable modems.
Telephony-based ISPs responded to the competitive threat of cable ISPs by
creating digital subscriber line (DSL) technology. Again, DSL can be tuned for a
download ratio of 1:1 or any other ratio. When it is not symmetric it is referred to
as “asymmetric digital subscriber line” or “ADSL”. See Figure 6.
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Figure 6

During the period of the 1990s and early part of the 2000 decade, client-server
applications dominated: Mosaic/Netscape for the “World Wide Web”, while “news
readers” and bulletin boards were very popular among residential subscribers.
Consequently usage demonstrated a strong data asymmetry (at least 10:1) and
this drove the configuration of ADSL and Cable residential modems. See Figures
7 and 8.
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Figure 7
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Figure 8

DSL modems for business, however, had no, or lower asymmetry. The ISPs
therefore purchased central office/headend equipment that reflected the modem
asymmetry and the access networks became asymmetric or “non-neutral” in the
sense of limiting the direction of data flow in one direction (uploading) and
facilitating it in another (downloading).
However, by the end of the 2000s, upstream bandwidth is now 10 times faster
than it was in dial-up days, enabling new applications that serve data. In addition,
Internet-based applications are evolving rapidly and many do not conform to the
"early 90s" “client-server” historical snapshot embodied in the ISPs’ network
implementation. A prime example are peer-to-peer applications, which operate
by transferring files between end users and which require more upstream
(uploading) bandwidth. The result is stress on the upstream bandwidth as
changing user habits challenge the engineering assumptions of the 1990s and
early 2000s Internet access market.
ISPs appear to be therefore left with three choices: a) implementing a more
symmetric access network, which would be achievable through capital
expenditures (CAPEX) to bring fibre-optic to, or closer to the residential
subscriber or other network upgrades such as changing the symmetry of uplinks
to the Internet and upgrading switching equipment; or b) throttling non-clientserver applications, or c) a middle path that moves towards data symmetry over
29

time while throttling and also moving to usage-based billing and other subscriberbased methods to reduce traffic.
So far, Canadian ISPs have claimed that the first option alone is economically
impossible. Bell Canada, a major DSL-based ISP that offers a retail “Sympatico”
Internet service, as well as wholesale service to other ISPs, has stated in
regulatory proceedings that it has a “three part” strategy to deal with alleged
traffic congestion that appears to reflect a desire to do all three of the above:
73.
Bell Wireline has essentially adopted a three-pronged approach to
managing capacity on its network: i) investing in capacity through
managed capital spending, ii) moving toward usage-based pricing and
new business models in a manner that benefits end-users and that takes
into account the realities of the highly competitive marketplace, and iii)
managing bandwidth.42
Rogers and other major cable-based ISPs have made similar claims that building
increased capacity will not solve their congestion problems.
In order to understand the nature of these claims of ISP “impossibility” to build to
meet demand and to understand the growth and use of DPI, it is useful to
discuss what steps ISPs would have to take to upgrade their networks. See
figures 9 and 10 for illustrations of steps that could be taken by telephony-based
ISPs and cable ISPs to improve network symmetry.

42

Comments of Bell Canada in Telecom Public Notice 2008-19, 23 February 2009, at para. 73.
Online: http://www.crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1029804.zip
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Figure 9
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Figure 10

The issue that is difficult to examine is whether ISPs in Canada have made
sufficient efforts to make these upgrades in a timely manner and to make
sufficient network investment to provide adequate Internet service to Canadians.
Consumers face barriers in examining this question as regulators such as the
Canadian Radio-television and Telecommunications have tended to forbear from
regulating Internet access services (that is, to not actively regulate them on price
or such matters as capital expenditures) and not to require, or when they do
require, keep confidential, the ISPs projected capital expenditures on
infrastructure. Therefore suspicions that ISPs in Canada may have oversold
access (known as “oversubscription”) without building sufficient “backhaul”
capacity generally will remain just that: speculation and suspicion.
Thus the argument about net neutrality, both from a policy and legal point of
view, has centred in Canada largely around the imposition of DPI-based “traffic
shaping” and Internet service pricing, and whether it is permitted under
applicable Canadian law.
Regarding DPI, the questions that have arisen relate to how “deeply” DPI
examines packets to glean the information necessary to allow ISPs to decide
32

whether to pass them unimpeded, to slow them down or to drop them. A review
of the vendors of DPI systems is the most revealing source for the extent of this
capacity and the extent of possible threats to consumers privacy and autonomy.

Commercial DPI Vendors’ Claims
Companies that sell DPI equipment typically describe their services as allowing
ISPs to provide better internet experiences for all users. For example, Sandvine,
a Canadian company formed in 2001, states: “Sandvine is focused on protecting
and improving the quality of experience on the Internet.”43
However, the reality is that the improvement spoken of varies widely depending
upon who gets the benefit of the improvements. The evidence so far suggests
that ISPs could potentially reap significant control benefits, while making the user
of Internet service uniquely vulnerable.
However, even though ISPs at present claim not to use the full potential of DPI,
product descriptions of DPI servers confirm this incredible power of DPI to tell all
about a user’s internet use and to log and process it in ways that are
advantageous to the ISP, all based on looking deeply into the messaging and
content layers of the individual IP packets.
The following are quotes from product brochures for Redknee,44 which provides
DPI technology that is linked to “policy management” software. This software,
based on the real-time flow of data intercepted by DPI, permits Redknee to offer
the ISP the power to price on a per subscriber basis and to segment and track
subscribers so that they can be sold individually targeted services. For example
Redknee boasts under the heading “Subscriber Segmentation and Tiered
Bandwidth Packages”:
Redknee Policy Manager can also help operator to better understand the usage
behaviour of their subscribers. Subscriber usage can be tracked and rewarded in
real-time, enabling operators to market their services and provide payment plans
that make the most sense, based on actual subscriber usage and purchasing
patterns. For instance, operators can determine who their high value subscribers
are per service, and offer more ‘perks’ or incentives to this group, much as airline
Frequent Flyer programs do today. The ability to offer subscribers usage based,
real-time incentives helps to drive usage and revenue growth, and reduce churn.
Redknee’s Policy Manager also enables Operators to offer tiered bandwidth
packages. Service can be provided at various price points based on bandwidth
allotments, with plans such as Silver, Gold and Platinum set to various bandwidth
maximums. This enables operators to move away from flat-rate pricing plans and
attract a broader subscriber segment. And with Redknee Policy Manager’s tight
43

See Sandvine web page “About Sandvine” (accessed 5 November 2009) online:
http://www.sandvine.com/about_us/default.asp
44
See http://www.redknee.com RedKnee is corporately headquartered in Canada with offices
worldwide. Redknee lists as customers many wireless companies, including, in Canada, Rogers and Bell
Mobility.
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integration with rating and charging engines, operators can easily offer real-time
‘up-sell’ offers, enabling subscribers to purchase additional bandwidth or
increase their service level when they have reached certain thresholds.

Under the heading “Real-time, Targeted Services and Dynamic Session
Management” Redknee describes the instantaneous sharing of information
gleaned from DPI with third parties and the ability to “discontinue or reduce
bandwidth to unused services and to guarantee it with heavily used services:
With Redknee Policy Manager, operators can capture active, dynamic session
activity and apply policy rules as required in real-time, in both IMS and pre IMS
environments. Subscriber session information (such as location information) can
also be shared with 3rd party content partners, who can use the information to
push targeted marketing messages to subscribers. And of course with Redknee’s
privacy settings, subscribers have the ability to opt-in or opt-out of this service, or
select which partners they choose to allow this information to be shared with.
Another example of dynamic session management is the ability for Operators to
actively monitor services by subscriber, and discontinue or reduce bandwidth
availability to the unused service. The reverse can also apply with high demand
services receiving preferred QoS.

Such power to share DPI information with third parties in real time obviously
raises privacy concerns. The individual bandwidth control facility obviously
places the user at the whim of the ISP, who now can demand higher payment for
highly desired services on an individual basis, and even cut off users from
undesirable uses of the Internet (for example, using a protocol or application the
ISP deems is used primarily for alleged copyright infringement).
Deep packet inspection basically permits ISPs to transparently “see”, log and
process in various ways, what its users are doing with their internet connection:
what applications they are running, through which ports, connected to which sites
and computers on those sites, where they are, when they are using it and who
they are. As noted by Dr. Cherry, above, it is the placing of the package (or
packet) in the hands of the carrier that makes a customer vulnerable to undue
pressure or coercion. DPI makes this vulnerability exponentially higher as the
actual contents of the communication is now completely readable and can be
manipulated by the ISP.
Whatever the future may hold, the first and most contentious use of the “spying”
powers of DPI was development of “throttling” technology. It is this power that
led to the initial regulatory cases by users (both wholesale and retail). Throttling
works by using DPI to identify users and their packets that are using particular
applications. The packets passing to and from users of these applications then
are processed by the ISP. Usually that processing involves some technical
method of getting the connections to “slow down” or degrade. This can be
accomplished by inserting spoofed “reset” packets to both computers sharing a
connection, falsely stating that both computers want the other to stop
transmission for a period. This was the technology initially employed by Comcast
(which is detailed below in the regulatory cases section of this paper).
Alternatively, some or all of these identified packets can simply be dropped or
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placed in a cache and delivered at a later time. However, since most TCP
packets, for example, contain a “time-to-live” bit, excessive delay has the effect
of dropping the packet, since the computer that sent it will reinitiate a
transmission if it has not received an acknowledgement of receipt from the
intended recipient computer within the TTL period and the receiving computer
may reject the packet if delivered eventually (that is, after the set TTL) and rerequest the packet. All of these steps induce inefficiency in the communication,
meaning that for, for example file transfers via a Bittorrent protocol, the file
transfer will be significantly slowed.
During the Internet traffic management proceeding described below, most major
Canadian telephony-based and cable-based ISPs admitted to using DPI
equipment. For example, Bell Canada has throttled all bittorrent and related peerto-peer protocols to a maximum throughput of between 256 kilobits (about 30
kilobytes per second) and 512 kilobits (about 60 kilobytes per second) during the
period from 4:30 p.m. to 2 a.m. every day.45 However, all claimed that their use of
DPI was made to manage their networks to provide equal and uninterrupted
service and to avoid peaks in traffic that could adverse affect the majority of
users (which they called “traffic shaping”). Most also claimed their networks
presently could not handle actual and anticipated network traffic due largely to
peer-to-peer filesharing. Most ISPs claimed to use DPI, therefore, only for
“throttling” peer-to-peer application traffic.
Thus the net neutrality debate has in recent times turned to whether these
implementations of DPI and throttling technology respect the law under the
Telecommunications Act in Canada. As a result, we review the law as applied to
these communications in Canada and then describe how that law played out in
two separate but related regulatory proceedings in the CRTC in 2008 and 2009.

Common Carriage Obligations
While the debate surrounding net neutrality is a recent phenomenon, the
importance of neutrality in mass communication and transportation systems has
been known to, and governed by, the law for centuries under the principles of
common carriage. The bundle of legal duties lying upon common carriers in
common law jurisdictions relies on two key concepts: tort duties and public
calling status, according to Dr. Barbara Cherry, Professor, Department of
Telecommunications, Indiana University, (who gave evidence on common
carriage to the CRTC on this point on behalf of the Consumer Groups during the
CRTC examination of Internet traffic management practices, discussed below):
[T]he original regulatory regime for common carriers under the common law
imposed unique obligations under tort law – to serve upon reasonable request
45

Transcript
6434 MR. DANIELS: 6:00 to 1:00 we take it down. So from 4:30 to 6:00 P2P is restricted on an
end-user two 512 kilobytes per second; from 6:00 to 1:00 it's down to 256; and then from 1:00 to
2:00 it goes back up to 512.
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without discrimination, to charge just and reasonable prices, and to provide
service with adequate care, skill and honesty – merely by virtue of common
carriers’ status as public callings. These status-based tort obligations evolved as
an early form of consumer protection to protect individuals from economic
coercion, exploitation and the illegal wielding of bargaining power in commercial
46
transactions by those engaged in public callings.

In the 1800’s, many common carriage rules were codified in particular statutes
governing network systems (usually “public callings” as their value and benefit
were to serving the public, not a private, clientele), both to confirm and clarify the
rules and sometimes to extend them to include additional protections for users of
the system, rather than the operators.
The status-based foundations of common carriage obligations have been
codified under statutory regimes (both state and federal in the U.S.), which
evolved to address perceived inadequacies of the common law regime. These
statutory regimes created additional obligations, as well as new mechanisms for
their enforcement, on common carriers and public utilities. These include the
creation of tariffs to eliminate certain forms of discrimination through required
uniformity of rates, terms and conditions of service; shift in the burden of proof to
the carrier or public utility to justify reasonableness of rates and practices;
barriers to entry (licenses, certificates); obligations to extend facilities; and the
creation of expert administrative agencies vested with investigatory,
enforcement, and rulemaking powers.47

Dr. Cherry makes clear that the common carriage rules were developed to be so
favourable to the customer, rather than the carrier, largely as a result of the
vulnerability of the customer when he or she placed the parcel or the packet or
the message in the hands of the common carrier:
A customer’s economic vulnerability was deemed to arise, not on the basis of the
existence of monopoly power, but on the nature of the circumstances prevailing
between the provider and the customer. For common carriers, such
circumstances included the unique vulnerability inherent in the bailment
relationship between the shipper and carrier – which exists regardless of the
market power of the carrier – where the shipper loses total control of its goods
once they are in the possession of the carrier to be transported.48

This vulnerability of the user of such networks (public callings) was evident in
several incidents in this time period where new technologies that were analogous
to existing common carriage systems but new to society and the law were
formed. Thus, in the 1800s, the U.K. Royal Post practiced what today might be
called “content control”, by refusing to carry communications by certain people.
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See “Evidence of Dr. Barbara A. Cherry Filed on Behalf of “The Consumer Groups” in Telecom
Public Notice CRTC 2008-19” in Comments of Consumer Groups, February 23, 2009, at p. 8,. in Canadian
Radio-television and telecommunications Commission proceeding Telecom Public Notice 2008-19,
Review of the Internet traffic management practices of Internet service providers. Online:
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The U.S. postal system was formed in response to this discrimination.49 Alexis de
Tocqueville, a famous observer of American society at the time, believed that
newspapers and other communication sent through the American postal system
was greatly responsible for America’s democracy and praised the U.S. system.50
Later in the 19th century, the telegraph emerged as the most efficient way to
communicate over long distances. Western Union eventually dominated the
market by controlling the trunk lines across the United States and buying out
competing companies. It actively subverted both public and Congressional
demands to establish a rival public telegraph system.51 It continued on into the
20th century by mostly serving well paying business clients over the public,
depriving them of a vital service. Today, this kind of non-neutral network activity
would be called “access control”. Western Union’s anti-competitive practices also
enabled an undemocratic form of content control by means of its alliance with the
Associated Press (AP).
The Associated Press signed an exclusive deal with Western Union to distribute
its press communiqués over the telegraph system. Western Union therefore
favoured Associated Press messages and priced all of its competitors off the
market.52 This allowed the Associated Press to build itself into a virtual monopoly.
Such practices today are known as “content control” and the Associated Press
exerted a surprising amount of control over the content served by Western
Union’s telegraph network. According to Tim Wu, this monopoly had dangerous
effects for democracy in the United States at the time. Wu notes that:
AP used its Western Union backed monopoly to influence politics in the late 19th
century, even going so far as to exercise censorship on behalf of the State. The
method was simple: when faced with messages from disfavored politicians, the
wires simply didn’t carry them.53

The negative effects of access and content control became increasingly clear to
the U.S. government as time progressed. Western Union and the Associated
Press enjoyed a dangerous near-monopoly that was anti-competitive,
disregarded the common person and threatened democracy. The U.S.
government responded early in the 20th century when the telephone began to be
a popular new medium for communication. Due to the failure of Western Union to
serve the public adequately, common carriage legal protections were codified,
with additional customer protection measures for the good of the public who
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wished to use telephone systems.54 The principle of “common carriage”, and
therefore the legal principles that can be applied to net neutrality, was thus
enshrined in telecommunications law and it forbade telephone companies from
controlling access or content over its telephone network and from unduly
discriminating against competitors and customers’ use of the network.
In Canada, access and content control are forbidden by law in many
communication networks. Letter mail is regulated by the Canada Post
Corporation Act. Section 49 of the Act states that “Every person commits an
offense who unlawfully and knowingly abandons, misdirects, obstructs, delays or
detains the progress of any mail or mail conveyance.”55 This law protects against
access and content control of mail in Canada, which is of particular importance
since Canada Post operates as a monopoly.
All telecommunication services, including Internet access as well as wireless and
wireline telephone services, are also regulated in Canada by law.
TheTelecommunications Act has codified the common carriage principles.
Section 27(2) forbids telephone companies, ISPs and wireless providers from
unduly favouring or discriminating against any person who uses their service,
including the companies themselves.56 It reads:
Unjust discrimination
(2) No Canadian carrier shall, in relation to the provision of a telecommunications
service or the charging of a rate for it, unjustly discriminate or give an undue or
unreasonable preference toward any person, including itself, or subject any
person to an undue or unreasonable disadvantage.

Furthermore, the Act also forbids unilateral content control by virtue of Section
36. Section 36 states:
Content of messages
36. Except where the Commission approves otherwise, a Canadian carrier shall
not control the content or influence the meaning or purpose of
telecommunications carried by it for the public. 57

Note that controlling the content or influencing of the meaning or purpose of the
communication can be approved by the Commission upon application by the
carrier.
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Therefore it appears that Canada has a common carriage-based set of legal
principles upon which to base its regulation of Internet Service Provider and other
network operators’ practices that may or may not favour “net neutrality”. That
legal question was the subject of proceedings before the Canadian Radiotelevision and telecommunications Commission (CRTC), Canada’s
telecommunications regulator, in 2008-9 in two separate but related proceedings.
These proceedings, and the Commission’s interpretation of both the network
design of the Internet and the proper legal interpretation of net neutrality are
discussed in a later section. However, we turn first to the practices now being
undertaken by Canadian (and some foreign) ISPs that led to the launching of
those proceedings and which serve as the first flashpoint in the net neutrality
debate.

The Current Regulatory Context for Net Neutrality in
Canada
CRTC Net Neutrality Proceedings
In Canada, contrary to the regulatory proceedings at the Federal
Communications Commission about throttling Internet traffic,58 the issue of net
neutrality was raised by a wholesale customer, rather than a retail one. The
complaint also differed in that it brought the allegations against a telephonybased ISP rather than a cable-based one and finally that the harm alleged was
not directly the legality of throttling as whether throttling was in accordance with a
wholesale tariff.
While this proceeding was followed by a more complete examination of Internet
“traffic management” by the CRTC, it is interesting to speculate whether the
outcomes of the regulatory rulemaking process in Canada and the U.S. were
different in part due to the genesis of the original complaints and whether the
more favourable U.S. approach, from a users’ point-of-view, could have been
achieved had the issue been framed in Canada as one affecting individual users
instead of wholesale customers of larger ISPs.

CAIP v. Bell
In April 2008, the Canadian Association of Internet Providers (CAIP), a coalition
of mostly smaller, independent ISPs, filed a “Part VII” complaint with the CRTC in
regards to Bell Canada’s throttling of bittorrent traffic.59 What the CAIP complaint
58
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alleged, however, was that Bell Canada was using DPI technology to throttle not
only their own Sympatico service customers but also the end-users of CAIP
member ISPs. This, alleged CAIP, violated the tariff the CRTC had approved
that set out the terms, conditions and prices upon which Bell Canada was obliged
to provide “Gateway Access Service” (GAS) to such third parties.60 The CAIP
complaint also added allegations, however, that Bell Canada’s actions violated
the common carriage sections of the Telecommunications Act referred to above,
namely subs. 27(2) (unjust discrimination) and s. 36 (interference with the
message).
CAIP asked for a cease and desist order to halt Bell’s actions almost
immediately.
CAIP alleged that Bell’s motivation in throttling CAIP end-users was in relation to
Bell’s moving from unlimited data plans on its Sympatico Internet service to
“usage based billing”:
On or about March 13, 2008, Bell issued a notice to its employees, entitled
”Important Usage Billing Changes” which is attached hereto as Exhibit B (the
“Usage Billing Notice”). This Usage Billing Notice advises Bell’s employees that
Bell is eliminating “unlimited internet usage plans” and, as such, Bell employees
are to no longer sell these plans to Sympatico customers. This Usage Billing
Notice also advises employees that, as of June 30, 2008, monthly billing limits
that previously provided a ceiling for Sympatico over-usage charges would also
be eliminated. In other words, Sympatico customers will no longer be permitted
to pay a flat rate for their Internet usage, and will instead be subject to full usagebased billing.

So the issue became not so much about the legality of throttling per se (although
that was alleged) but rather about alleged anti-competitive behaviour by Bell.
Bell responded by stating that the throttling was permitted under another general
tariff to which all tariffs, including the GAS tariff were subject.61 This tariff states
that:
Customers are prohibited from using Bell Canada's services or permitting them to
be used so as to prevent a fair and proportionate use by others. For this
purpose, Bell Canada may limit use of its services as necessary.

The general tariff thus prohibited use by customers that would prevent “fair and
proportionate” use of Bell’s “aggregation network” where both Bell Sympatico and
CAIP ISP traffic shared switches and other facilities.62
60
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Since Bell claimed that peer-to-peer (P2P) applications used more bandwidth
proportionately than any other application,63 that it was thus justified in managing
that traffic for the benefit of all other users, and uses, of its entire Internet
aggregation network.
As a result, the proceeding came to focus on the issue of whether Bell had “real”
congestion problems (caused in part by CAIP member customers) or whether
Bell was using this allegation simply to be anti-competitive and protect its user
base as it moved to usage based billing while CAIP members kept “unlimited”
plans.
The CRTC first determined that the matter was not one for an immediate cease
and desist order.64 The CRTC then determined that, on the wording of the
general tariff, and on the basis of confidential congestion information provided
only to the CRTC by Bell, that Bell was indeed permitted to throttle CAIP member
customers as it was “the only practical option that is technologically and
economically suitable, at this time, for addressing congestion in its DSL
network”.65 The Commission was careful, however, to note that “on the record of
this proceeding” “there is no evidence on the record regarding the availability,
feasibility, or utility of alternative solutions” to throttling – implying there could be
restrictions on such “traffic management” should this evidence be available.
The CRTC also made findings on CAIP’s alternate ground of violation of subs.
27(2). Regarding undue discrimination under subs. 27(2), the Commission
stated once again that there was no evidence of alternative solutions to throttling
and therefore CAIP had not shown throttling was being applied in order to force
CAIP customers to have essentially the same service as Bell Sympatico
customers.
More crucially, however, the Commission also viewed the unjust discrimination
from the point of view of Bell Canada, as well as CAIP’s end users together with
Bell Canada’s own Sympatico users, rather than from CAIP’s point of view as a
group of small competing ISPs. The Commission did this when it accepted Bell’s
argument that since all end users of services (either Bell Sympatico users or
GAS ISP end users) were treated the same with regard to throttling, that there
could be no discrimination, so there was no discussion of whether the
discrimination was undue:
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The Commission notes that Bell Canada's traffic-shaping measures are applied
such that there is equivalent treatment for both its retail Internet service endusers and the GAS ISPs' end-users.66

Needless to say, not viewing the problem from the point of view of CAIP
members allowed the CRTC to avoid the thorny issue of whether it was in the
public interest 67 to have throttling applied to a service that CAIP alleged was not
the same service68 and to avoid the even larger issue of whether allowing Bell
Canada to impose contractual terms on its competitors to force them to the same
level of service was likely unjustly discriminatory in that the result would serve the
public interest or Bell Canada’ s interest or whether they were truly the same.69
Regarding the alleged interference with the meaning or purpose of the
transmission, or control of its content, the Commission firstly that since the P2P
files could eventually be obtained by users, even after as much as 90% of the
usual speed was reduced (presumably by discarding or allowing 90% of packets
to time out), there was no “editorial” control of the content by Bell Canada.
Regarding the part of s. 36 that requires the “meaning or purpose of the
transmission” not be “influenced” the Commission likewise found that the “the
fact that the transmission of a file is delayed does not alter its meaning or its
purpose”.70
Once again, however, it appears the CRTC has played a game with semantics to
avoid a thornier issue. Section 36 does not, in the part referring to “influence the
meaning or purpose of telecommunications” necessarily refer to a distinct “file”
that is being transferred but perhaps applies more widely to any aspect of the
telecommunication, which would be all of the individual packets that pass
between communicating computers to exchange them. On this view, the harder
question would be whether dropping, or queuing packets until their protocol
made them “dead” or unprocessed, could be said to influence the meaning of
each of those transmissions, which would arguably be yes on a packet-by-packet
66
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consideration and even on a “whole transmission” consideration if one of the
goals of the transmission were quick and efficient file transfer.
The CRTC also dealt with privacy and again the answer seemed to duck the
issue. Firstly, the CRTC refused to deal with allegations that PIPEDA was
breached by the use of DPI equipment, stating that since CIPPIC had already
filed a complaint on that matter that these allegations of lack of customer consent
to DPI were “outside the scope of this proceeding”.
Next the Commission addressed privacy from its subs. 7(i) jurisdiction under the
Telecommunications Act, which requires the Commission "to contribute to the
protection of the privacy of persons". The Commission noted that this policy goal
under the Act did not create a positive obligation on Bell Canada to protect
privacy. Rather the Commission applied its usual requirement for protection of
the privacy of persons under the Act, namely that “Bell Canada is prohibited,
pursuant to its Terms of Service, from disclosing confidential customer
information, except in certain circumstances”. Since the DPI information was not
of the traditional “confidential customer information” (namely telephone number
and record of calls) and since no party alleged it was being disclosed (that is, it
was being kept internal to Bell to do traffic shaping only) that there was no
breach of privacy under the Telecommunications Act.71
Once again, however, the Commission avoided a harder question had it looked
at the issue in a more publicly-minded way. Specifically, the Commission missed
the opportunity to consider if the concept of “confidential customer information”
should be extended in the Internet age to which applications a customer used,
(much like a telephone call record) and also whether collection and use of this
application information and IP address (which also is used in DPI) would be a
privacy violation if used to the detriment of the customer rather than simply
leaving the test of privacy at whether information had to be disclosed.
Perhaps sensing that the decision would not be well-received by smaller ISPs
and consumer groups, and cognizant of the FCC’s Comcast order that had been
made in the meantime, the CRTC at the same time as it released the CAIP
decision, issued a Public Notice calling for general comments on all “Internet
Traffic Management Practices” of all Canadian ISPs.

Public Notice 2008-19, Internet Traffic Management Practices
The CRTC’s follow-up public proceeding entitled Public Notice 2008-19 - Review
of the Internet traffic management practices of Internet service providers drew
formal comments from virtually all Canadian ISPs, most notable consumer
groups, several major Internet content providers such as Google and Skype, and
a myriad of small Internet applications providers, interested individuals and the
Privacy Commissioner of Canada. In a special online consultation, the
Commission solicited and received thousands of comments directly from the
71
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Internet using public.72 The Commission received thousands of pages of written
comment and held 7 days of oral hearings. In short, the hearing demonstrated
wide public involvement in the issue.
The scope of inquiry in the Public Notice was very wide: “Internet traffic
management practices for both wholesale and retail Internet services” of all
Canadian ISPs. The Commission in particular undertook to:
(i) examine the Internet traffic management practices which have been, or
may be, adopted by ISPs; and
(ii) pronounce on whether such practices are consistent with the Act, and
whether any measures are required to ensure that such practices are in
accordance with the Act.73
While the Commission certainly attempted the first goal, it avoided any
conclusions regarding specific practices of specific ISPs on the second goal. In
part, it achieved this non-result, in releasing its “decision” in from this proceeding
as a “Telecom Regulatory Policy” rather than a “Telecom Decision”.
The CRTC addressed the following 7 subjects in relation to “internet traffic
management practices” (ITMPs – the new term of art encompassing both DPIbased changes to traffic flows and “economic measures” such as time-of-day
pricing to shift demand) – thereby expanding somewhat on the CAIP issues:
I.
II.
III.
IV.
V.
VI.
VII.

Framework for determining acceptable ITMPs
Regulatory approach for retail services
ISP disclosure of ITMPs to retail customers
Regulatory approach for wholesale services
Protection of privacy
Applicability of determinations to mobile wireless data services
Scope of section 36 of the Act

While all of these issue areas have serious consumer repercussions, the
following analysis of the CRTC’s holding will focus largely on issues I, II, III, V,
and VII, as in part these were the issues presented for discussion to the focus
groups, and as they tend to touch on traditional consumer issues of pricing,
service quality and availability as well as consumer privacy.
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Holdings in Telecom Regulatory Policy 2009-657
The framework established under the CRTC’s Regulatory Policy regarding
internet traffic management practices goes some way towards defining what net
neutrality could look like in Canada but does not ensure it will in fact achieve the
purported goals, especially for consumers, due to several practical hurdles.
In a nutshell, Telecom Regulatory Policy 2009-657 created the following “policy
framework” for ISPs’ use of internet traffic management practices:
1. All present ITMPs are valid until challenged via a complaint.74
2. When an ISP receives a complaint about ITMPs, the Commission will
apply its “ITMP framework”, which is essentially a test of necessity and
proportionality.75
3. ISPs must disclose both their economic ITMPs and technical ITMPs to
customers with sufficient information about why, to who, when, what and
how ITMPs are being applied, with 30 days notice of new measures.76
4. Although ISPs should invest in networks to solve congestion problems,
ISPs still are permitted to “address temporary network capacity constraints
and changing network conditions, as well as for service innovation.”77
5. Application-specific ITMPs “may therefore warrant investigation under
subsection 27(2) of the Act” meaning these measures will be harder to
justify under the test above.78
6. In contrast, economic ITMPs “would generally not be considered unjustly
discriminatory, as they link rates for Internet service to end-user
consumption”, 79 signalling the CRTC will likely not invalidate any pricing
measures used to try to control traffic congestion.
We now shall discuss each of these key holdings from a consumer perspective
and in light of the focus groups results.

Complaints-Based System

At para. 37 of TRP 2009-657, the CRTC stated it was not creating “bright line
rules” about which ITMPs were acceptable and which were not:
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Given the varied and evolving nature of networks, services being offered, and
user needs, the Commission considers that it would not be appropriate to create
bright-line rules as to which types of ITMPs are acceptable. However, the
Commission is of the view that ISPs and users would benefit from a framework
that would be applied to determine whether or not specific ITMPs are in
compliance with subsection 27(2) of the Act. Such a framework would provide
clarity to the industry while allowing ISPs and application providers to continue to
innovate.80

This dismissal of the idea of bright line rules may have been a loss for
consumers, who generally do not generally drive their “needs” into the market,
but rather react to pre-existing product offerings of service providers. Therefore
the “flexibility” of a complaints-based regime may be more favourable for the
ISPs to make “service innovations” while consumers who are unhappy will have
to find the time and resources to make a complaint after the fact.
The CRTC’s reluctance to set “bright line” rules for ISPs’ use of ITMPs and
installation of a complaints-based system was justified by the Commission on the
basis of the Policy Direction’s81 requirement to interfere with the operation of
market forces to the least extent possible:
This approach remains valid due in part to the large number of existing ISPs. A
change in the approach would amount to interference with market forces and
would result in inefficient regulation, which is contrary to the Policy Direction.

Unfortunately, consumers are generally unaware of the CRTC and its complaint
mechanisms. Our focus groups clearly indicated that consumers would not know
where to complain and would feel daunted trying to complain about a systemic
ITMP practice that nonetheless was negatively interfering with their use of the
Internet:
Yeah like an impartial, unbiased body that is not providing a service
where you can go to and complaints or whatever can get dealt with. ... Or
it would just be sort of a resolution in a sense. You need to be able to go
somewhere and you can’t always go to Rogers and Bell to complain.
Eventually, they’re going to go so what? ... Well, nothing is ever done.
There’s no other way to make somebody accountable except to have
another party that they’re accountable to.82
And how would you? Where would you? Are you going to go to some
Torrents chat room and say dam, it took me six hours tonight, yesterday
morning it took me two hours.83
People don’t understand, I know I don’t fully understand how it all works
and who’s controlling what and how and that type of thing. Exactly, yeah,
80
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yeah, so I think it’s harder for people to really understand how it works to
begin with, and then how it should work.84

Also of note is that the recently created Commissioner for Complaints for
Telecommunications Services (CCTS) likely will not deal with complaints about
ITMPs, whether based upon pricing mechanisms nor generally about Internet
service quality, privacy nor network issues.85 CCTS also applies only to its
membership, which includes only ISPs with over $10 million of annual sales –
meaning even if CCTS did receive complaints on ITMPs, that customers of small
ISPs could not file with CCTS. Howard Maker, present Commissioner, confirms
that CCTS generally will direct customers to the CRTC to follow the complaint
“procedure” under TRP 2009-657, but notes that the CCTS does not yet have a
protocol nor information for its staff about the ITMP complaints process and
referrals to the CRTC on this matter.
Therefore consumers theoretically must follow the complaints procedure outline
in TRP 2009-657. Firstly, consumers would have to find the TRP. Then find
paragraph 48, which reads:
In order for the Commission to evaluate a complaint regarding an ITMP applied
to retail Internet services, the complainant should provide evidence and rationale
as to why the ITMP does not meet the requirements of the ITMP framework. The
Commission notes that the burden of establishing that an ITMP discriminates or
84
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(j) “Eligible Complaints” means complaints from Eligible Complainants in respect
of Eligible Services only with regard to: (a) billing; (b) delivery of service
(including installation, repair, and disconnection); (c) credit management; and (d)
unauthorized transfer of service or “slamming” but does not include:
A. complaints with respect to all of the following services and/or subject
matters: (e) Internet applications; (f) Internet content; (g) broadcasting
services; (h) emergency services; (i) payphones; (j) equipment; (k) inside
wiring; (l) yellow page or business directories; (m) telemarketing or
unsolicited messages; (n) security services; (o) networking services; and (p)
premium services (including, without limitation, 900 and 976 services); and
B. notwithstanding the definition of “Eligible Services” and the preceding text
of this definition of “Eligible Complaints”, complaints with respect to all of
the following subject matters: (q) general operating practices not covered in
customer contract terms or commitments; (r) contracts or contract terms
(other than compliance with a TSP Member’s service contract); (s) prices;
(t) rights of way; (u) plant (including, without limitation, poles, towers,
conduits, trenches and other support structures); (v) privacy issues; (w)
confidentiality issues; (x) claims of false or misleading advertising; (y)
policy matters; and (z) complaints otherwise barred by this Code.
(k) “Eligible Services” means: (a) local exchange and voice over Internet protocol
services (including calling features); (b) Internet access services; (c) long distance
services (including pre-paid calling cards); (d) wireless telephone services; (e)
white page directories; (f) directory assistance; and (g) operator services, in each
case above, delivered by a TSP Member on a forborne retail basis in Canada on or
after the date of incorporation of CCTS;
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results in a preference or disadvantage is on the complainant. However, pursuant
to subsection 27(4) of the Act, the burden of establishing that any such
discrimination, preference, or disadvantage is not unjust, undue, or unreasonable
is on the primary ISP whose ITMP is under review. Accordingly, the primary ISP
will be expected to demonstrate, in its response to the complaint, why its ITMP
meets the requirements of the framework.86

Aside from the non-user-friendly and lawyerly tone of the paragraph, an
individual customer may be overwhelmed by the requirement of “evidence and
rationale as to why the ITMP does not meet the requirements of the ITMP
framework.” Discussed below, this ITMP framework is a novel legal test created
by the Commission that relies upon evidence that may be difficult or impossible
for a consumer to obtain from their end of the Internet connection, is highly
legalistic and unclear on the procedure to be followed to make the complaint.
CRTC staff confirm that no ITMP complaint form has been prepared for
consumers yet on the CRTC website. The CRTC also confirms that consumers
using the general complaint form to report a problem with ITMPs likely will not
have their complaint move forward unless there is a “critical mass” of complaints
to the CRTC such that it initiates a proceeding itself or that consumer groups
become aware of the problem and bring a formal “Part VII” complaint.
Thus the procedure alone of filing a consumer complaint about ITMPs that will be
acted upon looks incredibly daunting, to the point where it is unlikely that
individual complaints will have any real effect unless delivered in high numbers.
Disclosure of ITMPs to Customers
The CRTC made much in its press release on TRP 2009-65787 of the
Commission requirement in TRP 2009-657 for ISPs to disclose to customers
details of their existing ITMPs within 30 days of the decision and 30 days prior to
implementing new ones.88
The disclosure requirements are broken down by economic and technical ITMP
disclosure. For economic measures, the CRTC stated it “expects the continued
disclosure of such information” and encouraged real-time usage monitoring tools
to be developed for customers.89 Unfortunately, the CRTC did not order either
economic disclosure nor the creation of these tools, meaning a complaint likely
will have to be filed from a consumer if the economic measures are not
disclosed, or are partially disclosed or disclosed after being implemented, etc.
Consumers also will not be assured of the monitoring tools the CRTC favoured.
As for technical ITMPs, the CRTC ordered:
86
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In light of the above, the Commission directs all primary ISPs, as a
condition of providing retail Internet services, to disclose to their retail
customers, clearly and prominently on their websites, information related
to their technical ITMPs.
The ISP must also reference its online disclosures in relevant marketing
materials, customer contracts, and terms of service. Online disclosure
should include the following information:
 why ITMPs are being introduced;
 who is affected by the ITMP;
 when the Internet traffic management will occur;
 what type of Internet traffic (e.g. application, class of application,
protocol) is subject to management; and
 how the ITMP will affect a user’s Internet experience, including the
specific impact on speeds
While welcome, especially to consumers like those in our focus groups that either
did not know ITMPs existed nor, even when told they did, would believe they
existed nor that any ISP would ever have a motivation to use ITMPs, these
disclosure requirements have three flaws. First, they are not a guarantee of
consumer empowerment if the market does not permit product differentiation
(which is the allegation CAIP made in its complaint) because upstream ISPs are
permitted to impose their ITMPs on wholesale customers’ clients as well as their
own under Telecom Decision 2008-108. Second, the disclosure requirements
are not sufficiently detailed for use with, nor adequately aligned with, the CRTC’s
ITMP framework (discussed below) which is the test consumers are expected to
file complaints upon if challenging an ITMP after the fact. Finally, simple
disclosure of ITMPs will not stop ISPs from implementing them, so if the
disclosure is not aligned with the complaint process it is of less value to
consumers.

Disclosure Not Detailed Nor Aligned with ITMP Framework
The elements that ISPs must disclose to customers are: why, who, when, what
and how ITMPs affect an end-user. The Commission states that the purpose is
to “adequately inform consumers about ITMPs and the impact such practices
have on retail Internet services.” In short, it is a transparency requirement so
consumers know what they have bought but not a true disclosure requirement
which would prepare consumers to launch a well-founded complaint. With
respect, this is “tombstone” information that has no relation to the purpose and
justification questions about ITMPs that are asked in the ITMP framework test.
A fuller examination of the ITMP framework test is given below, however, it is
evident that the ordered disclosure is not aligned with that asked for in the test.
As just one example, the “why ITMPs?” first question is easily answered by only
addressing the ISPs perceived need, and the true issue that is only within the
knowledge of the ISP, namely “its purpose and effect” is not required to be
answered. These mismatches between the disclosure requirements and the test
elements run through the entire test and are discussed in light of the ITMP
framework, below.
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“ITMP Framework” for Assessing Complaints
At para. 43 of TRP 2009-657, the CRTC laid out its legal test for when an ITMP
may be considered reasonable, necessary and proportionate:
When an ISP is responding to a complaint regarding an ITMP it has implemented, it
will use the ITMP framework. In doing so, the ISP shall:
 Describe the ITMP being employed, as well as the need for it and its
purpose and effect, and identify whether or not the ITMP results in
discrimination or preference.
 In the case of an ITMP that results in any degree of discrimination or
preference:
o demonstrate that the ITMP is designed to address the need and
achieve the purpose and effect in question, and nothing else;
o establish that the ITMP results in discrimination or preference as
little as reasonably possible;
o demonstrate that any harm to a secondary ISP, end-user, or any
other person is as little as reasonably possible; and
o explain why, in the case of a technical ITMP, network investment
or economic approaches alone would not reasonably address the
need and effectively achieve the same purpose as the ITMP.
Where an ISP is seeking prior Commission approval in order to implement an
ITMP, the ITMP framework will also be applied.90

There are two major substantive problems with this test from a consumer point of
view. First, the test sets a very high bar, evidentiary-wise, to a consumer wishing
to challenge the appropriateness of an ITMP. Second, even when the test is
applied, it may achieve results that often disfavour consumer interests.

Evidentiary Burden on Consumers Too High
As noted above, the CRTC’s ITMP framework test places a high, and in most
cases probably insurmountable, evidentiary burden on consumers wishing to
challenge a particular ISP’s use of ITMPs.
Recall that to bring a complaint, the customer must follow paragraph 48, which
reads:
In order for the Commission to evaluate a complaint regarding an ITMP applied
to retail Internet services, the complainant should provide evidence and rationale
as to why the ITMP does not meet the requirements of the ITMP framework. The
Commission notes that the burden of establishing that an ITMP discriminates or
results in a preference or disadvantage is on the complainant. However, pursuant
to subsection 27(4) of the Act, the burden of establishing that any such
discrimination, preference, or disadvantage is not unjust, undue, or unreasonable
is on the primary ISP whose ITMP is under review. Accordingly, the primary ISP
will be expected to demonstrate, in its response to the complaint, why its ITMP
meets the requirements of the framework.91
90
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TRP 2009-657 at para. 43.
TRP 2009-657 at para. 48
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Under the test, the complainant must therefore provide “evidence and rationale”
for the following points, just as the ISP must address them in response:
Describe the ITMP being employed, as well as the need for it and its purpose
and effect, and identify whether or not the ITMP results in discrimination or
preference.92

On this point the only part a complainant can hope to establish on his or her
evidence is the discrimination or preference as they experience it. The
description of the ITMP can only be as detailed as the disclosure on the ISP’s
website and the need for the ITMP, as well as its intended purpose and effect are
wholly within the knowledge of the ISP. As noted above, the “why ITMPs?”
disclosure question ISPs must answer can be stated without referencing an
ITMP’s intended purpose and effect.
The second point that the customer would have to address would be to find
evidence and rationale to counter the assertion and the assumption “that the
ITMP is designed to address the need and achieve the purpose and effect in
question, and nothing else”. Again, the evidence and rationale will be wholly
within the knowledge of the ISP. Nor do any of the disclosure requirements force
ISPs to reveal their thinking on whether the ITMP is narrowly focussed to achieve
the objective, without “collateral damage” to other application or service
providers, or to the user’s other Internet needs or experiences.
The third point a complainant must address is to offer evidence that “establish[es]
that the ITMP [does not] result in discrimination or preference as little as
reasonably possible”: that is, it is overbroad. While this may be information and
evidence that is potentially obtainable, for technical ITMPs, most likely this will
require the opinion possibly the research of trained network engineers who again
will not have any access to the ISP’s own system, except likely through the
complainant’s account. This is a very high hurdle to an individual and presents
problems for organized consumer groups as well.93 While the disclosure
requirement of “who is affected?” may help identify parties that may be
discriminated against, it is unlikely an ISP can anticipate the effect its ITMPs will
have upon all users, applications and services. Also, the disclosure may list
some of these parties but may stop without explaining the effect upon these
parties. Therefore they will have to be discovered and asked for information by
complainants.
The fourth criterion is to find evidence “that demonstrate[s] that any harm to a
secondary ISP, end-user, or any other person is [not] as little as reasonably
possible”. Again, depending upon the technicality of the ITMP, a user may or
may not have access to evidence like this. While it may be possible to find ISPs
that have implemented ITMPs in similar situations in different ways, the
disclosure requirements set by the Commission do not match up – there is no
92

TRP 2009-657 at para. 48
See footnote below regarding Bell Canada and other ISPs seeming refusal to explain, even when
asked directly by the CRTC, exactly how, at a packet level, they undertake, for example, P2P “throttling”.
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disclosure requirement on the ISPs to reveal how they came to the ITMP
implementation they did and which other approaches they may have considered
and rejected and why. The “how” requirement for disclosure only refers to how
the ITMP is expected to function and impact the user’s online experience.
Lastly, a customer would be required to file some evidence and provide some
rationale in his or her complaint about “why, in the case of a technical ITMP,
network investment or economic approaches alone would [. . .] reasonably
address the need and effectively achieve the same purpose as the ITMP.” It is
an open question if a consumer could allege a similar network topology between
two ISPs, one of which throttled P2P, for example, and one which did not and
rely upon that as evidence on this point. In fact, this was the very situation with
TELUS and Bell Canada in the PN 2008-19 hearing where TELUS stated it did
not throttle and Bell stated it did, despite what some parties alleged were largely
similar Internet access networks. In this case the CRTC did not use that
evidence to conclude Bell’s P2P throttling was unnecessary. Also, any further
network differences alleged by engineers within the ISP from a similar system
would be hard to counter without cooperation from the ISP doing things
differently, which would be unlikely to be forthcoming. Needless to say, a
consumer will not be provided with disclosure on network investment strategies
under the Commission’s disclosure rules.

Test Not Aligned Consumer Interests
This test was essentially that put forth for consideration by Google and other
members of the Open Internet Coalition, such as Skype. That is, the
Commission accepted the test for ITMPs proposed by Internet content providers.
While the interests of content providers may align with consumers at times, there
are others where they are not aligned and indeed may be diametrically opposed.
Consumer interests, as confirmed by our focus groups and the public comment in
the proceeding, focus on pricing, service quality, choice of products and suppliers
and privacy and security.
An example of where consumer interests may be aligned with content providers
would be the probable prohibition under this test of ISPs degrading VoIP services
running “over-the-top” of their networks to favour their own VoIP offerings. An
example where interests of consumers and content providers may be opposed
would be in bandwidth guarantees for video download services such as Youtube
at the expense of open bandwidth for peer-to-peer streaming video from noncommercial players such as Miro.94
Most significantly, however, interests of content providers and consumers also
may not be aligned in pricing. Note that the Commission effectively stated that
most “economic” ITMPs likely will pass the discrimination test above. Indeed, the
Commission positively encouraged ISPs to use “economic pratices” in place of
94

Miro is an “open-source destop video player, built on open standards and designed to encourage
decentralization of video hosting”. See http://www.participatoryculture.org/
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throttling or other technical solutions by stating it was one of the guiding
principles of their decision, in these terms in the TRP’s preamble:
Economic practices are the most transparent ITMPs. They match consumer
usage with willingness to pay, thus putting users in control and allowing market
forces to work. [Emphasis added.]

Simple “economic practices” are usage based billing, bit caps, overage charges,
time-of-day pricing and tiered pricing.95 ISPs have already taken to these
measures, and in large part have already implemented them.
We take issue with the assertion that such practices should be encouraged as
they are “putting users in control and allowing market forces to work”. In our
focus groups, it was clear consumers found the idea of bit caps and overage
charges, for example, as a large intrusion in their consumer choice and power:
Well, if it doesn’t cost them more and you want to use it a little bit more this
month, why should you have to pay more as a user for that month?96
Yeah, they’re trying to put limits so, by doing that, fees are going to increase and
so people are going to have concerns with using the internet.97
I pay $34.00 a month for my high speed internet and it works fine for what I do.
But if they’re going to start charging me based on what I download, then that’s
going to be an issue.98

Several consumers also strongly expressed concerns with bandwidth caps in the
CRTC online consultation for Public Notice 2008-19.
A few years ago Bell Sympatico decided to enable bandwidth caps which proved
to be a bad move for the company. Capping and throttling in general is a bad
idea for any ISP as bandwidth consumption is not going to go down. Customers
should not be penalized because they use bandwidth. High Definition
broadcasts, video streams, high quality audio streams, Xbox Live & Xbox Live
downloads, Netflix, Youtube, Windows/Mac/Linux Updates, and VoIP all use a lot
of bandwidth. Website content also uses a lot of bandwidth especially if you have
a lot of Internet users in your house that share a single connection.99
I've never had any slow downs, even before throttling. There is a clear conflict of
interest from Bell, who sells a Television service called ExpressVU and people
who watch Television programming via the internet. Bell has tried limit people
who watch TV shows from torrents by throttling that type of traffic. Now phase 2
of their plan is to try and enforce an arbitra low bandwidth cap for all DSL
95
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The CRTC in this policy (at footnote 6) identified “economic ITMPs” as the following:
Economic ITMPs include monthly bandwidth capacity limits, where users who exceed a
predefined threshold must pay additional money for bandwidth consumed, and time-of-day pricing
for bandwidth consumed.
Toronto Focus Group #1 at p. 61.
Toronto Focus Group #2 at p. 15.
Toronto Focus Group #2 at p. 15.
Comments by “Soiduts” cited in CRTC Transcript “Impact on the User Experience” at p. 17.
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connections, be they BELL's own internet service or a 3rd party ISP, thus cutting
off viable TV watching from legitimate Broadcast network websites that allow
legal, high quality, content to be streamed (but now with a proposed bandwidth
cap before the CRTC, would cut that usage or risk extra billing).100
bandwidth caps by ISPs are also a bad idea, media today is becoming richer,
higher quality and requires MUCH more bandwidth than years ago, take for
example Netflix instant streaming today (available in the US) also Hulu, free TV
streaming that is available to all of the united states, now as a Canadian if i were
paying for a Netflix account or a similar service and it were suddenly cut off due
to bandwidth limits/caps, i think i would be slightly upset or having an ISP
basically tell me 'bandwidth exceeded' you've watched entirely too much TV,
unfair no?101
Here in Northern Quebec where Bell's subsidiary, Telebec, holds an absolute
monopoly on internet services, we have been capped at 30Gb monthly for years
now. Working in the mining industry involves my having to download heavy data
files and as a result my bandwidth is consumed within 15 days. This wouldn't be
a problem if their rates for over consumption were fair. But as with most
situations where a company is allowed to corner the market, their rates are
exorbitant. The result is that my household's internet usage is put on hold until
the month rolls over. Allowing bandwidth caps across the country would be a
serious disservice to Canadians.102

Also not addressed by the Commission are more creative and intrusive
“economic measures” that can only be facilitated by DPI technology, such as
price discrimination based upon application or protocol use profiles. These could
include individual pricing plans based on technology such as Redknee’s (see
above) that claim to segment customers on their applications and other usage
habits. In the regulatory hearing leading to this decision, PIAC, on behalf of the
Consumers’ Association of Canada, Canada Without Poverty and Option
consommateurs warned that DPI could permit segmented pricing plans, based
on usage profiles gleaned from information about application use Customers on
their own:

852 CONSEILLÈRE LAMARRE: [. . .]
855 So to start off, if we go to paragraph 34 and the following paragraphs also
in your initial submission, you state that:
"The consumer groups are concerned primarily that permission to ISPs to make
application source destination under categories the basis of their network
management, i.e. discrimination, will lead..." (As read)
856 And the first point you bring up is:
"...price discrimination based on these categories..." (As read)

100
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Comments by “jerrycan” cited in CRTC Transcript “Impact on the User Experience” at p. 21.
Comments by “artfuldodga” cited in CRTC Transcript “Impact on the User Experience” at p. 51.
Comments by “UpNorth” cited in CRTC Transcripts “Impact on User Experience” at p. 84.
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857 MR. LAWFORD: Yes.
858 COMMISSIONER LAMARRE: That's fine. I mean I understand that
correctly.
"...with an attendant rise in Internet access pricing for the majority of residential
subscribers." (As read)
859 What evidence is available to back up such a statement?
860 MR. LAWFORD: The pricing plans that carriers have at the moment, it's
true they are at the level now where it's tiered access and you have, say, three
pricing points and that's it. Where that comes from is largely from the DPI
vendors own statements of what they can do.
861 The fact that they are selling at telecom conferences to these guys, there
are -- and I will be happy to undertake to provide it to the Commission -- but
product sheets from Sandvine, Redknee and others that clearly say you can
institute individually targeted pricing for, you know, down to a one-to-one ratio.
862 So we have to be forward-looking here. We are concerned that once you
have for example the ability to say who is a gamer, again, who is interested in
Internet radio, who uses peer-to-peer a lot, that there would be the gamer's
package, which coincidentally would cost $20 more per month than is presently
the situation. There would be the package for those that are high-definition
YouTube users that costs an extra $30 a month because you put so much more
stress on our network. That kind of pricing would be easy to do now because the
DPI equipment already provides that information because it's getting down to
which application you are using.
[. . .]
871 What we are saying is that if you have clearly different usage profiles,
usage-based billing, based on the number of bits you drive through the system
could be different so I'm going to get a different pricing plan. It's up to carriers if
they want to cut me off after 200 GB and say every gigabyte after that is an extra
$3.00. That's possible. That's starting to come.
872 And unless -- what we are saying is, again, that if you are a gamer using
gaming programs -- and they know that because of DPI -- that extra charge just
because of that is not appropriate because there is no real difference between
say, for example, that user and the next-door user who is using a lot of YouTube
downloads, they are using the same amount of bandwidth, but you have made a
gaming plan which costs more.
873 So they are similarly situated, but they are getting charged differently.103
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Transcript of Proceeding, Review of Internet Traffic Management Practices of Internet Service
Providers (July 6, 2009) at lines 852-873. Note also the exchange of Commissioner Katz with DPI vendor,
Sandvine, at lines 264-276, which concluded thus:
275 COMMISSIONER KATZ: Once we do have that capability, could the network provider then
say, if you want a higher quality of service in order to continue, we will have to upgrade your
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The CRTC also mentioned in TRP 2009-657 that: “However, the Commission
considers that investment alone does not obviate the need for certain ITMPs,
which may be used to address temporary network capacity constraints and
changing network conditions, as well as for service innovation.”104
Consumers therefore now appear to face CRTC approval of such new
segmentation of pricing (with the likelihood of price increases for use of certain
aspect of Internet service that have either been filtered, or that have had certain
protocols favoured (“whitelisted”). Whether there is adequate competition in the
ISP market for the market to ensure that such packages are indeed to the
advantage of consumers is a hotly-debated topic at the moment. However, the
likelihood of robust competition at least appears highly doubtful in the near future.
Therefore this decision “pre-approves” the “creative” pricing that relies upon
segmentation of users based on their usage profiles, gathered from DPI. The
TRP, to the extent possible in advance (subject to complaints which the CRTC
has stated it will be unlikely to uphold if pricing or “service innovation” is in issue)
therefore may have inadvertently approved a new method to increase overall
prices to consumers – and they may well be unhappy with it.
Conclusions on ITMP Framework
The result of this “ITMP framework” leaves Canadian consumers in a limbo
period where, even after this extensive consultation, all ISP “traffic management
practices” whether DPI-based or not, are essentially permitted until challenged by
consumers, competitors or third party applications or services providers.
In large measure, the Commission’s reluctance to rule on particular ITMPs at
particular ISPs was due not so much to the large scope of the inquiry but rather
to the inability to force ISPs to reveal actual congestion statistics linked to actual
protocols or applications,105 and more importantly a failure to require ISPs to
price plan or your consumption usage to a higher cost, in which case we can guarantee you a
certain level of speed and throughput?
276 MR. BOWMAN: To the extent that they offered a tariff rate plan that was more appropriate
for you, then I guess yes.
104
TRP 2009-657 at para. 35.
105
L’Union des consommateurs’ expert testified that the CRTC did not obtain this evidence despite
asking for general information on traffic makeup on ISP networks and general questions about whether
ISPs ever experience congestion:
Mr. Coates:
4752 In order to motivate the network-management method of throttling a specific application,
there should be clear measurement-based evidence that there is congestion in the network, timesensitive applications are experiencing unsatisfactory quality of service, and the throttled
application is a significant cause of the congestion.
4753 There is little publicly available empirical evidence that these conditions exist. Utilization
data cannot be accurately mapped to average loss rate or delay metrics, nor does it provide any
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reveal exactly how their DPI equipment was configured to answer the question of
exactly how “traffic management” presently was being carried out.106
The result for the customer is status quo for throttling and other DPI-based
Internet manipulations with little real hope that customers’ true concerns with
“traffic management practices” will be addressed under the framework
established by the Commission unless these align with other parties’ interests.

Treatment of ITMPs Applied to Wholesale Services

It should be briefly noted that TRP 2009-657 preserved the holding in CAIP v.
Bell that upstream, incumbent ISPs such as Bell Canada can continue to apply
ITMPs to the end-users of their wholesale customers, at least as long as Internet
traffic from the “primary ISP” such as Bell and the traffic from the “secondary ISP”
such as Acanac, at some point together traverse a “shared” part of the network.
Since GAS tariffed traffic is by definition exactly this service, then for as long as
competitors use such tariffed service, there will be no change to consumers no
matter what ISP they choose: all of their Internet use will be subject to the
“primary ISP’s” technical ITMPs.
The Commission did recognize that even when ITMPs were applied “equally” to
both the primary ISP’s traffic and a competitor wholesale customer’s traffic, that it
might have a “disproportionate impact on the secondary ISP traffic.”107 However,
in this situation, the CRTC left the primary ISP to determine on its own view
whether this was the case.108 Only if the secondary ISP disagreed would the
Commission entertain a complaint under the ITMP framework.

information about the impact on time-sensitive applications. It is not clear from the presented data
that peer-to-peer applications are the primary cause of the congestion, if it does exist. [Emphasis
added.]
Transcript of Proceeding, Review of the Internet traffic management practices of Internet service providers,
July 13, 2009 at paras. 4752-3. Online: http://www.crtc.gc.ca/eng/transcripts/2009/tt0713.htm
106

Crucially, no major ISP responded (and the Commission did not order further responses) to this
question posed by the CRTC in an initial written interrogatories, and despite calls for details at how
throttling or other DPI activities were carried out at the packet level from PIAC and others in their requests
for further particulars and comments:
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8. If you utilize Internet traffic management technologies, such as deep packet inspection:
c) Describe in detail how the implemented technologies carry out traffic
management. The response should include: … etc.
TRP 2009-657 at para. 84.
See TRP 2009-657 at para. 84:
In such cases the Commission urges the primary ISP to determine the possible extent and effect of
such impacts on secondary ISP traffic. The primary ISP can proceed with implementation of the
ITMP where it is satisfied that there will not be a significant and disproportionate impact on
secondary ISP traffic. In such a case, the primary ISP can, but does not have to, seek a prior
Commission ruling. Any affected party, however, can raise a complaint with the Commission.
[Emphasis added.]
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The result is that unless consumers have a very determined “secondary” ISP that
can bring a complaint to the Commission, they will be unable to “escape” the
status quo of major ISP choices on ITMPs, since most smaller ISPs likely will
make the business decision to live with the restriction.

Privacy
The only real clear “win” consumers can take from TRP 2009-657 was the
prohibition, by the CRTC, of any use or disclosure of information gathered from
subscribers when DPI was performed on their data streams for any purpose
other than the ITMP itself.
The Commission returned to its own earlier jurisprudence on confidential
customer information (and its jurisdiction under the Telecommunications Act,
subs. 7(i) to protect customer privacy) and effectively extended that definition to
include information about subscribers gleaned from DPI. The Commission flatly
stated:
The Commission therefore directs all primary ISPs, as a condition of providing
retail Internet services, not to use for other purposes personal information
collected for the purposes of traffic management and not to disclose such
information.109

Such a ruling, in one fell swoop, denies DPI vendors and ISPs the ability to push
products that might make intrusive behavioural marketing profiles of individuals
and serve them targeted advertising during their Internet usage. This ruling, as it
now stands, even prohibits this third party or other use by the ISP itself if there is
explicit customer consent. This is very strong privacy protection indeed and
addresses many concerns about behavioural tracking that PIAC identified
recently as a risk to consumer privacy.
However, it would appear that ISPs could use the information internally for any
“traffic management” purpose. Whether this would therefore permit individual
pricing plans to be offered to consumers in mid-surf (for example an offer or
requirement to upgrade to a more expensive package to use a certain favoured
protocol or get a higher bit cap), on the basis that the pricing plan was a
secondary economic “traffic management” measure is still open to debate.

Section 36, Controlling Content or Influencing the Meaning or Purpose of the
Telecommunication
109

TRP 2009-657 at para. 103.
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The CRTC also nuanced its determination on section 36 from its more simplistic
analysis in the CAIP v Bell case. In TRP 2009-657, the CRTC confirmed that
blocking of traffic would be a violation of s. 36 and require CRTC pre-approval.
More importantly, however, the CRTC introduced a new concept, “timesensitivity” of communications,110 to resolve the apparent stand-off between
conceptualizations of influencing the meaning or purpose of telecommunications
as either not occurring if the file was eventually delivered but somehow “slowed”
(the ISPs’ view) and the position that any dropping of any part of the
telecommunications amounted to an influencing of the telecommunications.
In breaking this log jam, the CRTC returned in a sense to a consideration of the
telecommunication, which appears closer to the actual wording of s. 36, rather
than focusing on the content part of the section and implying notions of “files” and
“editorial control”.
As a result, the Commission concluded that “time-sensitive” applications111 could
not be slowed so as to produce “noticeable degradation” for the end-user, unless
prior approval under s. 36 were granted. This is a positive development for
consumers as, unlike with the ITMP framework test, the effect of the ITMP is in
the eye of the beholder, the end user. Provided a reasonable end-user were to
perceive degradation of such services due to an ITMP, they could complain
about it to the CRTC and presumably the ISP would then have to justify the
interference. Presumably the only required evidence would be an affidavit or
other sworn statement from the user that they had perceived this degradation.
The real hurdle may be for users to know if the degradation is due to an ITMP or
another factor and to have any real ability to prove it were an ITMP-effected
degradation. However, the disclosure of measures ordered by the CRTC here
may be adequate, or at least give an end-user a clue of what ITMP might be
being applied.
Unfortunately, the CRTC did not lay out its views on what an ISP would have to
show to justify an ITMP that was causing noticeable degradation. However,
positively for consumers, the Commission noted that it would not apply its
daunting ITMP framework test to s. 36 complaints “as the matter is not one of
discrimination or preference, but of controlling the content or influencing the
meaning or purpose of telecommunications.”112
Finally, the CRTC did not fully shut the door on “non-time sensitive” applications,
but it nearly did. The CRTC stated that if “non-time sensitive” traffic were so
impaired “that it amounts to blocking” content that this could be “controlling the
content and influencing the meaning and purpose” the telecommunication and
therefore require approval under s. 36.113 This “amounts to blocking” standard is
110

TRP 2009-657 at para. 124.
The Commission gave as examples of time-sensitive applications: “real-time audio or video such
as video conferencing and voice over Internet Protocol (VoIP) services”: TRP 2009-657 at para. 125.
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TRP 2009-657 at para. 128.
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TRP 2009-657 at para. 127.
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very high and one that appears to reflect what many ISPs submitted during the
proceeding, namely that all P2P services were non-time sensitive. It does not
reflect the consumer groups’ and some content providers’ argument that in
certain deployments that “slowing down” of P2P file transfers so radically
undermines their efficiency that the “meaning or purpose” of telecommunicating
the file in this manner is lost.114
Therefore, it appears that the new battleground for the net neutrality debate in
Canada may well be over which applications and services are “time-sensitive”
and which are not, in order to avoid, both procedurally before the CRTC and in
the real world provision of internet service, the strictures of ITMPs.
It is debatable if the “time-sensitivity” criterion used by the CRTC to interpret s.
36 will produce as consumer-friendly results as a more traditional common
carriage analysis would have.115 Nonetheless, the CRTC’s s. 36 test now offers
consumers some means to dispute ITMPs where they find them to be
inconvenient and unexpected.

Office of the Privacy Commissioner of Canada and Deep Packet
Inspection
A month after CAIP filed its application requesting the CRTC to investigate Bell’s
use of DPI, the Canadian Internet Policy Public Interest Clinic (CIPPIC) filed a
complaint under s. 11 of the Personal Information Protection and Electronic
Documents Act regarding the unnecessary and non-consensual collection and
use of personal information by Bell Canada and Bell Sympatico through the use
of deep packet inspection technology.116 Bell uses DPI technology from Ellacoya
Networks to inspect internet traffic headers and content purportedly to classify
traffic for the purposes of network optimization. CIPPIC alleged that Bell’s
collection and use of subscriber personal information was not necessary to
ensure network integrity and quality of service in violation of Principle 4.4 of
Schedule 1 of PIPEDA (limit the collection of personal information to that which is
necessary for its stated purpose). Moreover, subscribers whose traffic is being
inspected did not consent to the inspection and use of their data for this purpose,
in violation of Principle 4.3, which requires organizations to obtain consent from
affected individuals to the collection and use of their personal information for the
stated purpose. Finally, Bell did not make readily available specific information
114

An open question remains whether P2P protocols could be time-sensitive in the Commission’s
first sense (such as a P2P instant-play filesharing service like parts of the Vuze and Miro platforms) and
therefore be subject to the CRTC’s more stringent “time-sensitive” criteria for influencing the
telecommunication.
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Professor Barbara Cherry argues that only common carriage analysis guarantees the “sustainability
of critical communications infrastructures that generate the desired emergent properties of widespread
availability, affordability and reliability.” See “Evidence of Dr. Barbara A. Cherry Filed on Behalf of “The
Consumer Groups” in Telecom Public Notice CRTC 2008-19” in Comments of Consumer Groups,
February 23, 2009, at p.7.
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Canadian Internet Policy Public Interest Clinic, “Bell Canada/Bell Sympatico Use of Deep Packet
Inspection: PIPEDA Complaint” submitted to the Privacy Commissioner of Canada (9 May 2008) online:
http://www.cippic.ca/uploads/File/Bell-DPI-PIPEDAcomplaint_09May08.pdf.
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about its traffic management practices insofar as they involve the collection and
use of subscriber personal information in violation of Principle 4.8.117
As stated in the CIPPIC complaint, ISPs engage in traffic management to
purportedly make the most efficient use of their networks. Internet traffic
management practices typically focus on identifying and slowing down peer-topeer traffic during peak hours of usage. In order to distinguish P2P traffic from
other internet traffic, ISPs use DPI technology, which examines the content or
“payload” of the internet packets, rather than just the header of the data packet.
CIPPIC submitted evidence that Bell’s DPI technology, provided by Ellacoya, is
capable of identifying and managing each packet of network traffic dynamically
by subscriber “to provide unprecedented visibility into subscriber usage,
subscriber-specific service activity and service quality on a per-application
basis.”118
In September 2009, the Office of the Privacy Commissioner released its findings
with respect to Bell Canada and Bell Sympatico’s use of DPI technology.119 The
Commissioner ruled that CIPPIC’s complaint was not well-founded with respect
to the matters of consent and limiting collection, but well-founded with respect to
the matter of notice and openness.
The Commissioner found that Bell’s use of DPI complies with Principle 4.4, as
Bell’s collection and use of IP addresses and Sympatico customer user IDs is
necessary for the purposes of “managing network traffic by targeting P2P filesharing applications in order to ensure adequate bandwidth and quality of
internet service for its customers” which is an “acceptable business purpose for
an ISP.”120
Regarding openness, the Privacy Commissioner concluded that Bell needs to
provide a clearer explanation of how its DPI equipment uses personal information
to manage traffic. The Commissioner asked Bell to clarify its internet service
agreement reference to Bell’s traffic management practices and integrate its
policies and practices about its traffic management into a format that is accurate,
easily identifiable, retrievable and understandable. As well, the Privacy
Commissioner recommended that Bell develop an explanatory note on its
Privacy FAQ regarding Bell’s traffic management practices and the privacy
impact on its customers. Finally, the Privacy Commissioner recommended that
Bell revise its answer to “What is DPI and what does it have to do with internet
traffic management?” found on its “Network Management” webpage to state that
personal information is collected. Bell complied with all of the Privacy
Commissioner’s recommendations except for the last one, as the Privacy
117
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Commissioner and Bell failed to agree on whether Bell’s DPI systems actually
collect and use personal information.
Whether Bell’s DPI technology collects and uses personal information is
important, because if DPI does not collect personal information, then PIPEDA
does not apply to Bell’s use of the technology.121 Bell’s DPI devices allow it to
identify and throttle P2P traffic on its network by looking inside each packet to
determine which application the packet is associated with. The Privacy
Commissioner found that Bell’s DPI technology collects and uses IP addresses,
subscriber IDs pertaining to Bell customers and application type. The Privacy
Commissioner has taken the view that an IP address is personal information
where it can be linked to an identifiable individual. Where Bell can link the IP
address to the customer, the Commissioner argues that the IP address
constitutes personal information. Bell argues that it does not collect personal
information because IP addresses and subscriber IDs identify devices and not
individuals. Bell also argues that it does not link the information it collects for
traffic management purposes to individual customers. Bell also argues that
because it collects IP addresses in real time but does not retain or store this
information longer than necessary to apply the particular traffic management
policy, there is no “collection” of the IP address. Thus Bell has refused to tell its
customers that they collect personal information.
On July 25, 2008, CIPPIC filed complaints against three Canadian ISP’s use of
deep packet inspection technology for traffic management purposes. CIPPIC
filed complaints against Rogers Communications Inc., Shaw Communications
Inc., and EastLink.122 CIPPIC filed these complaints in conjunction with a
request to the Office of the Privacy Commissioner for an investigation and
development of guidelines regarding ISP use of DPI technology for behavioural
targeted marketing purposes. Their letter called for an industry-wide
investigation aimed at formulating guidelines given the serious privacy concerns
raised by the practice.
So far, the Office of the Privacy Commissioner has only responded to the
complaint against Bell’s DPI technology. The investigation into the use of DPI
technology by Rogers, Shaw and EastLink is still ongoing. The Privacy
Commissioner is researching the use of DPI for behavioural targeted advertising
and requested submissions from several international subject matter authorities
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on DPI. In the fall of 2008, the Office of the Privacy Commissioner launched a
website devoted to the collection of essays from industry experts on DPI.123
The Privacy Commissioner’s findings with respect to Bell’s DPI technology raises
the issue of whether an IP address constitutes personal information and when
PIPEDA will apply to the collection, use and disclosure of an IP address. These
are important issues that will need to be addressed as the internet becomes
increasingly complex. But in the context of net neutrality, the CRTC’s decision
set out privacy guidelines for ISP traffic management practices that offer more
certain privacy protections for consumers.

Net Neutrality Private Member’s Bill
Recognizing the likelihood that the CRTC’s decision in the traffic management
proceeding would leave important consumer concerns unaddressed, and with an
eye to developments regarding net neutrality and its definition and installation in
the U.S. and the E.U., N.D.P. Member of Parliament Charlie Angus proposed a
private member’s bill, C-552 An Act to amend the Telecommunications Act
(Internet Neutrality) in the House of Commons in 39th Parliament - 2nd Session
on May 28, 2008.124 This bill was reintroduced, with minor changes, in the 40th
Parliament - 2nd Session as C-398 An Act to amend the Telecommunications
Act (Internet neutrality) on May 29, 2009.125
Both bills quite simply added a new section 36.1 to the Telecommunications Act
that attempted to define net neutrality and preserve it by listing a set of
prohibitions on ISPs based on principles that largely approximated the then
approach of the FCC in the U.S. to the issue (see analysis of U.S. net neutrality
developments below). The proposed new subs. 36.1(1) reads:
36.1 (1) Telecommunications service providers shall not engage in
network management practices that favour, degrade or prioritize any
content, application or service transmitted over a broadband network
based on its source, ownership, destination or type.
While this prohibition alone would have the effect of reversing much of the
CRTC’s TRP on ITMPs, it is followed by a number of exceptions. First, ISPs
would be able to “manage the flow of network traffic in a reasonable manner in
order to relieve extraordinary congestion”. This exemption is arguably a higher
hurdle for ISPs than that of the CRTC’s decision, which allows reasonable
network management for any network congestion, provided it passes the CRTC’s
ITMP framework test. Under the CRTC’s TRP, an ISP may operate ITMPs for
“congestion problems” forever, so long as it is meeting the test and there are no
new complaints. Under this bill, an ISP would not be able to declare a perpetual
state of Internet congestion since the “extraordinary” requirement appears aimed
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at periods of intense sudden overuse of the network, such as when a very
famous celebrity dies or a national emergency of some kind appears.
However, the bill’s other exemptions are less user-friendly. One is that ISPs be
permitted to “offer directly to each user service at different prices based on
defined levels of bandwidth or the actual quantity of data flow over a user’s
connection”. This possibly would permit not only tiered pricing and all of the
economic ITMPs favoured by the CRTC in its TRP but also, depending on the
way the clause is interpreted, individually targeted pricing (price discrimination).
In any case, under the CRTC TRP, a user could still complain about economic
ITMPs and hope to win; under this bill all are (arguably) permissible.
The bill also provides an exemption for ISPs to “offer directly to each user
consumer protection services, including parental controls for indecency or
unwanted content, software for the prevention of unsolicited commercial
electronic messages, or other similar capabilities, provided that the user is given
clear and accurate advance notice of his or her ability to refuse or subsequently
disable each consumer protection service”. Quite apart from the difficulty of what
are socially desirable whitelisted “similar capabilities” or “consumer protection
services”, this exception potentially approves the ISPs’ use of personal profiling
to make such offers, which may grant ISPs an effective rate raise if these new
tools are offered at higher rates than “plain vanilla” service, which is likely.
The bill goes on to add two more substantive sections, one to enshrine the
“attachment” principle to the Internet, that is, that customers should be free to
attach any device that is not harmful to the Internet or other users and not have
that device’s communications blocked by the ISP. A simple example is tethering
a cell phone with Internet data service to a laptop. Since this right was not been
proposed by other parties nor discussed in the CRTC ITMP proceeding, it is a
valuable statement of Internet consumer rights.
The last substantive section requires ISP disclosure of their ITMPs. This is not
substantially different from the CRTC disclosure requirement and is too general
to permit customers to demand enough information to complain to the CRTC
about an ITMP that was discriminatory or an interference under s. 36.
At present, the bill is unlikely to advance to Second reading, being a nongovernment private member’s bill. It has positive aspects, however, it has the
dubious possibility of wiping out some consumer gains from the net neutrality
proceeding, including, by not mentioning it, the privacy protection accorded by
the Commission and the higher test for justifying application-specific throttling or
other controls in the vague area of “consumer protection services”.
Ideally the Act will be amended in light of the several consumer failings evident in
CRTC TRP 2009-657 and without some of the more troublesome exemptions.
The bill also should take into account the new definitions of net neutrality from
the U.S. and the E.U. and our own definition of net neutrality from a consumer
point of view.
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International Legal and Policy Developments on Net
Neutrality
United States
The Broadband Policy Statement
In August 2005, the Federal Communications Commission (FCC) adopted a
Broadband Policy Statement that applied to cable, DSL and other broadband
providers.126 The Broadband Policy Statement was not meant to be an
enforceable rule but would be incorporated by future policymaking by the FCC.
Under its mandate and duty to “preserve and protect the vibrant and open
character of the internet as the telecommunications marketplace enters the
broadband age,” the FCC adopted four principles to encourage broadband
deployment and to preserve and promote the open and interconnected nature of
the public internet (net neutrality). These principles stated that:
(1) Consumers are entitled to access the lawful content of their choice;
(2) Consumers are entitled to run applications and use services of their
choice, subject to the needs of law enforcement;
(3) Consumers are entitled to connect their choice of legal devices that do
not harm the network; and
(4) Consumers are entitled to competition among network providers,
application and service providers, and content providers.127
In a footnote, the FCC offered the qualification that all of these principles are
subject to reasonable network management, which was not defined.

Complaint to the FCC Against Comcast’s Traffic Management
Practices
In 2007, internet user Robb Topolski noticed that the connections initiated by his
P2P software appeared to be blocked from somewhere in his network when he
attempted to share music with other users. His work led to a Free Press
complaint to the FCC against one of the largest cable ISPs in the United States,
Comcast in November 2007. Several media outlets reported that Comcast was
preventing its subscribers from using peer-to-peer technology to legally share
files on the internet. Subsequent investigations by public interest groups
126
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revealed that Comcast actively interfered with P2P traffic by resetting the
connection between the Comcast user’s computer and the computer of the file
recipient. The Free Press complaint asked the Commission to rule that Comcast
violated the Broadband Policy Statement by intentionally degrading a targeted
internet application.128
Comcast justified its practices as sound network management, claiming that
periods of heavy peer-to-peer congestion can degrade the internet experience for
all their customers, so their network management technologies allowed them to
delay – not block – some peer-to-peer traffic.129 Because Comcast is a cable
network, its infrastructure was not designed to carry large volumes of upstream
traffic essential to the Bit Torrent protocol. This meant that there was adequate
traffic management for downloads, but upstream management was much more
difficult to manage as many cable modems competed for bandwidth. Comcast’s
approach was to reset peer-to-peer connections for ten minutes, after which the
network would allow the transfer.130
In the subsequent proceeding, the FCC focused on determining whether
Comcast’s actions, namely, its interference with its customers’ user of P2P
networking applications, were “reasonable network management”. In August
2008, the FCC ruled that Comcast’s traffic management techniques of resetting
TCP connections without regard to network traffic load were unreasonable, as its
network management practices “discriminate among applications and protocols
rather than treating them equally.”131 The FCC also found that Comcast’s
practices posed significant risks of anticompetitive abuse and were not carefully
tailored to further its interests in easing network congestion, concluding that
“[a]lthough Comcast asserts that its conduct is necessary to ease network
congestion, ... the company’s discriminatory and arbitrary practice unduly
squelches the dynamic benefits of an open and accessible internet and does not
constitute reasonable network management.”132
The Commission ordered Comcast to submit a compliance plan to the
Commission regarding its network management practices and inform the public
of its future network management practices.133 In December 2008, Comcast’s
compliance submission detailed the installation of software on Comcast’s
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network to continually monitor aggregate traffic-usage data for individual
segments of Comcast’s network. If upstream or downstream traffic reaches a
pre-determined level, then the software examines bandwidth usage data for
subscribers in the affected area to determine which subscribers are using a
disproportionate share of the bandwidth. If a particular subscriber has been the
source of high volumes of traffic during a recent period, traffic originating from
that subscriber will be assigned lower-priority status. The subscriber’s traffic will
not be delayed unless the network segment has become congested. Once the
subscriber’s bandwidth usage drops below a set threshold over a set time
interval, their traffic will return to normal-priority status. This approach to network
management is much better tailored to actual congestion and reflects “protocolagnostic” traffic management techniques, meaning that it does not target traffic
originating from a particular application.134

FCC Net Neutrality Principles
The FCC set a precedent in its ruling that Comcast’s network management
practices were unreasonable in light of the Broadband Policy Statement,
however the FCC analyzed factual evidence related only to the conduct of
Comcast. In that case, the FCC did not set out a general framework for
determining the reasonableness of network management practices. In
September 2009, FCC Chairman Julius Genachowski announced that the
Commission would pursue new internet neutrality safeguards by converting the
2005 Broadband Policy Statement into actual rules and extending it to embrace a
non-discriminatory principle, require transparency for network management, and
to cover wireless internet access.
On October 22, 2009, the Commission released a Notice of Proposed
Rulemaking, a process intended to provide greater predictability and to help
address emerging challenges to the open internet.135 These draft rules codified
the existing Broadband Policy Statement principles and added two new principles
of non-discrimination and transparency to the 2005 Broadband Policy Statement.
The six principles now read as follows:
1. Subject to reasonable network management, a provider of broadband
Internet access service may not prevent any of its users from sending or
receiving the lawful content of the user’s choice over the Internet.
2. Subject to reasonable network management, a provider of broadband
Internet access service may not prevent any of its users from running the
lawful applications or using the lawful services of the user’s choice.
3. Subject to reasonable network management, a provider of broadband
Internet access service may not prevent any of its users from connecting to
134
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and using on its network the user’s choice of lawful devices that do not harm
the network.
4. Subject to reasonable network management, a provider of broadband
Internet access service may not deprive any of its users of the user’s
entitlement to competition among network providers, application providers,
service providers, and content providers.
5. Subject to reasonable network management, a provider of broadband internet
access service must treat all lawful content, applications and services in a
non-discriminatory manner.
6. Subject to reasonable network management, a provider of broadband
Internet access service must disclose such information concerning network
management and other practices as is reasonably required for users and
content, application, and service providers to enjoy the protections specified
in this part.

The FCC explicitly describes the term “non-discriminatory” to mean that a
broadband internet access service provider cannot charge a content, application
or service provider for enhanced or prioritized access to the subscribers of the
broadband internet access service provider. However, this rule would not
prevent a broadband internet access service provider from charging subscribers
different prices for different services.136 The FCC also seeks comment on
whether an “unjust or unreasonable discrimination” standard would be preferable
to the proposed approach.137
Regarding disclosure of information concerning network management practices,
the FCC seeks comment on the kind of required disclosures to users. The FCC
proposed that broadband internet access service providers should be required to
disclose information to users concerning network management and other
practices that may reasonably affect the ability of users to use the devices, send
or receive content, use services, run applications or enjoy the competitive
offerings of their choice.138 Importantly, the FCC seeks comment on what
consumers need to know to make informed purchasing decisions and to make
informed use of the services they purchase and how to disclose this information
to consumers in an effective manner.139
As well, the draft rules acknowledged that these principles apply to all forms of
broadband internet access service. The six rules are subject to three exceptions:
(1) reasonable network management; (2) the needs of law enforcement; and (3)
the needs of public safety and homeland and national security.140 The FCC’s
proposed definition for “reasonable network management” is:
Reasonable network management consists of: (a) reasonable practices
employed by a provider of broadband Internet access service to (i) reduce or
136
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mitigate the effects of congestion on its network or to address quality-of-service
concerns; (ii) address traffic that is unwanted by users or harmful; (iii) prevent the
transfer of unlawful content; or (iv) prevent the unlawful transfer of content; and
(b) other reasonable network management practices.141

The FCC seeks comment from the Internet Engineering Task Force (IETF) and
other standard bodies to help more precisely define what practices are
reasonable or how it could be determined whether the transfer of particular
content is unlawful, specifically in the context of copyright protection.
In response to the FCC proposed rules, the Center for Democracy & Technology
(CDT) expressed concerns with the exceptions and caveats to neutrality rules for
network management and quality of service. CDT identified the critical issues as
the meaning of “reasonable network management” and “quality of service” and
whether that management strays into content management and content
discrimination; how to frame the legal jurisdiction of the FCC to take action on net
neutrality so that the FCC does not become a general purpose regulator of the
internet; and whether the same neutrality rules that will apply to wire broadband
services will also apply to wireless services. CDT urged the Commission to draw
a “bright line” between regulation of the last-mile network and the regulation of
internet content, applications and services.142
These draft rules are open for comment on the proposals until January 14, 2010.

Net Neutrality Legislation in the United States
The FCC proceeding relating to Comcast prompted renewed attention to the
issue of net neutrality in Congress. There were committee hearings in both the
House and the Senate and two new internet neutrality bills were introduced. On
February 12, 2008, Representatives Edward Markey (D-Massachusetts) and
Charles Pickering (R-Mississippi) introduced the Internet Freedom Preservation
Act of 2008, H.R. 5353 to the House Energy and Commerce Committee.143 Their
bill would establish a general policy against unreasonable discrimination by
network operators and task the FCC with investigating and reporting on how
current practices are or are not consistent with that policy. On May 8, 2008,
Representative John Conyers (D-Michigan) introduced the Internet Freedom and
Nondiscrimination Act of 2008, H.R. 5994 to the House Committee on
Judiciary.144 This bill would amend antitrust law to prohibit certain forms of
network operator discrimination. Legislation on this subject faces strong
opposition. However, according to the Center for Democracy & Technology,
these bills are unlikely to make significant progress during this election year.
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European Union
EU Broadband Policy
The European Commission (the executive branch of the European Union) has
been active in promoting broadband developments, adopting an initiative
supporting the Lisbon 2010 goals, i2010, which consider broadband take-up to
be an important factor for the emerging digital economy and competitiveness.
Competition in the EU broadband market is one of the most important factors in
broadband rollout and take-up and competition among European ISPs is
generally considered to be more robust than in North America. Alternative
operators account for nearly 50% of the EU broadband market, though this varies
from country to country, ranging from 25% incumbent market share in the UK to
100% in Cyprus. Countries with the highest broadband take-up have a high
rollout of cable and well-developed access regimes, such as for local loop
unbundling (LLU) or bitstream access. According to the EU, mergers and
acquisitions in the cable segment may increase broadband infrastructure
competition in some countries.145
In other Member States, there is less competition based on competing
infrastructure, but there are notable successes where a combination of
competing infrastructure and effective regulation have resulted in relatively high
broadband penetration. For example, in France, competition has intensified
based on significant growth in usage of wholesale access to the incumbent's
network. The main wholesale access for new entrants is through Local Loop
unbundling. Countries such as Germany and the UK have seen a growth in
resales. In the UK, more than half of the DSL lines are based on this option.146
As well, shared access lines have tripled over a year. The use of shared access
has been credited as the catalyst for broadband growth in Member States UK,
France and Denmark, where the number of shared access lines have increased
dramatically following the reduction of unbundling fees by regulatory action by
the national regulatory authorities.147
In the EU, there is a clear downward trend in price levels for fully unbundled and
shared access lines. On average, the price of telecommunications services has
fallen by 30% in the past decade.148 Furthermore, the EU states that competition
145
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has raised service standards, making former monopolies much more respondent
to the needs of consumers.

EU Telecoms Reform
In November 2007, the Commission advanced proposals to review the European
Union Telecom Rules with the expectation that a new regulatory framework
would become law in all 27 EU Member States by 2010.149 The EU Telecoms
Reform focuses on four areas: more competition to achieve more investment,
greater innovation and lower prices; better regulation, that is, proportionate
regulatory action taken only when justified; strengthening the internal market
through regulatory consistency; and protecting consumers better, especially in
areas of privacy and security.150
In May 2009, the European Parliament approved the EU Telecoms Reform but
added an important amendment, restating the fundamental rights of EU citizens.
Parliament put forward a reform recognizing internet access to be a fundamental
right furthering the freedom of expression and the freedom to access information:
The rules therefore provide that any measures taken by a national
telecoms regulator regarding access to or use of services and
applications through electronic communications networks must respect
the fundamental rights and freedoms of citizens, including in relation to
privacy, freedom of expression and access to information and education,
as well as due process. The new rules also clarify that the final word on
this important matter must be with a judicial authority.151

The Council of Telecom Ministers expressed their opposition to this amendment
in the Telecoms Reform.
However, on November 5, 2009, the European Parliament and the Council of
Ministers reached an agreement with the European Commission on the EU
Telecoms Reforms. A conciliation committee made up of representatives of 27
Member States and an equal number of representatives from Parliament, and the
negotiators of Parliament, Council and the Commission, agreed unanimously on
a new internet freedom provision to strengthen the rights of internet users.
Notably, this internet freedom provision will be accompanied by new measures to
reinforce the neutral character of the internet in Europe.152 The text of the new
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Internet Freedom Provision, Article 1(3) of the new Framework Directive, reads
as follows:
“Measures taken by Member States regarding end-users’ access to or
use of services and applications through electronic communications
networks shall respect the fundamental rights and freedoms of
natural persons, as guaranteed by the European Convention for the
Protection of Human Rights and Fundamental Freedoms and
general principles of Community law.
Any of these measures regarding end-users’ access to or use of services
and applications through electronic communications networks liable to
restrict those fundamental rights or freedoms may only be imposed if
they are appropriate, proportionate and necessary within a
democratic society, and their implementation shall be subject to
adequate procedural safeguards in conformity with the European
Convention for the Protection of Human Rights and Fundamental
Freedoms and general principles of Community law, including effective
judicial protection and due process. Accordingly, these measures may
only be taken with due respect for the principle of presumption of
innocence and the right to privacy. A prior fair and impartial
procedure shall be guaranteed, including the right to be heard of the
person or persons concerned, subject to the need for appropriate
conditions and procedural arrangements in duly substantiated cases of
urgency in conformity with the European Convention for the Protection of
Human Rights and Fundamental Freedoms. The right to an effective
and timely judicial review shall be guaranteed.”153

Viviane Reding, the EU Telecoms Commissioner, welcomed the internet freedom
provision: “[t]he reform will substantially enhance consumer rights and consumer
choice in Europe’s telecom markets, and add new guarantees to ensure the
openness and neutrality of the internet. It will boost competition and investment
in telecoms markets and open up airwaves for new mobile services, allowing
internet broadband for all Europeans.”154
The new internet freedom provision is accompanied by new guarantees for an
open and more “neutral” internet:
Internet service providers have powerful tools at their disposal that allow
them to differentiate between the various data transmissions on the
internet, such as voice or 'peer-to-peer' communication. Even though
traffic management may allow premium high-quality services (such as
IPTV) to develop and can help ensure secure communications, the same
techniques may also be used to degrade the quality of other services to
unacceptably low levels or to strengthen dominant positions on the
market. That is why, under the new EU rules, national telecoms
authorities will have the powers to set minimum quality levels for network

http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/09/491&format=HTML&aged=0&langu
age=EN&guiLanguage=en.
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transmission services so as to promote "net neutrality" and "net
freedoms" for European citizens.155

These guarantees also come with new transparency requirements for informing
consumers about the nature of the service to which they are subscribing and
traffic management techniques and their impact on service quality, as well as any
other limitations such as bandwidth caps or available connection speed. The
Commission committed to keeping net neutrality under close scrutiny and to use
its existing powers and new instruments from the reforms package to report
regularly on the state of play of net neutrality to the European Parliament and the
Council of Ministers.
BEUC, the European Consumers’ Organization, applauded all sides for
acknowledging the fundamental rights of users in the digital world. However,
BEUC cautioned that that if three-strikes copyright laws are continued to be
enforced at the national level, then the new internet freedom provision would be
meaningless.156
Final votes are required in European Parliament and Council before these
reforms can come into force as early as 2010. These votes are expected to
occur at the end of November 2009. If approved, EU Member States would have
18 months to incorporate the new provisions into their national legislation. The
new internet freedom provision and guarantees for an open and neutral internet
represent the strongest regulatory commitments the world has seen to date with
respect to net neutrality. In some countries, internet access has already become
a basic right and set down quality of service standards that all service providers
are required to meet. For example, Finland has declared that every one of its
citizens has a legal right to a 1 Mbps connection to their home, with a goal of a
100 Mbps connection reaching every home in 2015.157

EU Investigations into Deep Packet Inspection
Following complaints about Phorm’s deep packet inspection technology, which
allows advertisers to deliver targeted behavioural advertising by collecting data
from users’ internet service providers, the European Commission commenced a
formal investigation in April 2009. While Phorm operated in the UK and
conducted covert trials of its technology with British Telecom without BT users’
consent, UK regulatory agencies have chosen not to take any actions to respond
to consumer complaints. As a result of the UK’s non-action, Viviane Reding, the
EU Commissioner on Information Society and Media, commenced infringement
proceedings asking the United Kingdom to adopt national laws to prohibit
155
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surveillance using deep packet inspection without the user’s consent.158 Reding
based her request on the EU Directive on Privacy and Electronic
Communications, which requires EU Member States to ensure confidentiality of
the communications and related traffic data by prohibiting unlawful interception
and surveillance unless the users concerned have consented. The EU Data
Protection Directive specifies that user consent must be freely given, specific,
and informed.159
On October 29, 2009, the European Commission announced that it moved to the
second phase of the infringement proceeding over the UK, finding that the UK
government failed to implement adequate communications privacy legislation.160
The EC will require the UK to change their national laws governing the
confidentiality of electronic communications to ensure the confidentiality of
citizens’ email communications like email and internet browsing by prohibiting
their unlawful interception and surveillance without the user’s consent. Thus, the
EC is suggesting that the use of deep packet inspection technologies by internet
service providers is illegal unless the service provider obtains explicit user
consent.

Canadian Broadband Policy
Canada’s broadband policy could have a major effect upon the debate over net
neutrality in Canada. If broadband access and higher speeds were made an
explicit government priority, as has been undertaken in the E.U. and started in
the U.S., the problems of network capacity might be somewhat alleviated.
However, it is clear that at present, Canada is not keeping pace with the rest of
the world. Numerous recent reports help to demonstrate this fact, by examining
Canada’s place among its peers.
One report that illustrated surprising evidence of Canada’s low broadband rank
among its peers was the Organization for Economic Co-operation and
Development. Canada’s performance in relation to retail broadband penetration
had slipped in 2007 to sixth place from 1st in 2002, among the nations surveyed
in a widely publicized study conducted by the OECD.161Furthermore, Canada’s
performance in relation to retail pricing for broadband services is, at best,
middling (8th of 11 for blended usage levels (Figure 8)) and roughly average,
158

European Union Press Release, supra note 76.
The UK has two months to reply to the first stage of this infringement proceeding. If the EU
Telecoms Commissioner does not receive a reply or if the observations presented by the UK are not
satisfactory, the Commission may issue a reasoned opinion asking the UK to comply with EU law. If the
UK still fails to fulfill its obligations under EU law, the Commission will then refer the case to the
European Court of Justice. The legal process could potentially end in legal proceedings to change UK
statutes.
160
“UK failed to protect privacy over Phorm, says EC” (29 October 2009), online:
http://news.zdnet.co.uk/security/0,1000000189,39846695,00.htm.
159

161

OECD Report, “Broadband Growth and Policies in OECD Countries”, July 2008, page 21. Public version of
pre-publication version of report available at: http://www.oecd.org/dataoecd/32/57/40629067.pdf. Published version
available for purchase at: http://www.oecd.org/sti/ict/broadband/growth.

74

when usage levels are broken down. Moreover, after the U.S., Canada’s
marketplace displays the lowest incidence of use by competitors of
unbundled/wholesale network access162.
The Federal Communications Commission (FCC) recently commissioned a
report that paints Canada in a similarly negative light. The report was written by
the Berkman Center for Internet and Society at Harvard University and offers a
highly developed analysis for its readers. The report makes reference to the
Commission’s latest Monitoring Report, the authors of the Berkman study go on
to summarize Canada’s performance in relation to broadband services relative to
other economies as follows:
The CRTC indeed opens its August 2009 Communications Monitoring
report with a self-congratulatory reference to the fact that Canada has the
highest level of penetration of all the G7 countries. While factually true, an
alternative view of Canada's performance might look at several factors. In
December of 2003, Canada had the second highest level of broadband
penetration per 100, second only to South Korea. By September of 2008,
it ranked 10th by the same measure. Its numbers on speed and price are
worse. In terms of top speeds available, Canada ranked 19th in the
OECD. In terms of prices, Canada ranks 21st for the lowest speeds and
23d for middling speeds. It ranks next to last in prices of high speeds
(only the Slovak Republic has higher prices in that tier of service), and it
does not appear in the rankings for prices of very high speeds, because
there were no offerings of service speeds of 35Mbps or higher in Canada
in September of 2008. Our company level pricing study for the highestspeed offers in the countries we observe here locates almost all of the
Canadian companies in the cluster with the slowest speeds and highest
prices. Given these benchmark measures, the lessons of the Canadian
experience do not seem as positive as the CRTC report presents them.
On our composite measure, Canada occupies the 22nd spot. Early
aggressive facilities-based competition certainly made Canada an early
starter, but it does not seem to have enabled it to maintain its standing.
Indeed, the decline in its standing in its best-performing measure,
penetration per 100 inhabitants, was worse over this period (2nd to 10th)
than was the decline of U.S. performance by that measure over the same
time period (10th to 15th).163

Another study conducted at Oxford University and at the Universidad de Oviedo,
and sponsored Cisco Systems164 also provides an additional unflattering
portrayal165 of Canada’s relative performance in relation to broadband services,
but this time solely in relation to quality of service. In this study, Canada’s
“Broadband Quality Score” ranked it in 30th place (of 66 nations, in 2009). It was
26th in 2008.
162
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Not all commentators and observers believe that Canada’s broadband market is
in such a terrible state of disrepair. One Canadian telecommunications observer,
Mark Goldberg, trumpets Canada’s position as a top player in the G7. He cited
the OECD’s 2007 broadband report and noted that Canada’s position was the
highest among the member states of the G7.166 However, this result was perhaps
achieved by selectively overlooking certain non-G7 members who ranked higher
than Canada did such as South Korea and the Netherlands.
Would a change in Canada’s broadband policy have a positive outcome in
helping to resolve the net neutrality debate? The approach of the E.U. and its
recently adopted Amendment 138/46 is to make access to the internet a right
within the EU.167 A clue to a another solution may lie in the policy of Finland,
which has made access to broadband a legal right, with 1Mb/s connections the
minimum standard for today and 100Mb/s the minimum standard to apply come
2015.

The effects of ISP network management on Canadian
consumers and what they think about net neutrality
Given that the EU and the United States appear to be moving in a direction that
wholly recognize neutrality as a principle for the internet and enumerate
principles to protect their broadband consumers, Canada’s regulatory efforts
have set us back. If ISPs are allowed to continue using their current ITMPs, then
Canadian consumers may be looking at a future with a non-neutral internet in
Canada.

What might a non-neutral internet look like for Canadian
consumers?
A non-neutral internet could have many implications and produce several
undesirable effects for consumers. This section examines some of the possible
practices that may occur on a non-neutral internet and refers to comments from
PIAC’s consumer focus group participants. While the focus groups revealed that
most consumers are not aware of the term “net neutrality” and have difficulty
discussing it in abstract terms, consumers feel very strongly about their own
internet connections and were very engaged in discussions about some
scenarios posed in which non-neutral internet practices were described.

Tiered Network
A tiered network is one of the concerns of network neutrality proponents. A tiered
network is essentially a network that is divided by an internet service provider
166
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(ISP) into two or more artificial “tiers”. These tiers can be used to prioritize or deprioritize users’ traffic, effectively creating fast and slow lanes on the internet.
This practice creates two important advantages for ISPs. First, they are able to
charge consumers greater sums in order to access the “fast” internet so they can
use more time sensitive applications such as voice over IP (VOIP) telephony or
online games. ISPs are also able to begin charging content providers and search
engines to carry their services in the ISP’s “fast lane”. This represents a
desirable new revenue stream for ISPs, however, the effects could potentially be
very limiting for consumers. Consumers may not be able to access their favourite
sites and content or may find that accessing it takes dramatically longer.
Today, most ISPs do not operate tiered networks. Internet traffic is routed using
the “best effort” method which means all traffic is treated equally in terms of its
priority over the network. This also means that all websites and other content are
equally accessible to consumers, giving consumers the best possible choice of
what the internet has to offer. The potential of a tiered internet could potentially
change all of this, to the detriment of consumers.

Traffic Shaping and Throttling
Traffic shaping or “throttling” is a practice similar to network tiering that artificially
slows some forms of traffic to allow other forms to enjoy higher speeds. Whereas
tiered networks slow down or accelerate all of a user’s traffic on a particular
connection, traffic shaping targets particular types of traffic or applications
selectively and slows them down. ISPs claim this practice allows them to manage
their networks better and provide a better, more uniform experience on the
internet for their customers.
The practice is problematic from a consumer perspective. Traffic shaping favours
some network applications over others, so consumers are artificially limited to the
types of applications that will run normally over their connections. This means
that some popular internet applications, such as peer to peer file sharing (P2P)
will suffer seriously degraded performance over a throttled connection. Traffic
shaping also presents another serious problem for consumers: a loss of privacy.
Loss of consumer privacy will be discussed in greater detail below.
Some focus groups participants were aware of efforts to limit the use of
applications such as torrents through means such as throttling, but few had
actually heard the term before. Several participants noted that they had noticed
reduction in their internet speed during certain hours of the day. Many
associated the idea of throttling with their own experiences of slowdowns in
downloading or using other internet applications.
You can tell the difference between the time of day and how fast some particular
servers are on-line and stuff like that. Time and usage, it all depends on the
Internet provider who has more lines than any other. (Toronto)168
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First, we think that speed is a quite important fact of the Internet provider,
because sometimes speed, as there are more and more users online, we find
that the speed is quite a bit slower than what it would be during the afternoon or
something. (Toronto)169
There are limits to how much time you can watch things and how much you can
download before you have to stop and start again, at least in Quebec. That’s not
across the world. In New Brunswick, it’s not like that. (Montreal)170
I heard something about it. And, intentionally slowing-down at peak times when
people do download the most, slowing down. (Vancouver)171
.
I think Shaw was talking about doing that, were they not? They were looking at
the size of files and only allowing so many megabytes through. That might be
why they’re slow. I’m just guessing, but that’s what I hear. (Vancouver)172
What the telecommunication companies are doing is they’re deciding to throttle it
and the big, bad point in this instance is Bell Canada because they provide DSL
service to all these resellers and everything like that. They’re the ones that are
trying to throttle it and the government is debating, the CRTC, do we allow them
to limit bandwidth, control bandwidth, what’s going through and how much
information? (Montreal)173
Maybe it is already happening because I’ve noticed it and a number of people
mentioned it. My service slows down during peak times for sure a lot more so in
the recent past than it did prior to that. (Vancouver)174

Most participants were not in favour of ISPs purposely adopting throttling or
similar measures as a means of resolving bandwidth issues or concerns over
downloading.
If I’m paying $50 and my friend is paying $50, we get the same service. It
shouldn’t be flipping up and down depending on what time of day you’re using it.
I feel that if companies are doing these things like throttling and stuff like that,
then that shouldn’t be permitted. Net neutrality in this sense should be honoured.
(Toronto)175
Well, the Internet should be the same way I think. You pay a fixed price and if
you decide to use it one day a week, that’s your choice or if you decide to use it
24/7. (Toronto)176
So, every person using the net, just like when you’re on the telephone, you don’t
have any controls over what you say or do. Nobody’s restricting you, basically.
Everybody gets on and they use it however they like to. (Vancouver)177
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Just because of what we were talking about before, I thought neutral, maybe like,
where there’s no busy times. Like neutralize, so that way my school board
doesn’t tell me to do my report cards at 3:00 in the morning. (Toronto)178

Most participants were opposed to the idea of throttling and were willing to
accept higher fees for heavy use in order to avoid throttling. A few thought that it
was an appropriate solution as long as it did not target specific applications or
specific users.179
I like the idea better where there is pay-per-use but there’s no throttling so as
long as you’re paying more, you can get whatever you want but you should
always be able to get it at the same speed. (Toronto)180
But you’re paying for an extra service and the whole thing that they’re advertising
is the convenience. They are advertising all these services that the consumer
can get and then if they want to take those services away and charge extra or
diminish it at the time when people are actually using the services, that’s not
actually providing the services they’re promising to provide. (Montreal)181

Bit Caps and Metered Service
Bit caps and metered service are two other ways that ISPs may manage their
networks to the detriment of consumers. Bit caps or bandwidth caps are a way
for ISPs to limit the amount of bandwidth that a consumer uses over a particular
period of time. ISPs limit the amount of bandwidth their customers consume to
manage their network capacity and try to keep bandwidth available to all of their
customers. This is usually enforced one of two ways: ISPs will either impose
charges for bandwidth used by consumers above and beyond their monthly
allotment or they will disconnect the consumer and stop their service altogether.
In our focus groups, there was little support for the idea of suspending users who
make extreme demands on bandwidth, although some agreed that there should
be a penalty for exceeding bandwidth limits if such limits were in place. Most
participants seemed to think that the appropriate penalty would be a financial
one.
They should be penalized but shouldn’t be cancelled. (Toronto)182
But it needs to be a high enough limit that most of us who are using it,
downloading or doing whatever occasionally and using a lot more if someone is
going to let us are unlikely to hit it. If those abusers are using it at a huge high
level, then yeah. (Toronto)183
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Metered service is somewhat similar to bit caps in that all of a user’s bandwidth
consumption is logged. However, instead of imposing a penalty on the user for
exceeding some artificial threshold, an ISP “meters” a user’s consumption, in a
similar fashion that a local hydro or water utility meters how much electricity or
water a consumer uses in a given month. Under such a scheme, consumers
would be compelled to pay for every gigabyte they use, a remarkable departure
from more traditional forms of ISP billing which do not micromanage every
gigabyte a consumers uses.
Some focus group participants agreed that pay-for-use was acceptable if it meant
that they – and other users – could be assured of unrestricted access, provided
that ISPs disclose all regulations and charges and do not shape traffic in any
way. However, if there is no real need to control bandwidth, then ISPs should
not be able to charge heavy users for their higher use of bandwidth.184
I don’t think that’s a bad idea to have certain groups where you have a guy who
really uses it pays a higher price provided that price isn’t reflected on somebody
else like in a lower price who doesn’t use as much. (Toronto)185
If there’s transparency on the cost of it, then maybe I can justify as to paying
more for a higher speed or more download. (Toronto)186

Some participants were insistent that if there was no real need to control
bandwidth, then ISPs should not be able to charge heavy users for their higher
use of bandwidth.
Well, if it doesn’t cost them more and you want to use it a little bit more this
month, why should you have to pay more as a user for that month? (Toronto)187
If it’s not costing them more. If it does, I’m fine with you pay more based on what
you’re getting from them but if it doesn’t cost them more, that’s a whole separate
story. Assuming it does, then you pay more but you’re at a consistent speed.
(Toronto)188

These pricing schemes are reminiscent of the pricing schemes in place for some
of the first dial up ISPs. Years ago, consumers were charged by the hour when
they dialed up to their ISP to connect to the internet. Older servers were not
physically capable of handling a great number of connected users and therefore,
access was metered by the hour. By contrast, today’s broadband ISPs do not
have the same problem. Most broadband service plans did not impose any limits
on a consumer’s online usage until very recently. Both of these practices seem to
indicate a bandwidth shortage on the part of ISPs but it is not clear that such a
shortage is actually taking place.
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Increased cost of services without corresponding increases in
service quality
Focus group participants remarked upon how they were accustomed to seeing
costs associated with new technology come down over time, while the
technology itself improves. However, this was not their observed trend with
internet service access. Some participants had the perception that the need for
high-speed internet is growing, but ISPs may not be keeping up with the demand
by improving their technology and infrastructure.189
Do you think it would be as well like maybe the hardware that they have, they
don’t want to spend any more money on additional hardware to increase that
bandwidth? They’re saving money that way. (Vancouver)190
Isn’t it for the providers to pay for the technology and to start looking into that in
order to provide better service for us? You know, if we are using it more and
there are more people, they certainly have the money for the research and to do
all of that in order to give us our products. (Toronto)191
Of course, like any company needs to roll with the times and needs to change
accordingly. If they just want to be stagnant and then have us pay the price in
that way, it’s not really fair. (Toronto)192
We’re saying there’s no reason to us why there has to be a slowdown on certain
sites and everything like that. Their bandwidth, if it’s limited, make it bigger
because it’s not my problem. You know, make it bigger and provide it as we’re
paying. Continue making the services better. Don’t continue keeping things at the
minimum. There’s no reason for it to be limited. (Montreal)193
For what you’re getting, it’s too expensive. It doesn’t cost them nowhere near as
much as what they’re soaking us for. Whether it be $30 or all the way up to $60 a
month, there’s no reason for it to be that high. (Toronto)194
I am in agreement that the price is still very expensive seeing as everyone is
actually hooked up to it now. Yeah and the prices have not really come down.
(Montreal)195

Prohibition or Throttling of Certain Applications or Protocols
Another feature of a non-neutral internet might be the prohibition of certain
applications over the network. Many consumers use their internet service for
purposes beyond simple web surfing and email. A non-neutral internet would
prevent consumers from using some applications that they rely upon. This type of
behaviour is already starting to occur on the wireless internet with some
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providers prohibiting particular applications like VOIP or file sharing applications.
This emerging trend is troubling since it would have the effect of limiting the
usefulness of a consumer’s connection and precluding them from using many
important and lawful applications that run on the internet.
Rogers does that. There’s a bit torrent programme called, Azureus. If you
download it they will actually tell you that Rogers will limit you from downloading
or being attached to any other peers. (Toronto)196

Focus group participants stressed that they should be able to decide what they
want to do with their connection and the ISP should not be able to control this.
It goes back to where we shouldn’t be restricted in any way in how we use it,
right? No one should be able to tell us how we should use the Internet and ISP
providers are only there to provide us with a general highway. What we do on the
highway is our business and whether we decide to speed or not is up to us, but
they should be able to provide us the service and not control it in any way. That
should be the governing principal and the industry standards as well as the
government standards that we can do so much ourselves. (Toronto)197

URL Redirects
URL redirecting is a relatively new policy enacted by some ISPs in an effort to
increase their ad revenue. When using a neutral ISP, if a consumer mistyped the
URL of the site they wished to visit into their browser, they would receive a
generic error message telling them that the site was down or did not exist. If
using an ISP that had enabled URL redirects, the consumer would not receive
the same generic error message but instead would be directed to a page full of
contextual advertising relating to the page the consumer actually wanted to visit.
This practice may have the effect of misleading less internet savvy consumers
into visiting a site they did not intend to view. Furthermore, the practice raises
some difficult questions surrounding freedom of speech and telecommunications
law by tampering with the information a consumer receives online.
As noted earlier, the consumers in PIAC’s focus groups were very aware that
business interests largely drive internet policy and several participants were
concerned that this was “unfair”.

Privacy
As mentioned above, Canadian ISPs are throttling or traffic shaping their
customer’s internet connection by employing deep packet inspection technology,
which inspects the contents of their traffic to classify it. This means that every bit
of data that a consumer sends over their connection is examined by their ISP to
determine whether it needs to be throttled or not. The Office of the Privacy
Commissioner of Canada and several other regulatory bodies overseeing privacy
around the world have found DPI technology to be invasive consumer privacy
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and makes all of their personal information available for an ISP to collect and
analyze.
Focus group participants were concerned about their privacy, particularly with
businesses practices that included profiling of users by tracking their online
activities and then either selling their profiles or using them as a marketing tool
for their own products; shaping users’ access so that it is difficult to access sites
run by competing interests; and about software or applications such as web
browsers that may either receive preferential treatment from ISPs who have
some form of proprietary interest in them or are pre-set to direct users to specific
corporate websites.198
Exactly so there’s no reason it should be that much and they’re making money
off of us by invading our privacy in that way by looking at key words in our
conversation and selling those lists to marketing companies. (Toronto)199
There’s an aspect of Big Brother watching you because if you’re logging into this
site, you’re doing your banking at this hour, then you’re logging into this social
network at that time. You’re conducting activity with another company at that time
and say you’re on-line shopping and making a purchase and using your Safeway
Card or something. Or your Aeroplan, everything from the grocery store to your
flights, to your e-mails, to your social, everything can be tracked to what kind of
cheese I buy and what time of day and which day of the week I do it on.
(Vancouver)200

As well, participants were unanimous in agreeing that ISPs should not be able to
invade their customers’ privacy by tracking what the customer is using the
bandwidth for.201 ISPs are simply service providers – what a customer does with
the access provided is “none of their business.”202
Why should they be able to access my home and see what I’m actually doing?
They are providing a service and they should be limited to that. (Toronto)
I like the freedom of me accessing whatever I want, where I want and not being
limited to say downloading movies that I’m not going to be … My Internet
provider’s not going to slow me down because I’m downloading movies.
(Vancouver)203
The idea of this whole user pay thing sits alright with me, but as long as there’s
no way for them to start infringing on your privacy and so on. (Vancouver)204
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Harmful uses of deep packet inspection technology
Lawful access
Given that DPI technology can see the entire “stream” of a user’s activity online,
it follows that this information could be demanded by police or other “lawful
authorities” to further criminal and other investigations.
At present, two “lawful access” bills are in Parliament that would require ISPs to
monitor and capture subscriber Internet data: Bill C-47, An Act regulating
telecommunications facilities to support investigations;205 and to turn it over to
such authorities on a low standard of judicial review: Bill C-46, An Act to amend
the Criminal Code, the Competition Act and the Mutual Legal Assistance in
Criminal Matters Act.206 A full analysis of these bills is outside the scope of this
paper. However, in a discussion with a small ISP,207 it was stated that should
these bills pass, most smaller ISPs would be forced to purchase DPI equipment,
as this is the only technology capable of delivering the required information to law
enforcement.
Canadian consumers appear unaware that the potential of the CRTC’s approval
of installation and use of DPI, coupled with the powers in these bills, may soon
make this surveillance capability of their Internet connections a real possibility.
3 Strikes Copyright Law

A potential negative outcome for consumers of the debate over appropriate uses
of DPI equipment and the ITMPs of ISPs is the present effort on the part of
copyright holders in several countries to obtain assistance from ISPs in obtaining
evidence against consumers accused of file sharing copyrighted materials, and,
most recently, to efforts to install “3 strikes” laws, first proposed in France and
now also the U.K., that effectively deprive a consumer from obtaining internet
services if they are found to have infringed a copyright 3 times. Each of these
controversial three strikes laws does not provide for a formal adjudication
process; infringers are identified and blocked at an ISP’s discretion.
The European Parliament’s recently Amendment 138/46 makes access to the
internet a right within the EU. This law was created largely in response to these
so-called “three strikes” laws. 208 At present, in Canada, the issue has not been
addressed by the CRTC’s TRP 2009-657 framework as the CRTC refused to
205

First reading version online: http://www2.parl.gc.ca/content/hoc/Bills/402/Government/C-47/C47_1/C-47_1.PDF
206
First reading version online: http://www2.parl.gc.ca/content/hoc/Bills/402/Government/C-46/C46_1/C-46_1.PDF
207
Telephone interview with Rocky Gaudrealt, President and CEO, Teksavvy Solutions Inc., 3 November
2009.
208
See summary online: http://www.laquadrature.net/en/amendment-138-46-adopted-again
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consider the legality of “certain ITMPs [that are used for] the purposes of network
security and integrity” which they state include “distribution of illicit materials”.209
This use of ambiguous language that could be interpreted in favour of ISPs
implementing such measures as cutting off access from an alleged copyright
offender.

Limited ISP choices for Canadian consumers
Most participants, particularly customers of reseller ISPs, felt strongly that
resellers should be able to make their own policy decisions about how to manage
bandwidth concerns and not be dictated to by suppliers such as Bell or
Rogers.210
Because there needs to be more competition. If they’re stopping other
companies and stopping us trying those other companies, then that means for
the consumer we’re losing out. (Toronto)211
I would think, just from experience dealing with any kind of contracts, that all that
stuff would probably be discussed up front. If Yak wants to lease Bell’s lines and
Bell knows what Yak wants to offer their customers, then Bell should say up
front, if you want to offer unlimited to your customers, you should pay us X
amount of dollars … (Toronto)212
It’s not right. They shouldn’t micromanage the clients. They should just allocate
this much bandwidth and let the re-seller use it. (Vancouver)213

CONCLUSIONS
While academic and industry definitions help to illustrate the idea of internet
neutrality, none of them approach the issue from the perspective of a consumer.
Indeed, the consumers in PIAC’s focus groups expressed concern about the
agenda for internet policy being driven by business interests. The CRTC’s
framework for evaluating traffic management practices of Internet Service
Providers too much in the hands of ISPs and cannot be easily accessed by
consumers. PIAC believes that a consumer-specific statement of rights to net
neutrality is necessary for policymakers and legislators to address the question.
We therefore propose the following consumer rights to net neutrality:
Consumers have the right to a neutral internet.
In particular, consumers have the right to:
209

TRP 2009-657 at para. 44.
Focus Group Report at p. 9.
211
Toronto Focus Group #1 at p. 36.
212
Toronto Focus Group #2 at p. 48.
213
Vancouver Focus Group #1 at p. 52.
210
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1. use their internet connection to access the lawful content,
applications or services of their choice without discrimination,
modification, interruption, or delay of their internet transmissions
by any party, subject to law.
2. information about the user’s access to the internet, including the
speed, limitations, and network management practices of the
user’s internet service at any given time
3. pay similar prices for similar internet access services and
freedom from price discrimination based on individual usage
profiles.
4. be free from surveillance and have their privacy protected when
using the internet except where authorized by law.
5. access the internet via the service provider of their choice, where
facilities permit.
6. attach any device to their network, provided the device does not
physically damage the network or substantially degrade the use
of the network by other subscribers.
7. challenge any derogation from these rights in a simple, free
complaints mechanism, or at law.
8. broadband internet access at minimum speeds in accordance
with standards set by the federal government.
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RECOMMENDATIONS
Parliamentary leadership is needed for net neutrality
Given that the CRTC has issued a ruling that condones all present ITMPs until
they are challenged by a formal complaint, consumers cannot rely on the
Commission to take proactive action to preserve net neutrality in Canada.
Parliamentary leadership is needed on the issue of net neutrality. While there is
currently a Private Members Bill on the table, Private Members Bills do not
typically see great strides of success. Instead, the government should take
leadership on this issue, bringing to the table legislation that champions the
above statement of consumer rights. To reiterate, consumers have the right to a
neutral net and in particular, consumers have the right to:
1. use their internet connection to access the lawful content,
applications or services of their choice without
discrimination, modification, interruption, or delay of their
internet transmissions by any party, subject to law.
2. information about the user’s access to the internet,
including the speed, limitations, and network management
practices of the user’s internet service at any given time
3. pay similar prices for similar internet access services and
freedom from price discrimination based on individual
usage profiles.
4. be free from surveillance and have their privacy protected
when using the internet except where authorized by law.
5. access the internet via the service provider of their choice,
where facilities permit.
6. attach any device to their network, provided the device
does not physically damage the network or substantially
degrade the use of the network by other subscribers.
7. challenge any derogation from these rights in a simple, free
complaints mechanism, or at law.
8. broadband internet access at minimum speeds in
accordance with standards set by the federal government.

Consumers need comprehensive and accessible education
about net neutrality and the CRTC decisions
As shown by our focus groups, net neutrality is a very abstract concept that is
difficult for consumers to understand. As well, when discussing specifics about
net neutrality and ITMPs, there is a knowledge gap for consumers as discussions
about the functioning of the internet and ISP technology can become very
technical. However, our focus groups also demonstrated that consumers are
very interested in the issue of net neutrality and become very vocal about specific
issues regarding their access to the internet. Consumer education and
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awareness about the issue of net neutrality will be especially important if the
government decides to bring forward legislation on the issue. Consumers must
be involved in that debate to ensure that their rights are protected.
The CRTC, in conjunction with the CCTS, should be tasked with developing
comprehensive and accessible materials to explain net neutrality to consumers.
Consumer groups should be consulted in the creation of consumer education
materials. In particular, three major topics should be addressed in the consumer
education materials: 1) what the principle of net neutrality means; 2) what net
neutrality means in the context of individual broadband access; 3) what the
CRTC decided in Telecom Regulatory Policy 2009-657 with respect to ITMPs;
and 4) how consumers can complain to the CRTC about ITMPs used by their
ISPs.

Guidance for consumers on the complaints procedure
The Commission has stated that all present ITMPs are valid until they are
challenged by a formal complaint. The ITMP framework developed by the CRTC
in Telecom Regulatory Policy 2009-657 creates a novel legal test to determine
whether or not specific ITMPs are in compliance with subsection 27(2) of the
Telecommunications Act. As mentioned, the CRTC has stated that consumers
using the general complaint form to report a problem with ITMPs would not likely
have their complaint move forward unless there is a critical mass of complaints to
the CRTC such that it initiates a proceeding itself. The act of filing a complaint
about ITMPs is incredibly daunting from the perspective of a consumer,
particularly because the Commission requires evidence and rationale as to why
the ITMP does not meet the requirements of the ITMP framework.
The Commission should, in conjunction with the CCTS, prepare an ITMP
complaint form to guide consumers when they are writing a complaint. As well,
the CRTC and CCTS should create a comprehensible and accessible FAQ
regarding the complaints procedure. Such an FAQ would describe to whom a
consumer should address their complaint, the types of information consumers
could advance in order to meet the evidence and rationale requirements of the
ITMP framework, and explain how the complaints process works.

Consideration of how this complaints mechanism will work for
the CRTC and the CCTS
The CRTC appears to be unprepared to handle consumer complaints about
ITMPs. Given that the CRTC is unlikely to move a complaint forward unless
there is a critical mass of complaints, the CRTC must rethink their complaint
mechanism. Complaints from individual consumers about ITMPs should not
stagnate upon receipt – a truly effective complaints mechanism gives every
consumer complaint full consideration as to their validity. If the CRTC is
unprepared to handle consumer complaints on ITMPs, then the Commission
88

should consider requesting that the CCTS modify the existing complaint process
to accept some ITMP complaints from consumers.
For example, one type of complaint that the CCTS should be able to handle is a
complaint with respect to the disclosure of ITMPs to consumers. If a consumer
complains about an ITMP affecting their internet service, the CCTS should refer
the consumer to their ISP’s disclosure on their ITMPs and suggest that the
consumer evaluate whether their internet service matches the ITMPs disclosed
by the ISP. If they do not match, then the consumer should be able file a
complaint to the CRTC. The CCTS could also be tasked with assisting
consumers in drafting a complaint under the CRTC process.

Consumers and consumer groups must use the complaint
mechanism to challenge internet traffic management practices
In Telecom Regulatory Policy 2009-657, the CRTC set out a framework for
determining whether ITMPs were afoul of s. 27(2) of the Telecommunications
Act. The CRTC has also stated that consumer groups could bring a formal “Part
VII” complaint under the Telecommunications Act Rules and Procedures. This
complaint mechanism must be used by both consumers and consumer groups to
challenge ITMPs that threaten net neutrality. Complaints should be brought
forward under both s. 27(2) (unjust discrimination) and s. 36 (control the content
or influence the meaning or purpose) of the Telecommunications Act.
Complaints alleging a violation of s. 27(2) will require the help of technical
experts to gather evidence in order to meet the framework described in TRP
2009-657. Complaints should also be brought forward using s. 36, especially
given that the ITMP framework test will not be applied to s. 36 complaints.

Technical guidance needed for “time-sensitive” criteria under s.
36
In Telecom Regulatory Policy 2009-657, the Commission concluded that “timesensitive” applications could not be slowed so as to produce “noticeable
degradation” for the end-user, unless prior approval under s. 36 were granted.
The CRTC should strike a CRTC Interconnection Steering Committee (CISC) to
examine the issue of “time-sensitivity” for internet services and applications and
develop a report outlining what is and what is not time-sensitive. The CISC
Report should be followed up with a public proceeding to approve the report.
Such a report would provide greater certainty for Canadian consumers about
how their internet communications are protected from ISP control and influence.

Canada must set forward-thinking legal standards for broadband
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Canada’s government must set legal broadband service standards with forwardlooking minimum speed targets for ISPs. Such targets could be set by the CRTC
or by a Direction from Cabinet to the CRTC. The EU approach should be used
as a model for Canada’s targets, with a focus on the broadband policy of Finland,
which makes broadband access a legal right, with 1Mb/s connections the
minimum standard for today and 100Mb/s the minimum standard to apply in
2015.
Legal broadband service standards with forward-looking minimum speed targets
would allow Canadians to use innovative applications that are more bandwidthintensive. This would guarantee Canadian consumers speeds that are
comparable to speeds in other countries and prevent Canada from falling behind
in broadband penetration and quality of service.

Consumers must have protection from removal of their internet
access connection without due process of the law for copyright
infringement allegations
“Three strikes” copyright laws have been controversially enacted in France and
continue to be the subject of much discussion. However, this issues has not
been addressed in Canada and the CRTC’s TRP 2009-657 framework may allow
ISPs to implement measures to cut off the internet access of a subscriber who is
an alleged copyright offender. Consumers must have protection from the
removal of their internet access connection without due process of the law for
copyright infringement allegations. Such protection should be considered by the
CRTC, a Canadian law or a Cabinet Direction to the CRTC and ensure that
consumers cannot be kicked off their connection without due process, as “three
strikes” is a draconian consequence that offends the consumer right to access
the internet.
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Introduction
Background and research purpose
The Public Interest Advocacy Centre (PIAC) is conducting research into issues relating to net
neutrality and what it means to Canadian consumers who are heavy users of the internet.
The question of whether there should be a ‘tiered Internet’ (where established content or systems
providers pay Internet service providers and other system maintainers to prioritize their website
and other Internet traffic) or a direct end-to-end model, directly affects the interests and rights of
consumers. Other questions arise around degradation of service performance for products that
are not prioritized by particular Internet service or telecom providers.
The effect upon consumer choice, control and access to information through such “network
discrimination” must be examined to determine if consumers are better served by using this
method to increase the “quality” of Internet content and growth of the network. Viewed another
way, network discrimination could increase the “scarcity” of Internet content and result in double
charging consumers to create these pay networks, once for access to the network and once for
content.
Net neutrality, or “who owns the Internet” is shaping up to be the most important consumer issue
in the areas of electronic commerce, telephony and public participation to date. The result of this
debate will determine whether the historically open forum of the Internet will follow a “toll
road” or a “right of way” model. It may also determine if the Internet remains the
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communications channel for a broad range of public participation including political and social
movements or simply an entertainment delivery vehicle for profit.
The content providers may see the issue of net neutrality as a roadblock to funding content on the
Internet. Telcos and ISPs may view network neutrality as pacing constraints on their ability to
fund required network expansion or upgrades, or their ability to "leverage" their related content
businesses, if they provide any content over the Internet. Internet service companies like Google
or eBay may see network neutrality as a prerequisite for continuation of their business.
Consumers may see net neutrality as a requirement for democratic discourse via the Internet, or
as a requirement to continue to obtain the benefits of innovation permitted by this structure to
reach them at the consumer level. Or they may feel network neutrality will be a barrier to their
ability to obtain the latest services and applications at acceptable speeds over the Internet. Thus
the economic, democratic and social aspects of the issue will be of key importance to all
consumers and citizens who rely on the Internet in Canada, which is a substantial and growing
majority of Canadians.
PIAC’s research is designed to determine if such “network discrimination” is indeed likely to
result in better content delivery services at a reduced price or simply will mean less Internet
content, except for those consumers who can afford to pay for full access. The results of the
proposed project would educate consumers regarding the debate over network neutrality and
illuminate the advantages and trade-offs associated with more control of traffic on the Internet by
content and access providers. It will also provide Canadian policy-makers with consumer views
on specific manifestations of network neutrality and network discrimination.
In support of this research, PIAC has commissioned Environics Research Group to conduct
qualitative focus group research with frequent users of the Internet in order to examine consumer
experiences with ISP "traffic shaping" blocking and to explore attitudes of consumers to the
effect of such blocking and similar strategies on their experience of the Internet.

Methodology
Six (6) focus groups were conducted in Toronto, Vancouver and Montreal. All groups were
conducted with participants, both men and women, who are heavy users of the Internet; all make
use of or engage in some uses of the Internet that have higher bandwidth requirements, such as
VOIP, VPNs, live-streaming, online gaming or peer-to-peer file transfer. One of the Montreal
groups was conducted in French; all others were conducted in English.
Location
Toronto
Toronto
Montreal
Montreal
Vancouver

Date and Time

Group Composition

January 20, 5:30 pm
January 20, 8:00 pm
January 22, 5:30 pm
January 22, 8:00 pm
January 26, 5:30 pm

English
English
English
French
English
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Vancouver

January 26, 8:00 pm

English

For each group, 10 people were recruited, with an expectation that each group would have
approximately eight participants. Recruiting guidelines specified:










All participants to have Internet access at home and to spend at least 20 hours per week online at home, including time spent downloading.
A mix of participants using telephone suppliers, cable suppliers and resellers as their ISP
All participants to feel that the Internet is an important part of their day-to-day life, and at
least four participants recruited for each group to feel it is very important
All participants to have engaged in at least two of the following Internet
activities/applications in the weeks prior to recruitment: VOiP, PTP file transferring, live
streaming of audio or video programming, use of VPNs or MMORPG-style online gaming.
All participants to have expressed a great deal of interest in news about current events and
public policy issues that relate to the Internet
All participants to have at least some post-secondary education
A mix of ages between 20 and 70
A mix of employment status (with most working full- or part-time) and income

Each focus group session was approximately two hours in length and was conducted according
to a discussion guide developed in consultation with the client team. A $75 cash incentive was
given to each participant in appreciation.
Derek Leebosh, Senior Associate – Public Affairs, of Environics Research Group, acted as
Project Director and moderated the focus groups.
All qualitative research work was conducted in accordance with the professional standards
established by the Marketing Research and Intelligence Association (MRIA – previously the
Professional Market Research Society and the Canadian Association of Market Research
Organizations).

Statement of limitations
The objectives of this research initiative are exploratory and therefore best addressed
qualitatively. Such research provides insight into the range of opinions held within a population,
rather than the weights of the opinions held, as would be measured in a quantitative study. The
results of this type of research should be viewed as indicative rather than projective.

2

CANADIANS’ ATTITUDES TOWARD NET NEUTRALITY

Executive Summary
Environics Research Group is pleased to present this summary of key results from research into
attitudes toward net neutrality among heavy Internet users. This research consisted of six focus
groups, conducted in Toronto, Vancouver and Montreal between January 20 and 26, 2009.

Key findings
Top-of-mind concerns
Participants in this research were aware of a wide range of Internet-related issues and concerns;
top-of-mind, awareness of net neutrality was limited, although some did mention issues
indirectly related to net neutrality, including:
 Universal access to the Internet
 Privacy, including concerns about profiling, use of information posted to social networking
sites, and surveillance by governments, employers and businesses
 Intellectual property, copyright and piracy or illegal downloading of music, movies and other
material , including concerns about how to maintain personal copyright over material posted
to the Internet
 Censorship by governments, particularly with the assistance of online businesses such as
Google and YouTube
 Commercialization of the Internet, from broad concerns such as the shift from a marketplace
of ideas to a marketplace of goods and services, to more specific issues marketing methods
such as pop-ups and junk email
Other issues mentioned included:
 Criminal use of the Internet, from copyright violation to child pornography, sexual predation
and terrorism
 Security, including concerns about viruses, hackers, security and identity theft
 The nature of information available on the Internet, its credibility and reliability
 The effect the Internet is having on children growing up in the Internet age.
 Society’s increasing reliance on the Internet
Participants also mentioned - both top-of-mind and after prompting - issues related to access to
the Internet, such slowdowns in downloading or other high-bandwidth applications and changes
to ISP fee structures.
 Increasing cost of services without corresponding increases in service quality - participants
are accustomed to seeing costs associated with new technology come down over time, while
the technology itself improves
 Slowdowns, quality of connection, bandwidth limitations and related concerns
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A perception that need for extreme high-speed packages is growing, but ISPs may not be
keeping up with the demand by improving technology and infrastructure
The imposition of usage charges, designed to limit the individual’s access in order to cope
with increased demand
ISPs capping bandwidth usage, which they associate primarily with capping or limitation of
download/upload capacity
ISPs attempting to control or even prevent downloading of media files, particularly extralegal downloading.

Some participants were aware of efforts to limit the use of applications such as Torrent or
“shape” traffic through such means as “throttling”, although few had actually heard the term
before. Many associated the idea of throttling with their own experiences of slowdowns in
downloading or other Internet applications. Most were not in favour of ISPs purposely adopting
throttling or similar measures as a means of resolving bandwidth issues or concerns over
downloading. It was also notable that when the whole issue of throttling was raised, participants
were almost unanimous in not being able to imagine why an ISP would purposely throttle any
applications, as opposed to applications being unintentionally slowed down as a result of traffic
management issues.

Net neutrality
Most participants had never heard of the term “net neutrality,” and had little knowledge of its
meaning. Once aware of the concept of net neutrality, and of related issues such as throttling and
other means of shaping or directing Internet users’ content or activity choices, participants were
interested, and many indicated that they would likely do research on net neutrality and the issues
surrounding it. Some noted that Internet users have tended to be complacent about their
relationships with ISPs – they have not investigated or challenged the slowdowns they have
experienced – and mentioned the need for greater education about how the Internet functions and
what are the implications of increasing commercialization of Internet space.
Perspectives on the meaning of net neutrality that emerged in the discussion touched on a variety
of issues.
1. Net neutrality implies that there would be no differentiation between users in accessing the
Internet. Various approaches to this concept included:
 Everyone should receive the same kind of access, with all users being able to connect at the
same speed.
 If two people are paying for the same level of access, they should receive the same service.
Consistency of access – that the speed of connection and throughput should always be the
same, regardless of the number of users.
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Equality of access should be regulated in the interest of fairness by limiting bandwidth so
that specific users can not exceed specified maximums and all users can have access

2. Net neutrality is the ability to access whatever sites or applications they want to visit or use,
without hindrance or discrimination, regardless of bandwidth requirements or any other
considerations.
3. Net neutrality means open access to information, rather than access to the Internet itself – that
everyone should be able to access everything available on the Internet, and anyone should be free
to access whatever information they choose. Closely associated with this concept is the idea of
an uncensored Internet with freedom of expression.
4. Net neutrality suggests a lack of ownership, or commercial bias – that no business interests
have ownership or control over the Internet such that they can influence content, bias search
engine results, or otherwise further a “hidden agenda” for corporate interests.
5. Net neutrality is a regulatory matter: to some, it means that no one party controls the Internet;
to others, a regulatory body would be required to impose equal access.
Participants raised issues related to how one understands net neutrality as a concept and whether
the concept has any legitimacy or should be of importance to Internet users.
1. Whether or not net neutrality as defined is “fair” to all Internet users: some felt heavy users
should be charged extra fees or ISPs should put a ceiling on usage so that everyone gets a “fair
share” of bandwidth.
2. Whether or not there is a limit to the bandwidth available: if bandwidth is, or can be upgraded
to be, unlimited for all practical purposes, then net neutrality is a principle they can accept.
However, if there are limits to bandwidth, then some actions such as throttling or user fees to
ensure access for all may be appropriate, even necessary.
3. Whether ISPs have the capital to make needed improvements to infrastructure in order to
increase bandwidth, and are simply gouging with user fees and not reinvesting in upgrades.
4. Whether the appropriate model for thinking about the relationship between use of the Internet
and payment for that use is cell phone use or cable television/local telephone use: under the cell
phone model, asking users to pay for the bandwidth they use is only “fair” while under the cable
television/local telephone, users paying for access, and are free to use that access whenever they
want, for as long as they want, with the same quality of service whenever they make use of that
access.
5. Whether net neutrality is in fact the way the Internet currently operates, or access to the
Internet is already being shaped and controlled based on the business interests of corporations
with an Internet presence
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Attitudes toward net neutrality: pro and con
Participants were presented with a variety of arguments for and against net neutrality; in the
course of the discussions, other ways of looking at net neutrality and its potential effects were
also raised.
1. Privacy versus copyright issues: does an ISP, as the access provider, have the responsibility to
monitor and police illegal downloading and other more serious criminal activities, from
distribution of child pornography to facilitation of terrorist plots, or is such monitoring a breach
of privacy because what a customer does with the access provided is “none of their business.”
2. The effect of net neutrality on the quality of content and information on the Interne: free and
open access to the Internet means that anyone can post whatever they want, and, on a neutral
Internet, there is no mechanism for steering people away from misleading, inaccurate or
dangerous information; however, any kind of control over access to content is in violation of the
true spirit of the Internet, and could lead to censorship.
3. The concern that without net neutrality, commercial interests, including ISPs, might be able to
use their business activities to influence Internet users’ access to content on the Internet.
Business practices of concern included: profiling of users by tracking their online activities, and
then either selling their profiles, or using them as a marketing tool for their own products;
shaping users’ access so that it is difficult to access sites run by competing interests; and about
software for specific applications such as web browsers that may either receive preferential
treatment from ISPs who have some form of proprietary interest in them, or are pre-set to direct
users to specific corporate websites.
4. The effects of net neutrality on the companies that maintain the Internet: on one hand, if net
neutrality means that ISPs cannot charge user fees, or shape traffic, then they might lose money
or lose customers, resulting in a lack of profits to be invested in improvements to infrastructure
and R&D in the area of technological innovation; on the other hand if ISPs are already
overcharging their customers, the principle of net neutrality would protect users.
5. Whether net neutrality is necessary in a free market where users are free to move to another
service provider if their ISP acts in a way that they find unacceptable
6. Whether operating in accordance with the principle of net neutrality would, by creating an
artificial uniformity of access, limit the ability of ISPs to compete by offering different levels of
service, or would net neutrality keep free competition in the IT sector from being compromised
by companies with an Internet presence shaping traffic preferentially.

Stakeholders’ approaches to net neutrality
Most participants were unsure as to whether the federal government currently has a role in
oversight of the operation of the Internet in Canada. Some were aware that the CRTC does have
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a mandate to regulate the operations of ISPs; others, however, believed that there was little or no
regulation of ISPs by government or any other organizations.
Most participants felt that some degree of independent oversight was necessary, as selfregulation by ISPs themselves did not inspire many with confidence that key issues would be
properly addressed. While some felt that the federal government could have a role in this, others
were mistrustful of government oversight and envisioned some form of NGO with the power to
enforce an international treaty on Internet operation.
Most participants assumed that ISPs would not be in favour of net neutrality because it would
tend to remove some of their control over their business operations and remove their ability to
manipulate both users and Internet traffic in their own interests.
For many participants, the key role that ISPs have to play in supporting net neutrality is to
support research into technological advances and invest in new technology and infrastructure.
The other key responsibility of an ISP mentioned by participants was full disclosure.

Solutions
1. Pay-for-use was acceptable if it meant that they – and other users – could be assured of
unrestricted access, provided that ISP disclose all regulations and charges and do not shape
traffic in any way - however, if there is no real need to control bandwidth, then ISPs should not
be able to charge heavy users for their higher use of bandwidth. Further, ISPs should not be able
to invade the customer’s privacy by tracking what the customer is using bandwidth for.
2. Most participants were opposed to the idea of throttling, and were willing to accept higher fees
for heavy use in order to avoid throttling. A few thought it was an appropriate solution as long as
it did not target specific applications or specific users. Others were agreeable to the idea of
prioritizing applications, as long as all different packages that provide a specific function are
prioritized equally, with no preference given to a program that the ISP may have proprietary
interest in.
3. There was little support for the idea of suspending users who make extreme demands on
bandwidth.
4. Most participants felt strongly that resellers should be able to make their own policy decisions
about how to manage bandwidth concerns, and not be dictated to by suppliers such as Bell or
Rogers.
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Detailed Findings
Participant profile
Participants in the research were recruited based on certain specifications related to their Internet
usage. With respect to ISP, most participants had as their ISP either the major cable supplier in
their area, or a major telephone phone line supplier:
 Cable suppliers mentioned included: Rogers, Shaw, and Videotron.
 Phone line suppliers mentioned included: Bell Sympatico, Telus.
In each group, a few participants now used, or had used in the past, resellers as their ISP, or were
otherwise familiar with such companies; the companies mentioned were:
 In Toronto, Techsavvy, Acanac, Yak Communications
 In Montreal, Simplysurf, Netzero
 In Vancouver, Primus, Satellite Internet, Checkmate, Novus, Allstream
Participants recruited for this research all spent at least 20 hours per week using the Internet.
While most participants said that they spent between 20 and 25 hours online in an average week,
some indicated that they spent 30 hours or more online. For some, a portion of this time was
download time or time spend streaming music or radio while engaged in other activities, online
or offline.
Not many participants identified themselves as highly knowledgeable users; most identified their
technical expertise as average or less; in fact, a few said that all of the technical aspects of their
computer set-up and operation were handled by someone else, such as a family member or
friend.. However, some participants did indicate that they had some background in IT or were
otherwise technically “savvy.”
The Internet was of major importance to most if not all participants. Many participants either
telecommute or operate small businesses from home and rely on the Internet both for business
and personal use. The Internet is important to these participants for many reasons – work,
recreation, communication, study, banking, shopping, personal interests and hobbies,
entertainment.
Oh, it is. I use it all day at work and then come back home and use it again. That’s
because there’s hardly anything on TV to watch so I have nothing better to do but go online. (Toronto)
I use it for work but mostly at home I use it instead of getting a newspaper. I find all my
news on-line. More for business I’ll do a case log research but I’m on MSN and
Facebook. I do have another chat room and banking as well as just finding out
information and purchasing things. (Toronto)
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All participants make regular use of standard Internet applications which do not in general
involve a heavy demand for bandwidth for a variety of purposes – email, instant messaging,
websurfing, social networking, research for both business and personal interest.
I use mainly Hotmail, MSN and Facebook as I do photo albums for my family so I like to
distribute those via e-mail. My son, I try to get him into using it now. He’s turning eight
so he needs to know more about it so I play around with him too. (Toronto)
Facebook is another good one for me, just to keep up with friends. They send me photos
of holidays and where they’ve been, and I put my photos of what I’m doing so they can
see where I’m at. That’s quite good. You Tube as well, stuff on there, videos, etc., etc.
(Vancouver)
Many participants regularly use Skype or other VOIP applications, particularly for long-distance
voice communication; some are using this option more and more because of the possibility of
face-to-face communication in real-time with distant friends, family and business associates
available through some forms of telecommunication via Internet to those with webcams.
I’m also always on the Internet either chatting with friends, and that is also either by
phone, verbal or through the movie, like they have webcams or something. In other
countries, like my daughter lives in Pakistan, so she comes on and we chat, and I can see
her and she can see me and we can talk. (Vancouver)
At home communicate with some friends that are out of Canada in New Zealand and
Australia and family members. Voice over and actually my wife’s nephew is in St.
Petersburg and we’re using Skype to communicate, so we do live feeds. (Vancouver)
Many use the Internet for downloading or live streaming of music, movies, TV programs and
sports programming; downloading of television shows and movies, both from network sites and
from sites such as Torrent or LimeWire, was most frequently mentioned. Some are careful to
specify that they only download from legal sites; others frankly acknowledge that they download
music and movies from extra-legal sources.
I download a lot of movies and music from the Internet but not legally. LimeWire, I would
say is the main one and Torrent as well. (Toronto)
Yeah, maybe a football match I’ll watch that. I watched a football match the other day. I
downloaded it. (Vancouver)
We don’t have cable TV at home so we get a lot of our TV, just basic channels off the
antenna. I’ve discovered torrent downloading where I can just TV shows, so if I hear of a
TV show or even a movie that I’m not too sure about, I’ll just download it. (Toronto)
Some find live streaming of radio or TV over the Internet – without commercials – more
convenient than watching TV or listening to radio. As with the preferential use of VOiP over
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telephone or even cell phone, there is a trend among some high-end users to see the computer
with its potential for Internet connectivity as the most convenient medium for forms of
communication and entertainment that were once delivered through a number of different media.
This is also extending into perceptions that electronic storage of entertainment products as well
as documents is preferable to physical storage.
Over the years I used to buy a lot of music and a lot of DVDs so it’s got to a point where,
whenever I move or if I’m relocating things around my office space, I just have so much
stuff. So I’ve actually taken a lot to downloading right now just because, number one, I can’t
really afford to continue to buy all the things that I was in the past. And secondly, just from
a storage perspective, it’s a lot easier for me to store on a hard drive, like 100 gig or
whatever, as opposed to buying 100 or 200 CDs. (Toronto)
I’m tending to do a lot more live streaming and trying to get on the websites that are offering
free shows and TV sports channels if you’re not getting them on the regular TV. There’s
some stuff coming out of the U.K. where they actually have PTP where they show you a
sports game and stuff like that. That’s what I find I’m doing most often. (Toronto)
I’ve a heavy user out of streaming, on-line streaming. I like using the Internet a lot. I listen to
streaming music easily five hours a day while doing my work. This is in the background but I
do like background music. (Montreal)
Some now play, or have played in the past, MMORPGs and other intensive online gaming
applications, such as Second Life or World of Warcraft. Others use the online gaming facility
available with recent generation of gaming consoles.
And also online gaming, I play extensively PS3 online so we click with our other friends who
also have the same game. So, I play online over the Internet, so while we have different
consoles at different houses, we can all play online together. (Toronto)
Some, particularly those who work from a home office part or all of the time, reported that they
log into VPNs established by their employers or, for some students, educational institutions.
Some of those who use VPN in their work or educational activities are not aware that this is the
specific technology they are using.
I’ve also used the VPN network through … I’ve taken courses through UBC and they
have VPN network so I do occasional courses here and there through them so I can
access through that. (Vancouver)
My personal use at home, I also work from my home office as well so I need to dial in to my
office using the Internet. (Toronto)
Many do not know what P2P, file sharing or VPNs are – they confuse these terms with other
kinds of Internet-mediated communication, such as attaching documents or media files to emails,
or web-hosting services.
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M:
What does that mean when people do peer-to-peer file transferring?
R:
Well, in my line of work, you have to deal with people that purchase the product but
also people who provide the product. That’s I guess hence the term broker. You have to
transfer files and, of course, you have to share the files. You have to get okays; you have to
get into looking at financial reports and getting into people’s personal credit ratings, things
like that. So obviously, you’re sharing files all the time and it has to be very, very, very secure.
(Toronto)
I also use VPNs for things like a situation where you have multiple people coming on, like
he was saying, with the microphone and that type of thing. (Vancouver)
A lot of the file sharing that I’ve done has been with a program called Box.net where
somebody uploads them, then you connect and you can download them. You have to log in
and it’s all secure but I’m using Google documents now a lot so that other people can access
your files. (Toronto)
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Issues around the Internet
Participants were asked to work in pairs to identify the biggest issues or concerns they have with
regard to Internet and its future. A wide range of issues emerged; however, top-of-mind,
awareness of net neutrality was very limited for most participants, although some did mention
issues of universal access in general terms.
We were talking about equal access for everyone. In the future, myself, I would like to see
everybody in the world be able to get on the net with relative ease. I think so. We all take it
for granted that you can get on easily, but a lot of people in the world cannot. So, that
creates imbalances. It’s almost like when only the very rich could read books and no one else
could read them. (Vancouver)
Is the question about access? If it’s to access I say look, rural areas in Canada do not have
access to Internet, high-speed Internet. If we want people to stay in rural areas, we better get
them access because their kids can’t even register in school without Internet access.
(Montreal)
Among the other issues that emerged, several touched closely upon areas that are connected to
net neutrality, such as concerns over privacy, intellectual property and copyright on the one
hand, and the commercialization of the Internet on the other.

General issues of concern
For most, the crucial areas of consideration related to the Internet and its future deal with issues
of privacy, intellectual property and copyright, piracy, security, censorship and criminal use of
the Internet.
Concerns over privacy issues ranged from considerations of what use can be made of
information that users post to social networking sites to worries about data mining, profiling and
surveillance; some concerns about privacy are connected on the one hand to security issues and
on the other to questions of intellectual property and who owns what is posted on the Internet.
The one thing that I thought about was with photos and stuff like that on Facebook.
Somebody could just take a picture of this room and then post the picture. You don’t
even know that your person is posted. I know there are actually some legal issues behind
it. (Toronto)
The social networks, from what I can gather—I’m not personally on one, but most of my
friends are. I don’t because of my work issues, but I think people are overexposed on
these things. They’re just giving way too much information, and they’re updating all day
long, ‘I just came home’. (Vancouver)
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I think most organizations are bringing in now that if you use it they can actually buzz
you during the work day. I think they can actually see you when you’re ... They can
monitor you easily. (Vancouver)
There’s an aspect of Big Brother watching you because if you’re logging into this site,
you’re doing your banking at this hour, then you’re logging into this social network at
that time. You’re conducting activity with another company at that time and say you’re
on-line shopping and making a purchase and using your Safeway Card or something. Or
your Aeroplan, everything from the grocery store to your flights, to your e-mails, to your
social, everything can be tracked to what kind of cheese I buy and what time of day and
which day of the week I do it on. (Vancouver)
Concerns over copyright and intellectual property were mentioned; both from the perspective of
users downloading copyrighted material such as movies and music, and from that of an
individual who posts material – particularly creative material – to the Internet.
There are laws too because if you’re going to be on downloading Torrents in Sweden, it’s
okay because it’s legal, there’s no issues there but in Canada, there’s an issue or in other
different countries. There’s that international hurdle. (Toronto)
As a user, I do a lot of pirating I guess and I’m not concerned about it right now but I’m
concerned that there will be a way potentially in the future to hold me culpable for that.
Really, I feel that it’s not up to me. It’s up to the music industry and up to these other
companies to do better and to face up to the challenge. We’re downloading music
because CDs are crap. Maybe there are one or two good songs on it so there’s no
incentive to buy anything. I feel like they have to work harder. (Toronto)
And that goes into the social networking websites if you’re posting photographs and stuff if
you’re using Facebook or whatever. You can use every privacy lock that there is but I’m a
photographer and I post things. It becomes a big question of ownership. Who owns it? They
own it in perpetuity. What if it’s my art? What if it’s my piece and I choose to exhibit it and
then I find that it’s been duplicated because you can do that so easily, just grab, click and it’s
gone who knows where. (Vancouver)
Some participants were concerned with political censorship on the Internet, mentioning various
countries that have limited access to various sites or otherwise exerted control over what their
citizens are able to access, often with the assistance of Internet sites such as YouTube or Google.
One thing that I found interesting when I was away in Cuba a few weeks back and I
wanted to stay in touch with somebody that I met there. They were telling me they can’t
get out because inside a Communist country they are restricted. All through the country is
the Internet. Everybody can talk to each other no problem. It’s restricted from the outside
world and the only way for a local to get in touch with somebody outside is to go to an
actual hotel, get a $10 card and be able to access outwards. Other than that, they would
not be able to. (Toronto)
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They probably also control a little bit about what they allow us to view being both ISP
providers and government. I remember maybe eight months ago something about
Pakistan having taken off something from YouTube that they wouldn’t let their country
look into. (Toronto)
The issue of protection from sexual predators online, particularly those targeting children, was
also a concern for some.
Better protection for kids and what the police can do in tracking down people. (Toronto)
I know there are things you can use to protect your kids from actors or people that
impersonate to be like children and stuff for their own safety. (Toronto)
Concerns about viruses, hackers, security and identity theft were raised by a number of
participants. Particularly for people who make extensive use of the Internet for a wide range of
personal and business applications, issues of security in general are an important issue.
Theft, whether it’s identity theft or your credit card information that’s on-line. (Toronto)
We were talking about security. We have programmes to stop Trojans and Spyware and
stuff, yet they still invade our computers because they just get through. So, the security is
one of the aspects. My understanding now is that Bell actually gives you protection,
security protection, for free now instead of where you used to buy it. (Toronto)
Privacy with security breaches. You hear about lots of big, high-up people their e-mails
been broken into. It makes you question how secure is your connection? (Vancouver)
Some were concerned over what they perceive as the corporatization or commercialization of the
Internet as it changes from an open environment primarily used for the exchange of information
to a marketplace for products and services. While this concern does touch on some of the issues
involved in the issue of net neutrality, most participants were more likely to comment on the
increased use of advertising methods, such as pop-ups, junk mail, and advertising on websites.
We’ve been dealing with it for a long time so we know where the marketing comes in. We
knew it when it was absolutely free in terms of what came in but now we’ve seen it become
corporate. (Montreal)
I’m actually ticked off at how businesses use the Internet. I understand why it’s being
done but they use on-line surveys and stuff like that while you’re trying to get to another
website. They just throw it in the middle and just say, click here to go onto the next page.
(Toronto)
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Well, we said we’d like them to stop sending junk or be able to control it. It’s a pain for
everybody about the junk mail. And a “do not call list” for junk mail that they should
pursue. (Montreal)
Some mentioned issues surrounding the nature of the information available on the Internet, its
credibility and reliability. Some were excited about the possibilities for easy access to
information. Other participants noted that the vast amount of information available on the
Internet creates a range of problems for the user. Searching for specific information, even using
search engines, can be difficult. A few wondered whether the specific software used to access
information can alter what the user sees.
There’s almost too much information available. You can look-up your medical symptoms
and decide what you’ve got without ever having to go to the doctor. (Toronto)
There’s a lot of information out there and we’re thinking it might become easier to get
more in-depth information as we go along in future. (Montreal)
A little overload of information if I go into Google looking for something, it could be
tons of stuff. If you’re looking for information on a virus that attacked grapes a hundred
years ago, it sounds like a silly question, but virus plus grape, eight thousand potential
sources. Oh god, there’s nothing even close to what I’m interested in looking at, so
you’re going through a lot of junk. (Vancouver)
We were also talking about having different browsers, whether it’s Safari or Firefox or
maybe even Netscape. Yeah, so whatever browser you choose to use, you’re going to get
a different look to the page that you’re calling on, so that’s kind of interesting because all
of a sudden in the back of one’s mind you’re probably wondering, what am I missing out
on?
Some noted that information may not be credible, as anyone can post anything without being
subject to any degree of verification – even photographs can be manipulated. There was some
concern over how the user can be sure that Internet sources are presenting accurate information.
Credibility is a big factor, right, whether the Internet is credible. You have to know the
sources that you’re looking at to make sure that what you’re looking at is actually
legitimate. (Toronto)
Another thing is digital manipulation and that’s basically not knowing what’s real. Now
with the Internet and all the tools available, you really don’t know what you’re actually
viewing like what is real and what is not, what pictures are real and what are not like
what’s created. It’s very difficult to tell. (Toronto)
Misinformation, for example, we keep enjoying it because it looks like it’s everything
just like the Bible but is it really true? We’ve got to know if it’s true information or not.
(Montreal)
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Others were concerned about the effect the Internet is having on children growing up in the
Internet age. Some worried that children are being exposed to material that is not appropriate to
their age. Others are concerned about the impact on the social development of children who
spend so much time online. Of particular concern to some is the fact that they are unable to know
all that their children are exposed to online, unlike all other media where they can watch or read
the same things their children do and know what they may need to discuss with them.
I think it’s letting kids grow up too fast. I have nieces that know about certain things that I
don’t even know about in the world and it’s just because they have that extra time or that
excess time to go on-line. (Toronto)
The social aspect in that a lot of people like teenagers might be losing social skills due to the
fact that they never have to go out now. (Toronto)
It’s a little different from trying to get the hearts and minds of your kids when you’re talking
to them about what’s happening on television versus something where they’re chatting with
their friends so you bring the street right into their bedroom. It’s a little odd in that way.
(Montreal)
A few raised the issue of society’s increasing reliance on the Internet – for those who do most of
their professional and personal business online, an interruption of service can have
consequences.
If there’s a crash or some type of disaster and you lose your communication, if that’s the
only thing you’re using and that’s where all your banking information is. (Toronto)
When it goes down, you’re basically stuck without any of your requirements. (Toronto)

Issues related to access
Top of mind, some participants did focus on issues related to access to the Internet. Others were
able to identify concerns in this area once they were prompted to consider issues such as
slowdowns in downloading or other high-bandwidth applications and changes to ISP fee
structures.
Some felt that the costs of services that offer access to the Internet are getting more expensive,
while the actual service provided by ISPs, at least in the perception of some users, is getting
worse. Participants who are accustomed to seeing the costs associated with new technology come
down over time, question why the cost of Internet access seems to keep going up.
For what you’re getting, it’s too expensive. It doesn’t cost them nowhere near as much as
what they’re soaking us for. Whether it be $30 or all the way up to $60 a month, there’s
no reason for it to be that high. (Toronto)
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I am in agreement that the price is still very expensive seeing as everyone is actually
hooked up to it now. Yeah and the prices have not really come down. (Montreal)
Some participants raised specific issues such as slowdowns, quality of connection, bandwidth
limitations and related concerns. In particular, some commented on their perception that the need
for extreme high-speed packages is growing, and worried that ISPs may not be keeping up with
the demand by improving technology and infrastructure, connecting this to slowdowns and usage
limitations.
You can tell the difference between the time of day and how fast some particular servers
are on-line and stuff like that. Time and usage, it all depends on the Internet provider who
has more lines than any other. (Toronto)
First, we think that speed is a quite important fact of the Internet provider, because
sometimes speed, as there are more and more users online, we find that the speed is quite
a bit slower than what it would be during the afternoon or something. (Toronto)
I think with the younger generation being more computer savvy and demanding more of
these machines, that through-put is just going to go up and up and up, and I think Internet
service providers are going to have a challenge in delivering. (Vancouver)
Others approached the issue in terms of fee increases, or the imposition of usage charges,
designed to limit the individual’s access in order to cope with increased demand. Others noted
that ISPs have the option of capping bandwidth usage, which they associate primarily with
capping or limitation of download/upload capacity, and that some ISPs have begun doing this. A
few reported instances they had heard of in which people who had exceeded some limit on
bandwidth use had had their service terminated.
They’re trying to put limits so, by doing that, fees are going to increase and so people are
going to have concerns with using the Internet. (Toronto)
I know Rogers only recently put a cap on how much you can download which I
discovered when they started sending me messages because I was downloading too
much. Yeah, they recently capped how much you can use. (Toronto)
Mind you, these ISP providers can control how much bandwidth you can use where they
can cut you off at a certain level. (Toronto)
Some participants had specific concerns that ISPs are attempting to control or even prevent
downloading of media files, particularly extra-legal downloading. Many believe that the primary
intent of this is to prevent illegal activity, rather than to limit bandwidth usage. Some participants
in Montreal reported that in Quebec, specific regulations exist to limit the length of download
sessions.
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Rogers does that. There’s a bit torrent programme called, Azureus. If you download it
they will actually tell you that Rogers will limit you from downloading or being attached
to any other peers. (Toronto)
I download a lot of videos through those Torrents. I think the ISPs are going to stop that,
they are able to stop that Torrents through a certain port because they can just stop certain
holes right. (Vancouver)
There are limits to how much time you can watch things and how much you can download
before you have to stop and start again, at least in Quebec. That’s not across the world. In
New Brunswick, it’s not like that. (Montreal)
I think they’re also regulating what’s being downloaded. They realize what’s creating
these are actual DVD quality movies or that type of stuff and they realize that there could
be some possible copyright laws ... (Toronto)

Throttling
Some were aware of efforts to limit the use of applications such as Torrent or “shape” traffic
through such means as throttling, although few had actually heard the term before. Some,
particularly in Montreal, were aware of recent CRTC considerations of issues related to
controlling bandwidth.
I heard something about it. And, intentionally slowing-down at peak times when people
do download the most, slowing down. (Vancouver)
.
I think Shaw was talking about doing that, were they not? They were looking at the size
of files and only allowing so many megabytes through. That might be why they’re slow.
I’m just guessing, but that’s what I hear. (Vancouver)
What the telecommunication companies are doing is they’re deciding to throttle it and the
big, bad point in this instance is Bell Canada because they provide DSL service to all
these resellers and everything like that. They’re the ones that are trying to throttle it and
the government is debating, the CRTC, do we allow them to limit bandwidth, control
bandwidth, what’s going through and how much information? (Montreal)
Many participants associated the idea of throttling with their own experiences of slowdowns in
downloading or other Internet applications.
My ex-boyfriend used to download a lot of TV shows like Lost for example. We were
total junkies and we’d watch all the DVDs so whenever the new ones would come out, he
would download it and it would just take an exorbitant amount of time. He’d start
downloading it at midnight and the next day we’d finally get it. It would be kind of
ridiculous so you’d be like you know what? I’m just going to wait for the episode to air
on TV. It was just so annoying. (Toronto)
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Maybe it is already happening because I’ve noticed it and a number of people mentioned
it. My service slows down during peak times for sure a lot more so in the recent past than
it did prior to that. (Vancouver)
Some had not previously heard of throttling, but once they had been informed of this technique
which can be used by ISPs to shape traffic, they were not in favour of ISPs adopting it as a
means of resolving bandwidth issues or concerns over downloading.
I’ve not heard of that but again, if it was on purpose, I don’t think I would really agree
with that. I think they’re trying to coerce people into saying okay; the Internet is slowing
down right now so I’m not going to use it. Kick people off and maybe opening bandwidth
up for other people to use or do whatever. (Toronto)
A few participants did not think that it could be technically possible for an ISP to “throttle”
traffic; a small number of participants also felt that it was unlikely that an ISP would deliberately
slow down their service even if it was possible, because that would result in dissatisfied
customers who might switch to another supplier.
I really think it’s a usage phenomenon. I don’t think the thing we call throttling tonight
exists. I think it’s just a natural bottleneck. (Toronto)
Whoever came up with this throttling issue, it’s a mathematical impossibility. Every type
of communication works off of something called the matrix which is a group of six
numbers. You cannot throttle the Internet. I’m sorry, it’s mathematically impossible.
(Toronto)
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Net neutrality – initial attitudes
In order to gauge the degree of awareness of net neutrality among high-end users of the Internet,
participants were asked what they thought net neutrality might mean. Following this discussion
of the themes that were evoked by the term, the participants were given a definition of net
neutrality to consider:
“Network neutrality is the principle that Internet users should be in control of what
content they view and what applications they use on the Internet. The Internet has
operated according to this neutrality principle since its earliest days... Fundamentally, net
neutrality is about equal access to the Internet. The broadband carriers should not be
permitted to use their market power to discriminate against competing applications or
content. Just as telephone companies are not permitted to tell consumers who they can
call or what they can say, broadband carriers should not be allowed to use their market
power to control activity online. Net Neutrality means no discrimination. Internet
providers must be prevented from blocking, speeding up or slowing down Web content
based on its bandwidth usage, source, ownership or destination.”
Participants then entered into a wide-ranging discussion of issues related to the definition itself
and its implications for such concerns as payment structures, control of bandwidth and responses
to the rapid increase in the use of applications that demand heavy use of bandwidth.

Top of mind awareness of net neutrality
Most participants had never heard of the term “net neutrality.” Among the few who had heard of
this, there was at best a minimal and vague idea of what the term means, although some of the
issues raised did have relevance to the basic stance of net neutrality.
A number of participants mentioned issues related to access to the Internet in their ideas of what
net neutrality might refer to – possibly as a consequence of the previous discussions of
slowdowns and throttling. One core idea, expressed in different ways, was that “net neutrality”
implied that there would be no differentiation between users. For some, this meant that everyone
should receive the same kind of access, with all users being able to connect at the same speed.
Others felt that it meant that if two people are paying for the same level of access, they should
receive the same service. Others viewed “neutral” access in terms of consistency – that the speed
of connection and throughput should always be the same, regardless of the number of users.
I was actually thinking about it in a different way in terms of access neutrality. How
sometimes if I log in, it can be going really fast and sometimes it can be going really slow but
that if I’m paying a certain amount, I should be guaranteed that I get ... Consistency between
people and that if my neighbour is paying the same, we should be getting the same access.
(Toronto)
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A huge shot in the dark but I’m picturing everyone, and I don’t quite know the words, but
everyone sort of functioning at the same speed. There’s not one computer that’s slower or
faster. (Vancouver)
They’re not changing anything. It’s just consistent regardless how many people come on or
what you’re downloading. (Vancouver)
Others simply felt that it meant there should be no artificial barriers to access, such as throttling –
that any problems associated with full access to the Internet would be dealt with.
I thought it was more like a safeguard where you get access but you wouldn’t have any
problems. I don’t know but when you face viruses or what do you call it, throttling when
you try to get information but you can’t get it. (Toronto)
For some, net neutrality meant that equality of access should be regulated by limiting bandwidth
so that users can not exceed specified maximums. For these participants, the idea of net
neutrality was associated with “fairness,” or equal access to the Internet.
Perhaps it’s the idea of limiting bandwidth upload and download per any user. (Vancouver)
Yeah, I wasn’t sure what it would be. I thought maybe equal bandwidth for every user, that
kind of idea, and if you exceed it, you get booted. (Vancouver)
A few defined “net neutrality” as the ability to access whatever sites or applications they want to
visit or use, without hindrance or discrimination, regardless of bandwidth requirements or any
other considerations.
It’s just the ability to go and access anything without any discrimination for or against
specific sites. (Montreal)
Others defined net neutrality in terms of open access to information, rather than access to the
Internet itself – that everyone should be able to access everything available on the Internet, and
anyone should be free to access whatever information they choose.
What I’m trying to define vaguely is neutrality has a meaning universally and if you apply it
to the Net, you’ve got two aspects to any transaction; you’ve got the provider and you’ve got
the user. I think when they talk about neutrality it’s the provider giving equal opportunity
and access within our sociological confines. I mean we all have the right to live ... It’s
utopian but in a sense what they’re doing is you’re saying everybody has the same whack at
this, the same information to the same ability to make decisions based on that information.
(Toronto)
Unbiased access to information. So, if I wanted to learn about anything, whether it was
deemed to be good or bad, there was the ability for me to actually get access to that
information to learn. (Toronto)
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A big one was just access to information. Broader access to international news as opposed to
just getting the CNN perspective or the CBC perspective or BBC or whatever. And then we
also agreed on just access to a greater amount of global culture or social … what’s happening
in another country. (Toronto)
Closely associated with the concept of access to information is the idea of an Internet without
censorship, where people are free, not only to seek out whatever they want, but also to put
whatever they choose on the Internet for others to access – freedom of expression.
That’s what I thought of net neutrality in terms of not having censorship in trying to block
out certain sites and stuff like that. I was thinking this is something that is not controlled.
You know, everything that could possibly be posted there is posted. I was thinking along
those lines. (Toronto)
The net should be free to all, that what they post can not be controlled. (Montreal)
Well, not like the kind of thing you have in China like on Google, there are certain things we
don’t want you to know like such and such. (Montreal)
Another conception of net neutrality that touched on the actual definition of the term was
brought forward by those participants who thought that the term “net neutrality” suggested a lack
of ownership, or commercial bias – that no business interests have ownership or control over the
Internet such that they can influence content, bias search engine results, or otherwise further a
“hidden agenda” for corporate interests.
I was thinking along the same lines as well like no advertising. It’s not space provided by and
therefore fuelled by that company but the same thing, just an open space. Exactly. It’s just in
a sense like a database where you just go in and get what you need. (Toronto)
I said, no one owns it. The Internet, nobody owns it, nobody … everybody is regulating it,
as you were saying, but nobody particularly owns the concept. (Toronto)
I would say net neutrality would be if it’s neutral, it’s because it’s non-commercial. That’s
what I’m thinking. For example, if you get your news from CNN, CNN is a business. They
have commercials to sell. They have stuff to sell and they’re not neutral whereas the Federal
Government and the Provincial Government in theory would be non-commercial.
(Montreal)
I just thought that perhaps it was somehow creating an unbiased search environment. So for
example if you were to Google, that no paid advertisers would come up in your search
results that would skew the results. (Vancouver)
Issues dealing with the regulation of the Internet were also associated with the concept of net
neutrality. Some thought that net neutrality would mean that no one party controls the Internet,
while others suggested that a regulatory body would be required to impose net neutrality.
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I was thinking some overall head person controlling how much you use the Internet or what
type of things you go on. That is net neutrality. (Toronto)
Or maybe where there’s a good governing agency that monitors it so that things on the
Internet do remain neutral? (Toronto)
That no parties have complete control. (Montreal)
Attempt to control the traffic and contents between Internet users. (Montreal)

Reasons for general lack of awareness
Most participants had been completely unaware of the concept of met neutrality, and of related
issues such as ISPs engaging in throttling and other means of shaping or directing Internet users’
content or activity choices. Once aware of these issues, participants were interested, and many
indicated that they would likely do research on net neutrality and the issues surrounding it as a
result of their participation in the discussion group.
Some participants noted that many Internet users have tended to be complacent about their
relationships with ISPs – they have not investigated or challenged the slowdowns they have
experienced – in fact, many had not even compared notes on this topic with other users before
taking part in the focus groups, even though most had encountered them. Some mentioned the
need for greater education about how the Internet functions and what are the implications of
increasing commercialization of Internet space.
We don’t know why. We don’t know why. We just think the server on the other end is slow
or something. We just don’t know why. So, it hasn’t really affected us. I think if everybody’s
service was slow all the time, you’d start hearing about it. (Vancouver)
Until we are backed into a corner I don’t think we’re going to start researching it because it
gives us what we want. We do have the freedom to move. We can potentially have more.
(Vancouver)
I think there is a bit of education needed here too because I’m sure not very many people
know what the bandwidth is, what it means and when they use it, what is the impact because
just people going to their e-mail does not use a lot of bandwidth whereas if you are watching
a TV show, it is going to use up a lot. (Montreal)

Issues related to net neutrality
Participants raised a number of issues that were related to how one understands net neutrality as
a concept and whether the concept has any legitimacy or should be of importance to Internet
users. Since the discussion had earlier focused on issues of differential payment for services and
traffic shaping, participants began by looking at how these issues were connected to net
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neutrality and how they should be dealt with in an Internet environment that operated under the
principle of net neutrality.
One key issue focused on whether or not net neutrality as defined is “fair” to all Internet users.
Some thought that to maintain true net neutrality, heavy users should be charged extra fees or
ISPs should put a ceiling on usage so that everyone gets a “fair share” of bandwidth.
Okay, maybe it’s a bad analogy but it sounds like the health system. If you can afford to
pay for something better, why should you not be able to get that? I mean if you’re going
to have an argument either way, we have a public health system that everybody should
have access to so it’s the same thing. I agree why are there different prices? If you’re
choosing to pay for less bandwidth, why should you be given the same sort of access?
You know, if you’re going to give us all one rate and everybody gets the same access, we
should all be getting the same service. (Toronto)
Or they’re maintaining net neutrality by those acts. Every coin has two sides. In order for
me to ensure there’s equality, I have to cut you off because you’re using more than your
share. (Toronto)
Others thought that net neutrality meant that ISPs should not discriminate in any way between
users; either by throttling or other practices designed to shape and direct a user’s choices online.
I don’t want my access to be restricted in terms of the time I have to wait for a response to
my inquiry or my communication with somebody, be slowed down by an overload of
communications. (Vancouver)
It goes back to where we shouldn’t be restricted in any way in how we use it, right? No one
should be able to tell us how we should use the Internet and ISP providers are only there to
provide us with a general highway. What we do on the highway is our business and whether
we decide to speed or not is up to us, but they should be able to provide us the service and
not control it in any way. That should be the governing principal and the industry standards
as well as the government standards that we can do so much ourselves. (Toronto)
Another key issue for most was whether or not there is a limit to the bandwidth available. For
these participants, the question is crucial to a consideration of net neutrality – if bandwidth is, or
can be upgraded to be, unlimited for all practical purposes, then net neutrality is a principle they
can accept. However, if there are limits to bandwidth, then some actions to ensure access for all
may be appropriate, even necessary.
It becomes a problem if it affects the rest of us. Does it affect the rest of us? (Toronto)
Well, what is being reported? As of today, what is being reported? What do we really
know about the activity of an ISP provider and the Internet use? Is the government
getting proper figures? (Toronto)
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Many participants felt that if there is no real technological limit to bandwidth, then there is no
justification for ISPs to adopt policies that shape or limit traffic. Some thought it possible that
there was no real problem at all, and that charges for heavy use were simply a means of making
higher profits for the company.
You did bring up a good point when you were saying maybe they’re trying to create this
whole notion that there is a limit when there really isn’t and there they are soaking us at
the bunker. (Toronto)
Then it would be a question of Telus saying, ‘how can we make more money off those
guys? Let’s charge more for the bandwidth they use.’ It just seems a way of charging
more. (Vancouver)
Others thought that perhaps there might be real limits in bandwidth at the present time, but that
these were the result of ISPs being unwilling to invest their profits in upgrading transmission
lines – and if this was the case, the issue was one that the ISPs have an obligation to resolve
without increasing fees.
Do you think it would be as well like maybe the hardware that they have, they don’t want
to spend any more money on additional hardware to increase that bandwidth? They’re
saving money that way. (Vancouver)
If they provide you this service at this amount that’s what you should get for everybody. If
everybody jumps on they should expand their service. It’s supply and demand. (Vancouver)
On the other hand, some participants felt that if there are current limits to bandwidth and R&D is
required to increase bandwidth capacity, but companies are not currently making enough money
to invest in infrastructure, then charging user fees or limiting bandwidth may be an acceptable
policy so that everyone can have access.
Right, and if it costs companies money to provide more bandwidth, then they should
perhaps restrict bandwidth, but not what you can access with that bandwidth.
(Vancouver)
Right, so it’s actually something that you can purchase. So, there is a cost associated with
it, so I don’t begrudge a company if there is a cost associated with it restricting how much
you use. That company would actually tell me that I can’t use any more bandwidth, I
have to pay more. (Vancouver)
A few considered the possibility that there might be an absolute limit to bandwidth, and that if
nothing can be done to increase it, then methods such as throttling might be necessary to ensure
that all users have some access, even if it is not access at the speeds they are accustomed to
seeing.
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We’re multiplying every year and we’re just getting busier and busier on-line. The
Internet itself is just getting busier and might get to a point where it might not be able to
be handled because there are just so many people using it. (Toronto)
Some areas of discussion focused on models of payment and bandwidth use – whether it is
appropriate for ISPs to shape or regulate Internet access by charging heavy bandwidth users
more for their use. Two general ways of thinking about the relationship between use of the
Internet and payment for that use emerged from the discussion, based on two different models:
cell phone use and cable television use. For those who thought that payment for Internet use
should be modelled on payment for cell phone use – a basic fee plus user charges – asking users
to pay for the bandwidth they use is only “fair.”
Well then, quite frankly, if that’s what you’re doing, you’re sitting at three computers in
your home and doing nothing but downloading, then you know what? The rest of us
shouldn’t be penalized because of that. (Toronto)
If they were to start regulating how much certain people use, you might get to a system
where you only pay for as much bandwidth you use, and some people may be attracted to
that. (Vancouver)
If an ISP’s trying to give good service to a whole bunch of people, and some very keen users
know how to use great amounts of bandwidth because they’re using these applications that
use... They’re going to affect all these other people’s ability to get online and the speeds that
they’re just trying to transfer simple files and stuff, so maybe there should be a pay-permegabyte system put in there or something. (Vancouver)
Participants who thought that payment for Internet use should be modelled on payment for cable
television use or for local use of a telephone land line – a flat monthly fee regardless of hours
spent using the service – view the issue in terms of paying for access, and being free to use that
access whenever they want, for as long as they want, with the same quality of service whenever
they make use of that access.
If I’m paying $50 and my friend is paying $50, we get the same service. It shouldn’t be
flipping up and down depending on what time of day you’re using it. I feel that if companies
are doing these things like throttling and stuff like that, then that shouldn’t be permitted. Net
neutrality in this sense should be honoured. (Toronto)
Well, the Internet should be the same way I think. You pay a fixed price and if you decide to
use it one day a week, that’s your choice or if you decide to use it 24/7. (Toronto)
So, every person using the net, just like when you’re on the telephone, you don’t have
any controls over what you say or do. Nobody’s restricting you, basically. Everybody
gets on and they use it however they like to. (Vancouver)
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Another issue that was considered by some participants was whether net neutrality is in fact the
way the Internet operates. Some felt that while it may once have functioned according to the
principle of net neutrality, this is no longer the case, that access to the Internet is already being
shaped and controlled based on the business interests of corporations who run ISPs, advertise on
the Internet or provide software and Internet content. Others also felt that where governments
control access to parts of the Internet, it can not be considered to be functioning in accordance
with the net neutrality principle.
What I read out of that is that they can’t control the upload and download, and I think for
the most part in North America what we experience is almost that, but you hear in the media
that these articles are talking about trying to control this and restrict some of these big
downloading files and stuff. (Vancouver)
The Net is not neutral since companies control it, and post to it, like newspapers are
controlled. Google ads, for instance, someone paid. (Montreal)
I was just going to say, I think we have that impression in North America, probably much of
the world, but obviously there’s parts of the world where net neutrality is a bit of a ... Yeah, a
dream. (Vancouver)

Attitudes toward net neutrality: pro and con
Participants were presented with a variety of arguments for and against net neutrality; in the
course of the discussions, other ways of looking at net neutrality and its potential effects were
also raised.
Many participants felt that whether or not a decision is made that formally incorporates net
neutrality as the operating principle of the Internet would necessarily be an influence on how
such issues as copyright infringement, privacy, security, censorship, monitoring of illegal
activity on the Internet and the quality of Internet content.
For some participants, the fact that a significant proportion of bandwidth use involves
downloading material that may be in violation of copyright was significant. Some felt that an ISP
has the right to monitor and police illegal downloading because by providing access, they have
some responsibility for the use their customers make of their physical infrastructure. A strict
interpretation of net neutrality may make it difficult for ISPs to help regulate such activity. The
same argument, they believed, applies to other, potentially more serious illegal activities, from
distribution of child pornography to facilitation of terrorist plots.
If they’re providing a portal for you to get things like pirated movies, for example, they
need to have some responsibility. They’re choosing to provide you with those links
whether you choose to download them or not and that’s where it comes into with the
neutrality. You know, they’re providing it so they should have some responsibility for it.
(Toronto)

27

CANADIANS’ ATTITUDES TOWARD NET NEUTRALITY

Yeah but criminality, he’s got a good point on the criminality side because with net
neutrality it says we do not discriminate. So here we have Al-Qaeda setting up 100
bombs. (Montreal)
I still see it as a big danger for deviant behaviour that would say, god forbid if they were
a pedophile and he/she was interested in pornography related to children that he/she
should have the neutrality to be able to do that at a speed and the time and the bandwidth.
(Vancouver)
Other participants felt that for an ISP to engage in that level of monitoring is not only a breach of
net neutrality but of privacy: in their view, ISPs are simply service providers – what a customer
does with the access provided is “none of their business.”
Yes but where’s the line between privacy and copyright infringement? Why should they be
able to access my home and see what I’m actually doing? They are providing a service and
they should be limited to that. (Toronto)
I like the freedom of me accessing whatever I want, where I want and not being limited to
say downloading movies that I’m not going to be … My Internet provider’s not going to
slow me down because I’m downloading movies. It may be illegal to download movies, and
like say like in the States or here, but if you’re using a legal site, then why not. I mean
everyone wants to save money somehow. (Vancouver)
With my thinking that nobody really owns the Internet, all that information out there is
given freely by whoever, like I said earlier, if I want to download a song from somebody
and Rogers is saying, no, so he’s restricting me from doing something. And the thing is,
so he’s either slowing me down or he’s completely blocking me from getting whatever I
want. (Toronto)
Where more serious illegal activity is concerned, some participants were torn between the desire
to protect their privacy and freedom of choice online, and believing that monitoring of Internet
usage is necessary to catch criminals.
There has to be some sort of monitoring but not... So it’s hard. The whole, big brother
comes a lot into the Internet and I have mixed feelings about it. I believe this but then I
think there also needs to be something. (Toronto)
That’s such a fine line because it really depends on what you’re going to use it for.
Because, they always say you can get access to information on how to build a bomb. Of
course you need to get the materials and now they watch whatever materials … (Toronto)
Some were also concerned about how net neutrality may influence the quality of content and
information on the Internet. These participants noted that free and open access to the Internet
means that anyone can post whatever they want, and, on a neutral Internet, there is no
mechanism for steering people away from misleading, inaccurate or dangerous information.
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Then the last point, access to information, we both agreed that’s really good and really
important. Where it could be a bad thing is the content, the direction could be misleading.
And I haven’t done it personally and I know a lot of people that go online for information
about a lot of different subjects, and one that I think is kind of dangerous to follow would
be online medical advice, especially if it’s not from a government sponsored website. Or
at the very least discuss whatever you’re planning to self administer to yourself, discuss
that with your doctor. (Toronto)
On the other hand, others argued that any kind of control over access to content is in violation of
the true spirit of the Internet, and could lead to censorship when users become complacent about
supposedly benevolent regulation or restriction of access to content some view as problematic.
I think it’s becoming more and more curtailed. That’s a big worry for me is that as soon as,
say, a big company or government, for that matter, starts to be able to control that, that’s a
dangerous thing in our society. It’s like controlling any media, really. (Vancouver)
Well, just look at the last Olympics, and the fact that the government can actually control
Internet use. That’s pretty scary. Sure. So, obviously, our government could do that as well,
or they could pressure ... (Vancouver)
The real net is disappearing, the freedom of its use, as it was created in the beginning, no
policing, no control. (Montreal)
Some participants took an extreme position with respect to the principle of net neutrality and
concerns over access and content – some appeared to believe that anarchy would spread from the
Internet to “real life” if net neutrality is followed. Others, however, felt that the strength of the
Internet lies in the lack of regulation which allows the Internet to grow.
Because if can just do anything you want on the Internet, that’s somehow going to affect
the economy for other people, I think. Oh yeah, because it’s just going to get so messy
that a lot of things will be affected by it if you’re able to just use it freely to do whatever
you want without limitations. (Toronto)
Yeah, it should be unregulated. I think Internet use should always be unregulated. That’s
why it blew up so fast because it’s free and nobody’s controlling it. (Vancouver)
The possibility that commercial interests, including ISPs, might be able to use their business
activities to influence Internet users’ access to content on the Internet was a real concern for
some participants who saw in the principle of net neutrality a way of limiting, if not preventing,
such practices.
Well, one of the things in the definition here was that market power to discriminate against
competing applications or content so broadband carriers should not be permitted to use
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their market power to discriminate against competing applications or content which you
explained that. I think we totally agree with that. (Toronto)
Participants identified a number of business practices that concern them. Some are particularly
concerned that ISPs may be profiling them by tracking their online activities, and then either
selling their profiles, or using them as a marketing tool for their own products.
Exactly so there’s no reason it should be that much and they’re making money off of us
by invading our privacy in that way by looking at key words in our conversation and
selling those lists to marketing companies. (Toronto)
Sure, it is, and judging from some of the very normal sites that I visit and then some of
the junk that I get back, and I can only assume that it’s because I was on a certain site.
(Vancouver)
Others note that it is a small step for ISPs to move from tracking their online activities to shaping
their access so that it is difficult to access sites run by their competitors.
I think the part that I keep thinking about now is I have Rogers and I’m sort of thinking
less about what sites I have access to. But since I have Rogers, does that mean that if I
got to Bell.ca, are they slowing down my Internet connection? Do they know that and are
slowing it down so that I ... Yeah or if there’s a sponsor of Rogers. If I’m going to buy
Blue Jays’ tickets, will it speed up because it’s owned by Rogers? Now I want to know
things like that like can they be doing that? I suppose they probably can and it is naive to
think that they can’t. (Toronto)
I don’t know if this is related but it drives me crazy in my Gmail that the ads that pop-up
are related to things I’ve written in the e-mail. It’s like reading my e-mails and it’s
providing ads based on that and it’s scary. It’s sort of the same kind of thing I’m thinking.
Are they watching where I go and yeah, they’re slowing it down if I go to their
competitors and they’re speeding it up? I don’t know. (Toronto)
Participants were also concerned about software for specific applications such as web browsers
that may either receive preferential treatment from ISPs who have some form of proprietary
interest in them, or are pre-set to direct users to specific corporate websites (i.e., by using factory
settings for homepages or bookmark files).
And we’re aware that’s how service providers work especially trying to get us to use their
product and not their competitor’s product. (Montreal)
Yeah, Firefox. Then I started researching, oh there’s more search engines and those types
of applications. So, now actually on all the PCs that I have and my son has a Mac, we
have Safari and Windows Explorer and sometimes I use either one of them. So, I should
be able to use that as opposed to be forced to use just Explorer. (Vancouver)
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If I were the provider I could increase my profit margin radically if I created my own
version of Explorer, my own operating systems and I demanded that everybody that
became my client had to purchase my products as well, ka-ching, ka-ching. (Vancouver)
Participants also discussed the potential effects of net neutrality on the companies that maintain
the Internet, particularly ISPs. Some argued that if net neutrality means that ISPs cannot charge
users for heavy use of bandwidth, or use such strategies as throttling to shape and regulate use,
then they might lose money or lose customers, resulting in a lack of profits to be invested in
improvements to infrastructure and R&D in the area of technological innovation. Others felt that
ISPs are already overcharging their customers, and that following the principle of net neutrality
would prevent ISPs from taking advantage of their customers.
Now, one of the arguments I can understand with the ISPs is that they’re always
innovating their product, so, like, the transfer lines, let’s say, so, fibre optics. In my area
they just finished putting in new fibre optics so that costs quite a bit, so I can see where
they say, okay, we’re going to just say we’ll give you tiers of cost. Well, not necessarily
recoup but the thing is, it’s … Okay, if an area in the city, like, rural areas have no
Internet and let’s say Rogers or Bell says, okay we’re going to put in fibre optics, well,
that’s going to cost money. (Toronto)
And offering better service to them. It’s not to say that, just because the application I’m
using is taking more bandwidth or requires high speed, then the company would try to
limit me, but in terms … that’s why we’re paying the service fee. That’s why we’re
paying every month a certain amount so that they can improve the service. Yeah,
hopefully, but at the same time, if they don’t do that and another company is doing it,
then we’re just going to switch. (Toronto)
I think it’s all profit. They just want to see how they can get their claws in and get more
money out of it somehow. (Vancouver)
Others felt that net neutrality is unnecessary in a free market, because users are free to move to
another service provider if their ISP acts in a way that they find unacceptable such as charging
user fees, throttling, or attempting to shape or direct Internet access or traffic in support of their
own business interests. In fact, some participants were sceptical of the idea that ISPs may be
engaging in such practices, because any company that would do such things would be acting
against their own interests and risk angering – and losing – customers.
I guess if that’s their business and they can do it, I guess they can. I guess, as long as it’s
not an issue of monopolisation. If they’re the only ones that you have to go to then that’s
a problem, but if you can go over to Bell and you’re not going to have that problem,
great, okay, fine, I’ll go to Bell. (Toronto)

31

CANADIANS’ ATTITUDES TOWARD NET NEUTRALITY

But I think all of us almost, whoever I deal with at work is different than my service
provider at home and so I think we’re aware of what’s out there so I don’t think they
can do that because we’d have to be stupid. (Toronto)
A few also thought that operating in accordance with the principle of net neutrality would, by
creating an artificial uniformity of access, limit the ability of ISPs to compete by offering
different levels of service. On the other hand, those who were concerned about the possibility
that ISPs and other companies with a presence on the Internet might be finding ways to give
users preferential access to their own websites or applications, felt that net neutrality might be a
key element in preventing free competition in the IT sector from being compromised.
I feel like it’s creating a standard and uniformity and in that sense, it’s taking away from
competitiveness in a sense. No one is in a hurry to drop prices when everything is the same.
(Toronto)
Because there needs to be more competition. If they’re stopping other companies and
stopping us trying those other companies, then that means for the consumer we’re losing
out. (Toronto)

Stakeholders’ approaches to net neutrality
The attitudes and roles of such stakeholders as the government, other oversight organizations and
ISPs with respect to net neutrality were explored.

Government or other oversight organizations
Most participants were unsure as to whether the federal government currently has a role in
oversight of the operation of the Internet in Canada, or what roles might be played by other
organizations, if any.
Some, particularly in Montreal, were aware that the CRTC does have a mandate to regulate the
operations of ISPs. Others, however, believed that there was little or no regulation of ISPs and
other companies engaged in supporting the Internet by government or any other organizations.
The way it sounds here is because there are no government laws, the ISP providers are
taking for granted or they can do too much to us at this point in time. That needs to be
looked at basically and how to control those ISP providers. (Toronto)
The government is not limiting the use as such. It’s limiting what the ISP provider can
do. That’s what we need is limiting the rules because there’s no holds barred with what
the ISP providers can do. They can do whatever they want and we don’t know because
we’re not behind the scenes. (Toronto)
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We don’t know as consumers and maybe that is for the government to get involved. Well,
for there to be a better understanding as to what they can and can’t do and what’s been
kept from us and what’s not. Maybe that is an excuse for the government to get involved.
(Toronto)
Most participants felt that some degree of independent oversight was necessary, as selfregulation by ISPs themselves did not inspire many with confidence that key issues would be
properly addressed.
We discussed having an ombudsman, somewhere to go where you as a user could go in
and say look, I’m not getting what I’m supposed to get what I’m paying for. (Toronto)
Everybody needs to be accountable including the service providers so you should have
some body that they’re accountable to when it comes to price, service and what the
quality is that’s been put on there. (Toronto)
If they are going to impose this extra fee, which I don’t agree with or stopping, which
again I don’t agree with, that limit of oh, you’re using too much bandwidth should not be
determined by the company. It should be determined by an independent organization.
(Montreal)
While a few participants did feel that self-regulation would work because ISPs will do what is
best for their customers in order to keep them from switching to a competitor, others were
concerned that self-regulation does not always produce results in the public interest. Others noted
that there really are not enough players in the marketplace for a straightforward free market
approach to be successful.
We’ve seen how that worked on Wall Street. (Toronto)
There are only two major service providers, then maybe we shouldn’t allow them to selfregulate themselves. There’s not the competition there to govern the fair price for that
service. (Vancouver)
The general consensus appeared to be that some kind of independent organization should
regulate companies providing access to the Internet and ensure that net neutrality is maintained.
While some felt that the federal government could have a role in this, others were mistrustful of
government oversight and envisioned some form of NGO with the power to enforce an
international treaty on Internet operation.
But then if you allow the government to control or have the final say on what should be
available to us, there would be more conflicts that would arise because then you’re
paying your money for the government to make your decision. (Toronto)
It’s better to have an international, just like how we have international treaties on
weapons and stuff like that. An international treaty on the Internet and it doesn’t have to
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be something that is so stringent or so tough that it just destroys or strangles it all, but
have some safeguards in place for consumers and for children and stuff like that.
(Toronto)

Internet service providers
Most participants assumed that ISPs would not be in favour of net neutrality because it would
tend to remove some of their control over their business operations and remove their ability to
manipulate both users and Internet traffic in their own interests.
They’re probably against it. They want to keep control. They want to have as much
control and meet their bottom line as best is possible I would think. (Toronto)
I don’t know if there’s a formal stance on this. I think that all Internet providers are
against this but they don’t say it. They don’t say it or actually they say they’re for it.
(Toronto)
For many participants, the key role that ISPs have to play in supporting net neutrality is to
support research into technological advances and invest in new technology and infrastructure so
that bandwidth does not serve as a limiting factor on open access to the Internet. Participants
were conscious of the fact that use of the Internet continues to expand, both in terms of numbers
of users and in terms of the demand on bandwidth by increasingly more intensive applications –
and that it is reasonable to expect that usage will continue to grow. Many consider that it is the
responsibility of ISPs toward their customers to plan for and continue to invest in upgrading their
technology.
Isn’t it for the providers to pay for the technology and to start looking into that in order to
provide better service for us? You know, if we are using it more and there are more people,
they certainly have the money for the research and to do all of that in order to give us our
products. (Toronto)
Of course, like any company needs to roll with the times and needs to change
accordingly. If they just want to be stagnant and then have us pay the price in that way,
it’s not really fair. (Toronto)
It’s their problem. Surely they must sit around and think if that did happen, what would
we do. They must have a plan or solutions. If that did increase, they must be able to
throttle, or they’ve got to have some plans up their sleeve, but I think it’s definitely their
problem. I can’t see how it would be our problem. (Vancouver)
We’re saying there’s no reason to us why there has to be a slowdown on certain sites and
everything like that. Their bandwidth, if it’s limited, make it bigger because it’s not my
problem. You know, make it bigger and provide it as we’re paying. Continue making the
services better. Don’t continue keeping things at the minimum. There’s no reason for it to
be limited. (Montreal)
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The other key responsibility of an ISP mentioned by participants was full disclosure. Participants
expected that ISPs would inform them of any limits that might result in user fees or other control
measures, and provide a means for them to check on their usage.
There should be like an alert or something, like, okay, now you’ve reached your limit, or
whatever. Like on email where they tell you how much they have in there and you go,
okay, I’ve still got 80 percent left. (Toronto)
If I’m going to be penalized, if I have to pay for over-using, absolutely I want some way
of monitoring my own use and/or a warning. (Vancouver)
Some participants noted that some ISPs who are currently charging user fees over a certain limit
do provide a means for customers to track their bandwidth use.
I know Rogers does that. Rogers doesn’t actually tell you directly but you just log into
Rogers, go to ‘manage my account’ and you go to your Internet account and they’ll
actually tell you how much you’ve used, how much you have left. (Toronto)
You take a look and see how many minutes you’ve spent and then you know if you’ve
gone over. (Vancouver)
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Solutions
Finally, some potential solutions to certain of the key issues surrounding the principle of
unrestricted Internet access were examined.

Pay for use
Many participants felt that there was no real concern with a pay-for-use solution to issues of
heavy use of bandwidth, provided that the ISP makes all the regulations and charges clear to the
customer, and that payment of user fees means that traffic will not be throttled. For these
participants, having to pay for higher bandwidth usage was acceptable if it meant that they – and
other users – could be assured of unrestricted access.
I don’t think that’s a bad idea to have certain groups where you have a guy who really uses it
pays a higher price provided that price isn’t reflected on somebody else like in a lower price
who doesn’t use as much. (Toronto)
If there’s transparency on the cost of it, then maybe I can justify as to paying more for a
higher speed or more download. (Toronto)
Some felt that even if there were no technical limit to the amount of bandwidth available, it was still
within the right of the ISP to charge differential rates for usage as long as there was full disclosure.
I like the way it is currently right now but if I were the owner of Bell Canada or let’s say if I
was the owner of a large ISP, probably if I saw that the profits were going down and I have
an obligation to shareholders, what I would do is simply do like cell phones, pay per usage.
(Montreal)
This is under the assumption that if I’m downloading the most, I’m jeopardizing everybody
else’s downloading. Even if you don’t assume that, it’s pay for use and it makes perfect
sense. Forget about how much is available out there. It makes no difference. (Toronto)
However, some were insistent that if there was no real need to control bandwidth, then ISPs
should not be able to charge heavy users for their higher use of bandwidth.
Well, if it doesn’t cost them more and you want to use it a little bit more this month, why
should you have to pay more as a user for that month? (Toronto)
If it’s not costing them more. If it does, I’m fine with you pay more based on what you’re
getting from them but if it doesn’t cost them more, that’s a whole separate story. Assuming
it does, then you pay more but you’re at a consistent speed. (Toronto)
Some were also concerned that the ISP should not be able to invade the customer’s privacy by
tracking what the customer is using bandwidth for.
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The idea of this whole user pay thing sits alright with me, but as long as there’s no way for
them to start infringing on your privacy and so on. (Vancouver)
A few suggested variations on the user-pay concept, such as premium payment for access during
high demand time periods.
What about having a rate variation dependant on when in the day you used it, so if you want
to go on a 4 in the morning, you pay very little. If you want to go in 7 until 10 o’clock, you
pay more? (Vancouver)

Throttling
The idea of user fees was closely linked to throttling in the minds of participants. Most
participants were opposed to the idea of throttling, and were willing to accept higher fees for
heavy use in order to avoid throttling.
I like the idea better where there is pay-per-use but there’s no throttling so as long as you’re
paying more, you can get whatever you want but you should always be able to get it at the
same speed. (Toronto)
But you’re paying for an extra service and the whole thing that they’re advertising is the
convenience. They are advertising all these services that the consumer can get and then if
they want to take those services away and charge extra or diminish it at the time when
people are actually the services, that’s not actually providing the services they’re promising to
provide. (Montreal)
However, a few thought that throttling was an appropriate solution as long as it did not target
specific applications – general slowdowns during peak hours, for instance, would be acceptable,
but not slowdowns of downloading or live streaming applications only, or throttling of specific
users who place higher demands on the available bandwidth.
On the other hand, some – though not many – were agreeable to the idea of prioritizing
applications, ensuring that some kinds of high-bandwidth Internet applications, such as VOiP,
would always be handled at normal speeds, while other applications might be subject to
throttling when necessary. As with the proposal of throttling in general as a solution, most
participants did not think this was a good idea, but there was general agreement that if it does
happen, then it has to cover all different packages that provide a specific function – i.e., if VOiP
is going to be prioritized, then all VOiP programs are prioritized equally, with no preference
given to a program that the ISP may have proprietary interest in.
I think that works. To me, if that were the case, if you had to accept that they were
prioritizing one application, then it would have to be equal for all. (Vancouver)
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In this case, a service provider owns a highway. Now, everybody wants to get on it and
there’s neutrality, so everybody has equal access and equal speed on the highway but
wait a second! There’s an ambulance or there’s a fire truck so where does somebody step
in and say ... The pro is yes it’s good but the against I say is that we need some of
prioritization. A telephone call has to have priority over a video, a picture download or a
data download. (Montreal)
Not a specific company, not a specific industry but a specific service like VOiP, which is
telephone over the Internet. So whether it’s Vonage that’s selling that thing, Rogers
Voice over IP, Videotron Voice over IP or Skype which is an independent, should that
class, again that packet that’s called voice packet that’s identifiable, should it have the
fast lane on the highway or should it have the slow lane? (Montreal)

Suspension of heavy users
There was little support for the idea of suspending users who make extreme demands on
bandwidth; although some agreed that there should be a penalty for exceeding bandwidth limits
if such limits were in place. Most seemed to think that the appropriate penalty would be a
financial one.
They should be penalized but shouldn’t be cancelled. (Toronto)
But it needs to be a high enough limit that most of us who are using it, downloading or
doing whatever occasionally and using a lot more if someone is going to let us are
unlikely to hit it. If those abusers are using it at a huge high level, then yeah. (Toronto)

Regulation of resellers by suppliers
Most participants felt strongly that resellers should be able to make their own policy decisions
about how to manage bandwidth concerns, and not be dictated to by suppliers such as Bell or
Rogers. They understood that there might well be contractual undertakings between suppliers
and resellers on limits to bandwidth and financial penalties for exceeding agreed-upon demand,
but how the reseller chose to resolve those issues should be a matter between the reseller and its
clients.
Yes, it’s a Bell man that comes to the outside of the house and goes into the box. Even
though you’re with Techsavvy, it is a Bell technician who will come to the box, open it up
and hook-up the line but they should not be able to regulate another independent company.
(Toronto)
I would think, just from experience dealing with any kind of contracts, that all that stuff
would probably be discussed up front. If Yak wants to lease Bell’s lines and Bell knows what
Yak wants to offer their customers, then Bell should say up front, if you want to offer
unlimited to your customers, you should pay us X amount of dollars … (Toronto)
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Should they have the right to do that, though? I don’t think so. (Vancouver)
It’s not right. They shouldn’t micromanage the clients. They should just allocate this much
bandwidth and let the re-seller use it. (Vancouver)
A few felt that, since overload on lines rented by a reseller would presumably affect traffic being
carried on the supplier’s own lines, and hence lead to the need for the supplier to resolve these
issues with its own customers, the supplier had the right to influence, if not dictate, the reseller’s
response to the situation.
I guess if they’re going through the same line it would be affecting the Telus users as well, like
people who are actually going through Telus? If that were the case, then yes they should because
it’s still slowing down the bandwidth in general so whether they’re a Telus user or one of these
Novo, whatever and still going through Telus, it’s still, it would be the same thing as if they were
going through Telus and Telus called them directly I think. (Vancouver)

Conclusions
The issue of net neutrality does not yet have much salience among Canadians who use the
Internet, even those who are interested in policy issues related to Internet use and who are highend users.
However, when they are made aware of the issues surrounding net neutrality, they display a high
degree of interest and engagement with the topic – not only with regard to how it affects their
own use of the Internet, but also in determining what is fair for all parties involved.
While users may not be aware of the current debates over net neutrality as a key principle of
Internet operation, they are aware of and concerned about a number of issues that touch on the
concept of net neutrality – universal access, privacy issues, censorship on the Internet and the
commercialization of the Internet.
While few were aware of practices such as throttling that ISPs can use to shape traffic and
influence users’ choices of content, many had noticed that they have been experiencing
slowdowns when using applications requiring significant bandwidth, and some have been
informed by their ISPs that they will have to pay user fees if their bandwidth use is above a
preset level in any given month.
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Many users are uncertain as to whether throttling or user fees are necessary practices for ISPs in
order to cover costs and ensure profits as demand for bandwidth increases and the number of
users expands; the feel that they lack the information to determine whether such actions are
justified. Most would rather accept user fees – which they perceive as “only fair,” based on a
perception that heavy bandwidth users may be limiting access for other users – than have ISPs
throttle or otherwise shape or limit traffic.
However, while they would accept such practices if they are necessary to ensure equal access for
all users and provide the ISPs with necessary funds to invest in infrastructure improvements and
research more effective technologies, they are strongly opposed to such practices being used to
further corporate interests by prioritizing proprietary software or directing traffic toward content,
either for their own profit or for a fee from other companies.
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